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0x01 EEZLJRFFIR
1. AMD SEV Z&%aidisiF (CVE-2021-26311)

SEV (Secure Encrypted Virtualization) J& AMD $&Hi 224 & MR, effid
PN A4 ] 25 L 4 2 T g AT REAUTL 9 A7 B AT (R

EH, AR HER AMD £1xf SEV 2ageid i (BN CVE-2020-12967 F CVE-2021-
26311) KA T AR KT HE R o Xt 3 7 TR ] 1 0k AR D40 4 A ST 78/ NLE A4
(%5 15 Jm TEEE B AT 2 (W00T” 21, 202145 H 27 H) ER#E.

AMD SEV RJ LARE 25 AN LRI LA BAR 7, (HEIEEAE A 138 S i R WL, Bk
T L) P S 7 AR 2 S ARV N B UL -

AMD SEV/SEV-ES AEEAVRSHATIRIF (CVE-2020-12967)

%W E AMD SEV/SEV-ES D h ik = R 2 VR R IE R, I R & 1A SR AR 55
PR IR, AT AR E Guest VM AT REAREHRAT -

AMD SEV/SEV-ES AEEARSHATIRIF (CVE-2021-26311)

ZIRIAAFAET AMD SEV/SEV-ES Dhged. MRIGIZ L e, W LAEIEBIHLHE]ARAS I 2]
Guest k=3 (] rh EHTHES N AF, QISRBGE F G AR IR 55 48 B P O ALRR, T ] A H
BRI ST SEEL Guest VM A AR B ARG AT

S
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ZIRIAS I ETA AMD EPYC AbBEZS (55—/588 — /3 =8 AMD EPYCMALHHEZSFI AMD EPYC™

IRA AL FES)

TR

H AT AMD T SEV-SNP D8 5 1 bbieii, (HiZ D) RE (XA =48 AMD EPYCM 3,
FUEE =40 AMD EPYCMA] R HR LA SEV-SNP TjfiE.

FH O

https://developer. amd. com/sev/

https://developer. amd. com/sev/
https://uzl—-its. github. io/undeserved-trust/
https://securityaffairs. co/wordpress/117981/security/amd-sev-attacks. html?

https://www. ieee—security. org/TC/SP2021/SPW2021/WO0T21/

2. Pega Infinity SpRIFSEEIRIH (CVE-2021-27651)

PEGA (Pega systems) AwZMNIRSRE AT m M G, W &5mAm ek, J+t
FETFREANE T, HEP G RET AR REAF . 17, BERSRAE S,

Pega infinity #& PEGA AWM —BMVKMHEM, 456 THF S 5NHTREANM
ThEg, MIMREAR T B2k, I 7T LS Bl BE A B e BY 0 R R i Ty R TGRS B R T«

IEH, PegafBE 1 Pega infinity FHJ— NS RIGIESTINIE (CVE-2021-27651) ,
ZIWTE] CVSSv3 PPN 9. 8. HIT B E A9 IR uENLE, Mok n] LUdad 1 FH A< Hh ik
F D B Th gk S ARt B RS, S A SEILR AR ) 3y A BT

M

Pega Infinity 8.2.1—8.5.2
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ZERW

H Al Pega CAMBEE T IR, @UUS B 248 H .

AR
https://collaborate. pega. com/discussion/pega—security—-advisory-a2l-hotfix—

matrix

SH R

https://collaborate. pega. com/discussion/pega—security—advisory-a2l-hotfix-
matrix

https://www. pega. com/infinity

https://nvd. nist. gov/vuln/detail/CVE-2021-27651

0x02 EJFZEDTH
1. FireEye: DARKSIDE EhZ&E#-44r

DARKSIDE BRI

DARKSIDE #z T 2020 4F 8 A E ORI, LW 5 HIaE & AL R & Aokt
SERTERUARIER], M 7 156 MEKWZMTANHN . SHEHMREMA R, X
HAUAR D T RAT 2T R, BRI AHnE, LR S E SR
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DARKSIDE #hZ& # LLh R EARSS (RaaS) MIEEME, HANEERIZEH . A1EK
PRI R Z 1870 2, 5 = e s UG DT MBUF B B R B A - Mandiant (FireEye
B ERCT 6) HATERES T 2808 T8 O (s sh 56, 1X 5 DARKSIDE )%
SRBR JEAUAL — B XSS A NIRRT B T AR EAR AR . BARS ¥
I B A VA T RBEAT SN Bt AE, (HEDRILT D BUMERES R T 2R 0

day IR

&€ Bin

It A FE AR S LA K DARKSTDE 45, Mandiant CLZ8iRU5HY T %> DARKSIDE 575
- REHZFALSHLTRE, HFHBREZ ML, BFESMRS . EHE. HliE. Lk
FHEMBAR. [ 2020 4£ 8 H 2 )5, DARKSIDE [fl% FATF 6 2 (152 5 A\ Bs ik B4 BT
Whn, fHE 2021 4F 1 AR E M2 EABAE TR (BD , XAge R Y& A
RET . ZFEANBBEAKRY, A @HLHXS DARKSIDE $1R AR A A B in.

it

a&”
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DARKSIDE VICTIMS BY MONTH

25

20

August October November December January February March April

RAN DIANT

Kl 1: Cn¢ DARKSIDE 523 # (2020 4F 8 H % 2021 4F 4 H)

DARKSIDE B & &M ik %

M 2020 4 11 A TG, M RERIILAED T darksupp FEHRIEIRIZ exploit. in Ml xss. is

Ef% DARKSIDE RaaS. 2021 4 4 H, darksupp &Afi I Darkside 2.0 RaaS [RHEHT, Mo
BB RERAATH BT IEZE TR SRR S AR (R 1D o I @ LI A
N2 HFHIBELRE —E IR A . 51012 ERHiR, RaaS @& AT 50 /7€
O IBE ST 25%, ERT R T 500 G TuhE e, X e FRER] 10%.

(% 7 324t DARKSIDE B R B AR, 2R I B e ey — Al TOR Vs il )
& RS FRHEAMSEREAZEHE, WERZ AL, POafE SRS . AT
TERE I 50l — RN B AL T S MR, XEEJER 5 AT REXT 52 F 44U 4T DDoS B
JUFRS>F darksupp Fan, AEIEMRAUGEREERE . R, K%, AFEFIH LI AILHITE
A, WAL F RS (CIS) BERMALGUEN B bR, JLTE T REUX R i ke 5
PIEATE), BEONE X S T B Wi T R SR E 2 A
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BT EH
TIRe/ 5% AR
W/ WA
e % ME BRTH B A Windows
N Linux MRE54E Rl 2
i Salsa20 Jin% 1 RSA-
1024 AN A
B
H10H VD) AT EASE TOR A2 [HIAROR S https://advantage
Darkside FiiA<. 412k, tE%& & | -mandiant. com/rep
B orts/20-00023273
DL 552 E 5 AT
EHREYE “HER” T,
I RV PR S E AR BAA
Al Darkside Mk, DLE I
2 E I mIB A AT A K
H B . AN 2B
PR By, ANFEARET
¥
2021 4 4 f 21-00008435
HbreH DDboS (ZE3 )2, BB 7 Y
14 H (v2.0) B B
) https://advantage
.mandiant. com/rep
. X orts/21-00008435
FREVEAKAE A AT TCA R B
BIE A RE 1A N B BA S £ 19
25T IR

% 1: DARKSIDE 7454k (exploit. in) A i 78 S50 B U Th RE AN SE 37 .
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DARKSTIDE /@1

DARKSIDE RaaS Fff J@ALA4 5 2585 — M, 285 A4 #e R4 8 B AR U7 ) A (& 2) o
FEXANHIA T, B TRALAG A T LABRAT A0, Bl an G SRR AFRUA . Dy DARKSIDE 1
FAGE A A BB E S DRI R I Mandiant B & /DHE T MRS RILIES T
XEAUR 7 H AT AR /2 DARKSIDE ()5 A w . HXEIRn TR & B E T4k
WI4A 5 1] £k N R B R %5 E O 3RAG A9 U7 o) th i B B R A Bt . PR, —Le A RRAL
DARKSIDE (3R 4R 734 5 H & RaaS B & 11l & 11, €345 BABUK A1 SODINOKIBI( 344 REvil).

2: DARKSIDE Bt B3 i

Bk A dw A
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AT Mandiant FERER T AN L2 DARKSIDE [REEShEERE, IXECERETTREILE

DARKSIDE RaaS *F & HIA R 7 XA« ENL SR A F A1,

RELIR T I AT %

FT A TFBRAS A5 T T I 28 TR H T Jm B s i et (0 B A o A 3 e p (0 4% AN B

B (E3) .

XL UNC 41 (M NARIESHAERD) HH P = RPEgE B Fir.

ieve taterally

» TeamViewer *« BEACON
« Legitimate Credentials « RDP
« plink
« F-Secure C3

Initial Compromise Establish Foothold Escalate Privileges Internal Reconnaissance Complete Mission

k%/ k%/ 2 z KT)

» Suspected password + BEACON * CVE-2020-1472 = PowerView = Data exfiltration via
,atftad;s = perimeter - SMOKEDHAM - Mimikatz - Built-in Windows rclone or WinSCP
infrastructure it . i

. E-Secure C3 « LSASS process utilities Data theft extortion

OIS memory dumps + BLOODHOUND - DARKSIDE

+ Malicious emails + Advanced IP ransomware
with links Scanner deployment

(generally via
PsExec)

P 3: 7F DARKSIDE # 2 HA Boiki A & BLA TTP

UNC2628

UNC2628 H 2021 £ 2 HZJa—HAL TG, AR ER, K&
WAEM S =R A EE B R JATA LR R ] UNC2628 U4 5 H'E RaaS #
477 &fE, A33E SODINOKIBI (REvil) Al NETWALKER.
FEZAZEGIT, BATHEERNIFEZ BANRAT BTG Z A, S0t Al VPN ZEfl i
SEVIE R o XL IR S B RS BUN B il 30 R I IR A 2 DUk IX
TR IR 3 B U3 T UNC2628
FEAEIEREIL T, B oA i LA A A1 E
A7 FI PR o
UNC2628 L FH % F & il P 5 32 AR AT 1A H., (BAEVF 2RI T, UNC2628
AV IR 7 44 spservice’ (K 7 ZERTA AT AR H, UNC2628 1
F 7 K& Cobalt Strike HEZEHI BEACON Payload. UHJ& ¥ IHXradi# ) BEACON iy 4
Az (C2) FERHEEMEIE LI A%

] VPN LRl S K 3R459]

By
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® hxxps://104.193.252[. 1197:443/

® hxxps://162.244.81[. 1253:443/

® hxxps://185.180. 197[. 186:443/

® hxxps://athaliaoriginals[. Jcom/

® hxxps://lagrom[. Jcom:443/font. html
® hxxps://lagrom[. Jcom:443/night. html
® hxxps://lagrom[. Jcom:443/online. html
® hxxps://lagrom[. Jcom:443/send. html

® hxxps://lagrom[. ]com/find. html?key=1id#-

FERALEST, HiEHRRVILTR S T H Mimikatz 475548 5 5 AR BUR T«
Wik F S TR HEI “ net” M ping” Z 2509 A B Air 4SBT A B 9 44 14
FANIEE, RAEH A REEE BEACON #EAT T AISMITEE, (AFEILA (1 H BRI A
{ZSTN

UNC2628 JL-F-5¢4xiiad ROP FEIABE oAl G5 SE 4 AT Cobalt Strike BEACON
Payload #EAT T IAIR A XA BUMAERE RN H] HTTPS  BEACON Payload A1 SMB
BEACON, JG# JLF5e MLl “\. \pipe\UIA_PIPE “JF3k¥ifin 4 & 8.

VAR T L B SR A (N A2 8 M AR TRGHUR 8 B B0 15 50 R R AR i, R
HAT T BRI P AR — MFARNLE . RE L, UNC2628 it
eI R AVESGIE . G E RIS (spservice) LA B B 7E 30
BEACON [ Windows FR %% KR U5 M. {Hf39E = M2, UNC2628 ZIXKH &N
“CitrixInit “f¥ik5 %L BEACON.

UNC2628 iR T F-Secure SEIy = i) H & an MM (C3) \HELE, #& TE
it Slack APT AQHE C2 fFRH4k. MIEILGE> T IO E ITP, MBATHT BEfEH]
C3 SKJE¥ Cobalt Strike BEACON Jif.

B @I SFTP i Relone #3¥a itk 55 3| 4 LEH P R SE. Relone =
MM ATSEHRET, H PEE SR AR . EAEERR, BTHgES
H B B Rt 7E 22 N AR R A o AN R R, B R R A E N R TT
SRR — K
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UNC2628 15 ] PsExec *Kf DARKSTDE 82 1 i a8 & 22 A SCA SR & 0 3
PLIIR

Wb B R T LUT B, fEHHTRE TR TTRIA . Bz i — 2t se . PsExec Hl
ALK 52 HE EHFIR:

® (:\run\

® (:\home\

® (:\tara\

® (:\Users\[username] \Music\

® (:\Users\Public

UNC2659

UNC2659 2/ A 2021 4F 1 i aakb T sl iR . AT R BN Z B #7E 10 RN FERR
BTG UNC2659 EAE R M2, fAIEH T SonicWall SMAL0O SSL VPN /i o
[ — AN, 12T JE k4 SonicWall (B8 . Bk BT EH MG TE M A LM, ERE T
Tk A= i A S h N B R IR T L R

e & @i A CVE-2021-20016, B SonicWall SMA100 SSL VPN 77 i/ ) — /M
TFRAT T HIEE VIR, HATiZIRI QB8 . ARy, Mok vl sedl s
ZEHT SonicWall VPN 2R S OHAIEEIT, BRI — rlARAFBESL

Wi FIH] TeamViewer (TeamViewer Setup. exe) {E5Z 3 F I h g 5 Ak, Bl
AU R Y], B FH BRI L N3 TeamViewer, FEMIM 1 AT LA R 3K
AnyDesk pE H T H ib] fir B
hxxps://dl. teamviewer[. Jcom/download/version 15x/TeamViewer Setup. exe.
¥ & & M F H .M rclonel. Jorg -
hxxps://downloads. rclone[. Jorg/vl. 54. 0/rclone=vt. 54. 0-windows—amd64. zip
TESCH relone. exeo Bi# B R IUEH relone i@id SMB ¥ pCloud = iid
ERAE RSB H T HE 6B 1A .

Wk HIERZFEHIEFEE T power_encryptor. exe Sy TliL SMB Pt 301

BEAT N - G e 5 Z2 4
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® Mandiant W5 B Sy H AL HE SR A I 4% B, MR ESXd s B AR AE
THRIEThAE, MM T 24> VM BR

UNC2465
UNC2465 )tz 28 /0] LUBIIE] 2019 4F 4 H, HRp s A A8 I 2R A0L) TTPs 7252 FH 3
85 R FHET PowerShell [¥5. NET J& ] SMOKEDHAM. 7 5% DARKSIDE [ 0L F, fEAEH
ZMEIRG, DHIGETT I B RS, RA RIS ME s . RN, X R
TRV 7] AT R A2 R — A S ) e 4R AL 1
®  UNC2465 FI 9l A1 G ik IR 55 K52 A+ SMOKEDHAM & (7. SMOKEDHAM & —™. NET
JETT, SCREEANOSE . BRI R BT R R NET @ 4. £ IR, Bhs T
5 BRI TR, SRIERIE T RN Google Drive #i#:, 2B EARML T ALY
LNK R FE 7 HIAFAS o BB UNC2465 HL-FHIREEE A T Dropbox B4, Hrh & &%
R LNK SCAR ZIP VARY, 4R AT I, 1A R SO B 2% 2> 3850 SMOKEDHAM N % %1
REh.
® UNC2465 CMffi ] Advanced TP Scanner. BLOODHOUND A RDP 7E 52 % 3£ 45 th ik 4T P 75
TR AR 1] A2 BV 3 o
® Wi Mimikatz BEATIEUERAR, DARFHTESZ 58 W4 b AL .
®  UNC2465 idd H] 22 JT 9 NGROK T H S8 B kK&, & RDP A1 WinRM <5320 #% 5 11 il 55
P B 7R LR L
® \Mandiant CVZWLEE S B {# ] PsExec Fl cron {1453k #5% DARKSIDE $2 %t
®  UNC2465 FHLRZEH 1% ) SCRFIER, S IR B 128 - I HR s A AT TR0 e <5 11
S B

o8

BATNA, B CEE AT T 2 7 mMEh RT3, XEESE LR LEF
S 1 B (8 R R SR R . MR EE R AR T e R KN, B
AN 52 H B SAT IS A8 I mT ge . f54n, 7E 2021 4 4 HJK, DARKSIDE i&7& /& Am 1
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—IEA, FRAATH H s ARG A O E AR T B, RS R A R A
Gy TR B R BIDRE A A= (Rt 2 S 45 U, DA LA T A i S0 i DR B S A T ik
SRIFEAERIRE . 5 —MEMRERIGI T, —DICEE R IRAG 2 H H HM 28 fRE
FEAEE G RAERE P AN — (5 R, BT R BRA) T A, PRIHAE 28 PRI e 2080
Rl PE, BRI EAEI R T A B, Bk T LLEAT N A AR A DA 5
HARFIRE o BATTAE, Tk FH R 7] 32 3 38 TN 7 A B 3R SRR A 38 2021 SR4REL%
J&. 3T DARKSIDE Bz B2 2 N B 2 &1, JATHH 5128 R BRI
FAP R I TTP K AF e — E I ZE 5

Pt A: DARKSIDE BhZR KA 4T

DARKSIDE J&—Ff C 15 5% 'S B2, W LU RS B Xt e it . I st
DA K 2% 3L E SO 34T N5 . DARKSTDE RaaS FiJ@ MU AT LAV &5 BRIRIAR . AfAT17E iZ1R
B AR E 2 HEH Q@R . R VP A B R A AT SRR RE N B
S g BN AR R DL 75 N %N B A A R AL (B 4) o DU BRI R b7
F 30 MD5:  1a700£845849e573ab3148daef1a3b0b. 7 M) DARKSIDE FEAHAT LA T &
eSS
® ARF T I C2 RS % K 1% beaconing MR, MHFR 1AL C2 RS 2% ML E 1.
o AR —FFEAMNE] . PG, BREBRAEIEIEE N RS .
o AN BRI EE UL, FT 2R A P 8k o RAR IR 4 5 SR TEAS
RN P& R ANE AR, H HREH R4l — B T4 A
SRR V5 1]
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Encrypt Mode

Force encrypt?

Encrypt local disks?

Encrypt network shares?

Self destruct?

Bl 4. & PRTRIBR G A DARKSIDE #4422 fic B 1% 15

ETF EHLRFER
FREEHLH:

AR ) I RAANEL & R AERL] o AR B FR R A, R AN T Bl
LREFRT . {F 2021 4E 5 H W% H(¥) DARKSIDE FRASLIL T — M REA ML, @b, %
BRI IR B H C RIS, HRSS 2 PR AR A )\ BELE SN G 78 BEfI 4
(Bitn” . e98fe8E7” ) finds, RLLFFF MR SWAMMAC NS e T L. X
PR A <ransom_ext>:

Service Name: <ransom ext>

Description: <ransom ext>

XERF T

ol

%CD%\LOG<ransom ext>. TXT
README<ransom ext>. TXT

{original filename plus ext><ransom ext>

May version: %PROGRAMDATA%\<ransom-ext>. ico

TR
5 HLEEFIH) DARKSIDE FEASCE 1 LA R i &
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HKCR\<ransom_ext>\DefaultIcon\<ransom ext>\DefaultIcon=%PROGRAMDATA%\<ranso

m _ext>. ico

i)

P&

BB B SAIIR A 0x100 T35 PIR, H T #8747 s M B A . 7 Rraok
WRAE 5 ZAEAT R, MR NULL 595 i o 28 P B K/NA 0xBE9 775,
figp e R e B A 5 BT

1 00 00 00 O 000 000 0000

a 10 ] ] a o ] ] 1 0
00000020 00 00 G0 00 00 00 00 00 00 00 00 00 00 00 00 ©
rur-3.r| (] 1 00 0 0 10 ] 0 10

] O 000
] QO 000
) 0000
) 0000
7D BD 16 25 &2 +308. .3

& DF 02 05 ©l 12 AF..f.fiyg)-

0 2E 77 D8 cCA 3C >C§Yvadilea

-
a.h.feanw? .Pllap
0

000000F0 EC 7B 33 1E 4F 17 E1 80 1D BC CF 8C D C5 @6 41
0.4 . WiERRAEL
a0 ES 0 02 6E 01 02 15 03 43 01 BE 24 OE 72

B 5. g A E

FEA K 0x80 15 ) RSA A% blob MImFs & 0x80 JFE. T (WAL E 0x100 f) DWORD {4
WL 64, O 7 545 RAERNARE. MRS E 0x104 FRUGHIH A F 04 aPLib fi#
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R4 BERI gt X b o R4 T T AR ESICRAEE A M E R E TR, T ik
(B R, BRI o SR RTET 0x60 715 EC B A& 6 Fros.

gogogoo2 02 01 01 01 00 01 01 00 01 01 01 01 01 01 01 01

00000010 01 01 01 01 01 01 24 72 65 63 79
S.r.e.c.y

00000020 €3 00 eC 65 2E &2 69 6E

c.l.e...b.i.n.

000000 13 63 00 6F 6E (513 69 67 2E 6D

c.o.n.f.i.g...m

0of 4 73 00 68 24 77 69 oE c4

5.1 S.w.i.n.d

00000050 eF 00 77 00 73 00 ZE 00 7E 0O 62 00 74 00 00 0O

0.V b.t

<cut

Pl 6: Fl o Ak I 4 UG B

6 (28— TR INE RN XFEAC BN FAST BTN . SRR

RN
® 1: FULL
® 2: FAST

e H'EfH: AUTO
Kl 6 o M FS B 0x02 I fmFS & 0x15 MM /R ME, e VBRI MAT . &
BRI X AT R 2 P A EAE. R 2 IEHE T A riAEA d e B a2 FH i Th e .

e = e Eiiipa
0x01 Yes PN
0x02 Yes IR A K hg
0x03 Yes A S
0x04 No PATIES A
0x05 Yes THI B A 52 Bl A
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0x06 Yes R ELE
0x07 No SRS

0x08 Yes MBI HAT UAC oIt
0x09 Yes VR HE L PR AL
0x0A Yes s

DIReARMEA, HFHLLUT 2R
R A
0x0B Yes https://google. com/api/vers
ion
https://yahoo. com/v2/api

0x0C Yes RIS S8 1) A
0x0D Yes RE N B S
0xOF Yes RS 5 B SCH Y 4

IRERMEH; SULTFE/REA
0x0F Yes F:  “ backup”

“ here backups”

AMEMTIRE: SLUNFAFER AR

0x10 Y
X es Fe: “sql” FI“ sqlite”
0x11 Yes L2 ST
0x12 Yes 15 1R %%
IREARMH; SBE5EZTFR

0x13 Yes « e

¢ blah” MZEMXAH R
0x14 Yes B4

0x15 Yes A EE— mutex
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*2:. WEM

UAC &3

INFCEE BB RTTBUR, B2 iR RE R SE (0S) A AT PR AT IK 42
il (UAC) G J7 ik i —Ff. WIRAEIE RS T Windows 10, ESHAFSMH EIdRE
slui.exe 3C fF 4 # B 5 O B R . X B8 8 K & M X
HKCU\Software\Classes\exefile\shell\opencommand\Default ¥ & A& K8 1%, F{i
M “runas” $47 slui. exe.

AR ARAE RGURAE Windows 10 BUEFIMUA, TR P2 2R E H CMSTPLUA  COM 3%
FEAT UAC Seid o B 7 rhi) th (i 1 B Al R BT LB R

Elevation:Administratorinew:
{3ESFCT7F9-9A51-4367-9063-A120244FBECT}

25|

7: %) UAC bypass 74 &

nERE

OB B A ARYE RS MAC Mtk 2B il — MABEHL SO 4 . 7 2021 4F 5 H MR
DARKSTDE fiASHt, ST 44 R d ] MachineGuid yEMEFRAEAE AR 7T AR MAC Hiuhik A i
1o LA R4 B NSNS I 75 B A R AR (an“. e98Fe8f7”) , #iFR N<ransom_ext>.
SO R A4 AR A FE Python tHEHTOIEE. WAEMH T HERSR, BRERRERY
A H 3% F % H &30 L0G<ransom_ext>. TXT.

BB RTS8 “-path” , Wi o] LRI H LS8 e B a1 H 3.

TV BRI AR B EOAPAT RAE SR AAZII s H BB, 56F

g “This is a Russian—Speaking System, Exit “¥#¢B5 NHE X, BERAKEL.

SRR
PO R B R I T It . A R WOWGd FIEAT. B
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CreateProcess $4TE 8 1] PowerShell 4 LIMNEREREIAS,

powershell -ep bypass -¢ “(0..61)|%{$s+=[char][byte]

('Ox'+'4765742D576D694F626 A6563742057696E33325F536861646F7763
6F7079207C20466F72456163682D4F626 A656374207B245F2E44656C65746528293B7D20" . Substring(2*$_2))}iex
3"

K 8: mhilf] PowerShell 54

K8 F S ar &N “Get-WmiObject Win32 Shadowcopy | ForEach—0Object
{$_.DeleteO;}” o HWIAEHREAMAZLE WOW64 TiztT, EWie (M COM XS RA WM A&
KMERGHRIA. B9 PRIMEF R8T R —id .

root/cimv2

SELECT * FROM Win32_ShadowCopy
Win32_ShadowCopy.|D="%s'

K 9: SINERE R RIAAR S I IR 7 15 A

REHEN
FEAT AR B 10 AT s 74 B 22— AR S5 A e ds L IR

VSS
5q

svch
memtas
Mepocs
sophos
veeam
backup

K 10: SRS HHRIM 7155

FE 2021 £ 5 F WS B HIARCAEAC B D915 e MU R B 25 B 11 Hh 31 i ) 54 R TR 55
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Gx\Vss
GxBlr
GxFWD
GxCVD
GxCIMgr

B 11: 5 A SRS AR E 74 R

G 12 s 747 8 2 — B HERE AR 4

sqyl

oracle
ocssd
dbsnmp
synctime
agnisvc
isglplussvc
xfssvccon
mydesktopservice
ocautoupds
eNCsvVe
firefox
thirdconfig
mydesktopgos
ocomm
dbeng50
sqgbcoreservice
excel
infopath
MSAaccess
mspub
onenote
outlook
powerpnt
steam
thebat
thunderbird
Visio
winword
wordpad
notepad

K 12: SiFEAHSH 75 H
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vmcompute.exe
VMms.exe
Vmwp.exe
svchost.exe
TeamViewer.exe
explorer exe
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windows

appdata
application data
boot

google

mozilla

program files
program files (x86)
programdata
system volume information
tor browser
windows.old

intel

msocache

perflogs

x64dbg

public

all users

default
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$recycle.bin
config.msi
Swindows.~bt
Swindows.~ws
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autorun.inf
boot.ini
bootfont.bin
bootsect.bak
desktop.ini
iconcache.db
ntldrntuser.dat
ntuser.dat
logntuser.ini
thumbs.db
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386, adv, ani, bat, bin, cak, cmd, com, cpl, cur, deskthemepack, diagcab,
.diagcfg, .diagpkg, .dll, drv, exe, hlp, .icl, .icns, .ico, .ics, .idx, Idf, Ink, .mod, mpa,
msc, msp, .msstyles, msu, nls, nomedia, .ocx, prf, psl, rom, rtp, scr, shs, spl, sys,
theme, themepack, wpx, lock, key, hta, .msi, pdb
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What happend?

Your computers and servers are encrypied, backups are daleted. 'We uss strong
encryption algorithms, so you canmot decrypt your data.

But you can restore everything by purchasing a special program from us - universa
decrypter. Thiz program will restore all your netwerk

Fallow our instructicns below and you will recover all your data.

Dizta l2ak

First of all we have uploaded more then 100 GB data.

Example of data

- Accounting data

- Executive data

- Sales dats

- Customer Support data
- Marketing data

- Quality data

- Ardd mors other

Your personal leak page:
hittp:/darksidedxcfimga.onion/blog/article/id/s/<REDACTED>

The data iz preloaded and will be automatically published if you do not pay
After publication, your data will be available for at least & months on our tor cdn
SEMVErs

We are ready

- To provide you the evidence of stolen data

- To give you universal decrypting tool for all encrypted files.
- To delets 2/l the siolen data

What guarantees?

Wiz value our reputation. If we do not do our work and liabilities, nobody will pay us.
This is net in our interests

All cur decryption software is perfectly tested and will decrypt your data. 'We wi
also provide support in case of problems.

W guarantes to decrypt one file for free. Go to the site and cortact us.

How to get access on website?

Using a2 TOR browser:

1) Download and install TOR browser from this site: https./torproject.org’
2} Open our website: http:'darksidfqzcuhtkZ[ Jonion/<REDACTED>

When you open ocur website, put the following data in the input form:

Fey:

<REDACTED>

I DANGER !

DO NOT MODIFY or try to RECOVER any files yourself We WILL MOT be able to
RESTCORE them.

I DANGER !

18: B4 224

FEE (T RT e i




VSRC BRERS2HRIEDN QX /7/
V_ Venustech Security Response Center

G ookl X e S
https:fgoogle.com/api/fversion
https/vahoo.com,/v2/api
sql

sqlite

$recycle.bin
config.msi
$windows ~bt
Fwindows ~ws
windows

appdata
application data
boot

google

mozilla

program files
program files (x88)
programdata
system volume information
tor browser
windows.old

intel

msocache

perflogs

x64dbg

public

all users

default

286

adv

ani

bat

oin

cab

cmd

com

col

cur
deskthemepack
diagecab

diagcfg

diagpkg

dil

drv

2xe

hip

icl

icns
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ico

ics

idx

Idf

Ink

mod

mpea

msc

msp
msstyles
msu

nls

nomedia
ocx

prf

psl

rom

rtp

sCr

shs

spl

SVS

theme
themepack
WX

lock

ey

hta

msi

pdb
vmcomputeexe
VIMIms.exe
VmMwp.exe
svchost.exe
TeamViswer exa
explorer exe
oracle
ocssd
dbsnmp
synctime
agntsvc
Isglplussve
xfssvccon
mydesktopservice
ocautoupds
SNCEVe
firefox
thirdconfig
mydeasktopgos
ocomm
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dbengb0

sgbcoraservice

excel

infopath

MsacCess

mspub

onenote

outlook

powerpnt

steam

thebat

thunderbird

Visio

winwaord

wordpad

notepad

VsS

sql

svch

memtas

Mepocs

sophos

Vesam

packuo
Wriynblahblahblahblahblahblahblahblahblanblahblahklahblahblahblahblahyrnblahblahblahblahblahblanbl
ahblahblahblahblahblahblahblahblahblah'rynblahblahblahblahblahblahblahblahblahblahblahblahblahblah
blahblahtrnblahiblahblah'yn

W A e [WWEICOME T Dark ] ---meeeeeeae- S nWhat happend P meseeeeem e e -
- P\NYour computers and servers are encrypted, backups are deleted. We use strong encryption
algorithms, so you cannot decrypt your data \r\nBut you can restore everything by purchasing a special
program from us - universal decryptor. This program will restare all your network \r\nFollow our
instructions below and you will recover all your data P\ rnData leak fnesmmeeeee s e
——-———--\PynFIrst of all we have uploaded mors then 100 GB data \r\n\rinExample of data’rn -
Accounting data\.r\n - Executive data'\ri\n - Sales data'\r\n - Customer Support data'yr'\n - Marksting
data’r\n - Quality data\r\n - And more other \rnvrnYour personzal leak page:
nttp:/darksidedxcfimagal. Jonion/blog/article/id/6,/dQDcIB_BKg-c-

Bf JesONyHoakheBtIg 2Wkw2inGaO 72| WalcKbrxMWhPFKrUbBHC\r\nThe data is preloaded and will be
automatically published if you do not pay\r\nAfter publication, your data will be available for at lzast 6
months on our tor cdn servers.\rynrinWe are ready\r\n- To provide you the evidence of stolen
data’r\n- To give you universal decrypting tool for all encrypted files \r\n- To delets all the stolen

data \r\nhwrnWhat guarantees P\ rin---—---mmmm e ---\rWnWe value our reputation. IF
we do not do our work and liabilities, nobody will pay us. This is not in our interests \r\nAll our
decryption software is perfectly tested and will decrypt your data. We will also provide support in case
of problems.\r\nWe guarantee to decrypt one file for free. Go to the site and contact us\r\n\rinHow to
get access on wabsite? Wy nem e e Wrynldsing a TOR browser\rnl)
Download and install TOR browser from this site: https://torproject.org/\rn2) Open our websits:
http:/darksidfgzcuntk2 Jonion/<REDACTED=>\r\n\r\nWhen you open our website, put the following
data in the input form\r\nKey \r<REDACTED=Yr\n\r\nlll DANGER N NDO NOT MODIFY or try to
RECOVER any files yourself We WILL NOT be able to RESTORE them. \r\nll! DANGER 1hn

-path
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INF

CBG

/CDEL/F/Q

»> NUL

ComSpec

README

TXT

Start Ercrypting Target Folder
Encrypt Mode - AUTO
Started %u |10 Workers
Encrypted %u file(s}

File Encrypted Successfu

Encrypt Mode - FAST

Encrypt Mode - FULL

This iz a Russian-Speaking System, Exit

System Language Check

Encrypting Metwork Shares

Encrypting Local Disks

README

TxT

Encrypt Mode - AUTO

Started %u |10 Workers

Encrypted %u file(s}

Start Emcrypt

[Handle %u]

File Encrypted Successfu

Encrypt Mode - FAST

Encrypt Mode - FULL

Terminating Processes

Celeting Shadow Copies

Uninstalling Services

Emgptying Recycle Bin

This iz a Russian-Speaking System, Exit

Systemn Language Check

Start Ercrypting All Files

powershell -ep bypass -c "(0L61}|%{Es+=[char][lbyte]
('Cx'+'47657420576 D6 24FE26 465637420576 REEI I3 25FS368R1646F 7763
BF7079207C20466F 724561636520 4FE26AB063T420TE245F2E44658C6574652529387020 Substring (2

*S_Z)}kiex b5’

root/cimv2

WaL

SELECT * FROM Win32_ShadowCopy
[}

Wind2_ShadowCopy|D="%s"

)

LOGY%sTXT

README%sTXT
Software'Clazzes)exefileshel\open command
“sluiexe

runas

Elevatior:Administratorinew:
{ZESFCTFE-2A51-4367-9063-4120244F2ECT
explorerexe

>
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rule Ransomware Win DARKSIDE vl 1
{
meta
author = “FireEye"

date created = “2021-03-22"
wny

descripticn = "Detection for early wversicns of DARKSIDE ransomware

samples based on the encryption mode configuration walues.”

md5 = “1a700f845849%e573ab3148dasfla3bib”
strings:
$consts = { 80 3D [4] ©1 [1-10] 03 €O OO 00 [1-10] ©3 OO0 OO0 00O [1l-
1l0] 00 0O 04 00 [1-10] OO OO OO OO [1-30] B0 3D [4] 02 [1-10] O3 00 OO OO
[1-10] ©03 00 0O 00 [1-10] FF FF FF FF [1-10] FF FF FF FF [1-30] 03 00 0O

oo [1-10] 03 00 00 00 }
conditicn:
{uintlé (0) == 0x5324D and uint32{uint32 (0x3C)) == 0x00004550) and
$consts
}

K] 20: DARKSIDE YARA iU

rule Dropper Win Darkside 1

{
meta:
author = "FireEye"
date_ created = "2021-05-11"
descripticon = "Detection for on the binary that was used as the dropper leading to

DARKSIDE."

strings:

$CommonDLLsl = "KERNEL32.411" fullword

$CommonDLLs2 = "USER32.d11" fullwerd

$CommonDLLs3 = "ADVAPI32.411" fullword

$CommonDLLs4 = "ole32.d11" fullword

fKeyStringl = { 74 78 70 €5 3D 22 77 €% €E 33 32 22 20 €E &1 €D &5 3D 22 4D &% &3 72 &F
73 6F 66 74 2E 57 &9 6E 64 6F 77 73 ZE 43 &F 6D €D 6F €E 2D 43 &F 6E 74 72 6F 6C 73 22 20 76 &5
72 73 6% &F 6E 3D 22 36 2E 30 2E 30 2E 30 22 20 70 72 €F &3 65 73 73 €F 72 41 72 63 &3 69 T4 &5
63 74 75 72 65 3D 22 T8 38 36 22 20 70 75 62 &C €9 63 4B &5 7% 54 6F €B €5 6FE 3D 22 36 35 39 35
62 36 34 31 34 66 31 €64 66 22 }

$KeyStri 74 79 70 &5 3D 22 77 €9 6E 33 32 22 20 6E &1 €D &5 3D 22 4D &% 63 T2 &F
73 30 2E 4D 46 43 22 20 76 &5 72 73 69 &F 6E 3D 22 39 2ZE 30 2E 32 31 30 32
3z 63 65 73 73 6F 72 41 72 63 68 €9 T4 &5 63 74 75 72 65 3D 22 73 38 36 22
20 65 79 54 6F 6B 65 6E 3D 22 31 €6 63 38 62 33 62 39 61 31 &5 31 38 &5 33
62

$S8lashes = { 7C 7C 7C 7C 7C 7C 7C 7C 7C 7C 7C 7C 7C 7C 7C 7C IC IC TC IC }

condition:

filesize < 2ZMB and fileaize > S00KB and uintlé (0) == 0x524D and uint32(uint3z (0x3C)) ==
0x00004550 and (all of ($CommonDLLs*)) and (all of (SKeyString*)) and $5lashes
}
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rule Backdoor Win C3 1

Eye
"Z0Z1-05-11"
ior "Detection to identify the Custom Command and
binaries.”
dac4kbdza7573aeidi5e5edb48LE0be "

"Dropkbox-API
"WINHTIP.
"SHLWAFI.

"NETLEI32

API3Z2.411"

[ =P
i i

SknownDLLsZ =

sknownDLLs3 =

$knownDLLs4 = "QDBC32.dll

stokenStringl = {

3B T8 5D 20

&7 20 74 &F &B &5 BE }

StokenStringZ2 = { 5B T8 3D 20 65 T2 72 6F T2 20 €3 T2 63 81 T4 &85
6E &7 20 54 &F &B &5 &E }

StokenString3 = { 5B 78 3D 20 €5 T2 72 6F 72 20 €4 T5 70 8C &% &3
&l 74 &% &E &7 20 74 &F &B &5 GE }

egize « SMB and uintlé(0) == 0x544D and uint32 (uint32 (0x3C)) ==
211 of (FknownDLLs*)) and (SdropboxBAPI or (1 of
or (all of (ftokenString*)))

B 22: HE Xam Mzl (C3) YARA LU

#530 DARKSIDE
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Ransomware. SSL. DarkSide
Trojan. Generic
Ransomware. Linux. DARKSIDE

Ransomware. Win. Generic. MVX
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Ransomware. Win. DARKSIDE. MVX
Ransomware. Linux. DARKSIDE. MVX
Ransomware. Win32. DarkSide. FEC3
FE Ransomware Win DARKSIDE 1
FE Ransomware Win32 DARKSIDE 1
FE Ransomware Linux64 DARKSIDE 1
FE Ransomware Linux DARKSIDE 1
FEC Trojan Win32_ Generic 62

FE Loader Win32 Generic 177

FE Loader Win32 Generic_ 197

FE Backdoor Win C3 1

FE Backdoor Win32 C3 1

FE Backdoor Win32 C3 2

FE Backdoor Win C3 2
Backdoor. Win. C3

FE Dropper Win Darkside 1

Real-Time (I0C)

BABYMETAL (J&11)

DARKSIDE RANSOMWARE (5% j%)
AJSEM) PowerShell W (J715)
A SE(H) Powershell FVEB (J5950)

BEPAFBS (AV/MG)

Generic. mg. *
Gen:Heur. FKP. 17
Gen:Heur. Ransom. RTH. 1

Gen:Trojan. Heur. PT. omZ@bSEA3vk
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® (Gen:Variant. Razy. *
® Trojan. CobaltStrike. CB
® Trojan. GenericKD. *

® Trojan.Linux. Ransom. H

UAC {3

o I FEE UAC Ll fi P

® VPN Zpifr [ i k]

®  WINDOWS 7341 [ RDP %3k ]
Helix ® TEAMVIEWER CLIENT [JH/4REE]
®  WINDOWS J57%it: [Plink = [rjf%iE]

® WINDOWS /758 -R %5 [PsExec]

FHRHE R
UNC2628
fabs G
104. 193. 252[. 1197:443 BEACON C2
162. 244. 811[. 1253:443 BEACON C2
185. 180. 197[. 186:443 BEACON C2
athaliaoriginals[. Jcom BEACON C2
lagrom[. Jcom BEACON C2
ctxinit. azureedge[. Jnet BEACON C2
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45.77.64[. 1111 R
181ab725468cc1a828883a95034¢17d BEACON A
UNC2659
{7 ik
173.234.155 [.] 208 R
UNC2465
fabn ik
81.91.177 [.] 54: 7234 LAV ]
koliz [.] xyz AR
los—web [.] xyz EMPIRE C2
sol-doc [.] xyz W R AR

hxxp: // sol-doc [.] xyz / sol /

T E Mk

1D-482875588
6¢9cda97d945ffb1b63fd6aabchbelal T #EEs LNK
7¢8553¢74¢135d6e91736291¢c8558ea8 VBS JE 328

27dc9d3bcffc80ff8f1776139dbof0a4 Ngrok SZHFE 7
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DARKSTDE By R #k 44 hn# 4%

DARKSIDE MD5 FEAS
04fde4340cc79cd9e61340d4c1e8ddfb
0e178c4808213ceb0c2540468ce409d3
0ed51a595631e9b4d60896ab5573332f
130220£4457b9795094a21482d51104b
1a700£845849e573ab3148daef1a3b0b
1¢33dc87c6fdb80725d732a532334119
222792d2e75782516d653dbcccfcf33b
29bcd459f5ddeecefad26£c098304e786
3fd9b0117a0e79191859630148dcdc6d
47a4420ad26f60bb6bbab645326fa963
4d419dcb0e3e4824c096£298e0fa885a
5f£75d33080bb97a8e6b54875c221777
66ddb290df3d510a6001365c3a694de?2
68adabf6aa8e3c3969061e905ceb204c
69ec3d1368adbe75f3766fc88bcb4afc
6a7fdablc7f6c5a5482749be5c4bflad
84¢1567969b86089cc33dccf41562bed
885f¢c8fb590b899c1db7b42fe83dddc3
91e2807955¢5004£13006££795¢h803¢
9d418ecc0f3bf45029263b0944236884
9e779da82d86bcd4cc43ab291929f73f
a3d964aaf642d626474f02ba3aedf49b
b0fd45162c2219e14bdccab76£33946e
b278d7ec3681df16a541ct9e34d3b70a
b9d04060842171d1a8£3444316dc1843

c2764beb5336183a59aa0f63a0b36732
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c4flalb73e4af0fbb63af8ee89aba7fe
c81ldaebc67fb72a2¢2f24b178aeab0b7
¢830512579b0e08140bc1791fc10cH82
cfcfb689011fe513e9f0d76b17d0296
d6634959e41f9b42dfc02b270324fa6d9
€44450150e8683a0addd5c686¢cd4d202
f75bal94742¢978239da2892061balb4
f87a2elc3d148a67eaeb696b1ab69133
£913d43ba0a9f921b1376b26cd30fa34

f9fclala95d5723c140c2a8effc93722

Jif SR
https://www. fireeye. com/blog/threat-research/2021/05/shining-a-1ight-on—

darkside—ransomware—operations. html




