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VSRC Z£[F#z (2021-09-07)

0x00 FRERERLGTR

AETEXEREL 5 1 Annke NVR ImEREBHITIRIE (CVE-2021-32941);
TeamViewer {EFEARMEHITIRIE(CVE-2021-34858); Apache Dubbo imfE LR HITIRR
(CVE-2021-36162); Cisco Enterprise NFVIS B{pIgiE4eidimiE (CVE-2021-34746);
BrakTooth: EF RSN LEIRE.

NEREEHEHE 11 BFEME Hive D1,

RIEU LR, AEREEEIH.

0x01 FEEZLFERTIFE

1. Annke NVR i=2{{i83#17iRiE (CVE-2021-32941)

iR
CVE ID CVE-2021-32941 B 2021-08-30
x B RCE E % ="}
ITFERIA = S BE
WHERE (3 ] Rt =
APRZE 7o FrapR 7
PoC/EXP TEEFFIA

FHElES
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Annke B—ZxZWERRERGHFERTESIER, Hr-migsgebk 30 Z1ExRM
#X, —ERA9IESE. RUNSE. BNFELHZAMEmE. EXE T FHRPYRERD
RIERIRIR, SIGEERAFEEIX 3000 /5.

2021 £ 8 B 26 H, CISA Kt e e, FF 7 & Annke Network Video Recorder

(NVR) shAIIRI— M2 TR (CVE-2021-32941) , H CVSSV3 58 94,

NVR ZIHTENZERENRAN—NEEENED, BIRITAERMEE. FhEM
EIERE P BELIMEANISTIR. ZimiEZ Annke N48PBB (NVR) FRETHEHLAVEHX
iR, RESHIIEANTEREE LT BILREL RISURERFFLA root SERFUTE

B, WEE LR BRI RERIR. MbREsk. BEXEERAR LRSS,

ek

N48PBB (NVR) <= V3.4.106 build 200422

REEIN
BRILFERAEZEE, BNKEFREMRAIEIRAE.
TEGEHE:

https://www.annke.com/pages/download-center

BRAREEY
o REFVHBEHRARREREFHINEZREEIBRN, FHRE( I se N EEXMITIE,
o RIEHREMSBNITERFETIIXEZR, FRESEILMERS

o ISEEIRENERIERRERITE, WEMERRMES (VPN) , F#ER VPN 2&
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FThRAS,
SEE:
https://us-cert.cisa.gov/ics/advisories/icsa-21-238-02
https://www.nozominetworks.com/blog/new-annke-vulnerability-shows-risks-
of-iot-security-camera-systems/

https://www.infosecurity-magazine.com/news/critical-iot-camera-flaw-allows/

2. TeamViewer {EE{iB{TiRRE(CVE-2021-34858)

iRk
CVE ID CVE-2021-34858 RS 2021-08-24
x B REBHAIT % =E
yurEllsE 2 SN EE
WHERE o] Rt
APXZE 2 PR PR
PoC/EXP EEFFIA &
mRiEs

TeamViewer B—MERR ZRNTAEEHMG, BRI LMEEAEBXE NATAERNE

SR EFHFA TS,
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2021 £ 8 B 24 A, TeamViewer RTEINE, 85T TeamViewer FREI—AMER
RABHTIRIRA (CVE-2021-34858) FI—NEFUEENRIRE (CVE-2021-34859) , IEHET]
R BXEREHTERRE. SETHEIF R SEu Y,

TeamViewer {EE{iBH{TIEA (CVE-2021-34858)

T TeamViewer fEEFIE TVS HATLEN B BB SUHEITIRIRAISE N, KEE
B LARIALGRRHF T ERAREH SE T HEI UG Bk, (BinfEr Attim AR 2R R E LR

B=TiRwiE.

TeamViewer #5RiZEBGRKE (CVE-2021-34859)

HTFHE=EAEEEHEFAEZT LA, 58 TeamViewer JRSBHITELFIERN,

I

TeamViewe [Linux] < v15.21.4

TeamViewe [Windows] < v15.21.4

TeamViewe [macQOS] < v15.21.2

XPR Windows]: BRIABRT, TeamViewer TRIEZ{RIFAY Program Files BR

. MRAFESERHZEERENE, NWKREEKESLIRIE.

Z2EN
HRLREERES, SRR ERRILA TR :
TeamViewe [Linux] v15.21.4

TeamViewe [Windows] v15.21.6
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TeamViewe [macOS] v15.21.2
TRz

https://www.teamviewer.cn/cn/

SEE:
https://community.teamviewer.com/English/discussion/117791/linux-v15-21-4
https://community.teamviewer.com/English/categories/change-logs

https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-34858

3. Apache Dubbo izf2f{iHiTiEiRA (CVE-2021-36162)

iR
CVE ID CVE-2021-36162 B8 2021-08-30
%k B RCE £ % =
IER A = SEE
WEEHE B] At
FFPxE FreR iR
PoC/EXP =raas EEFFIF

FEnElE
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Apache Dubbo 2—FXN AT 7Z/Y Java RPC UIRSSHELE,

2021 % 8 B 30 H, Github SecurityLab 2\FFE 7 Apache Dubbo #FfIZNEE
i (CVE-2021-36162 #1 CVE-2021-36163) , WEHEETLFIAXYRETENITER
(e N

Apache Dubbo YAML REF5IiRRE (CVE-2021-36162)

Apache Dubbo #7Z7£ YAML [zF5tiRiRE, BJLABGIAECE F ORIEE AT LAF AL

IR U TIERAAD.

Apache Dubbo izf2{CE3H1TiEiRA (CVE-2021-36163)

Apache Dubbo T AZ£f Hessian i (AJi%) , SHALENRFINL, I
HE LR AR R T ESAEE.

4k, Securitylab EAFFT Apache Dubbo HEIE—4 RCE iEfE (GHSL-2021-
096, 1E44(E8) , HTF Apache Dubbo ERTAZEM RMI thiX, S¥ALZLNKRF

FHE, WEEREEREEREBENSHFTERTERAE.

FeE

Apache Dubbo v2.7.10

BEEIN
Bail CVE-2021-36162 #1 CVE-2021-36163 B&&E, @NRMALZSiNT. 8
GHSL-2021-096 RIREAIEE, EINBFEA JEP290 1.

CVE-2021-36162 % T4kt
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https://github.com/apache/dubbo/pull/8350

CVE-2021-36163 N T Hke:

https://github.com/apache/dubbo/pull/8238

SEHE:

https://securitylab.github.com/advisories/GHSL-2021-094-096-apache-

dubbo/

https://dubbo.apache.org/en/downloads/

http://openjdk.java.net/jeps/290

https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-36162

4. Cisco Enterprise NFVIS BRISIESETRR (CVE-2021-34746)

FRE L
CVE ID CVE-2021-34746 iR ] 2021-09-01
x = = EtIEZo 0] F % =}
yurE=lleE 2 SIS EE
WHERE 1 aJ Atk =
APXE 7 PR 7
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PoC/EXP EXF EEFFIF

iy

FerEES

2021 F9 A 1 H, Cisco kKAaRent, BETHRW NFV EitighiEid (NFVIS)
B9 TACACS+IAIE, It EE (AAA) ThEEHRH— 1 EHKRiIEskEiRRE (CVE-2021-
34746) , ZimRAI CVSSV3 4374 9.8,

BT HEBLSINIERI AR AP MARIEARTTE , e EE A LB fEAIES KT
ANSECEF BRI, AZhFIFRILRRNIEE T LARITIALE, USRS NERZHM
AR,

BRFmReSHnNEINRTR, ERERTIREN PoC/EXP, BRIERAIES

FA.

IS
WNREE T TACACS HNBAIES %, iRiRS®/m Cisco Enterprise NFVIS A< 4.5.1,

iE: (X5 RADIUS SeANIERIBECEARZ R0,

Z2EW

Hal Cisco BZEETIiRRE, SWNZFmARMEFHREFHZE Cisco Enterprise
NFVIS kA 4.6.1 BiESHRA.

TR :

https://software.cisco.com/download/home
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IRERSRM TACACS JMERIAIE
=ty ey = == A VOGS = AN Vi - = lshow running-config
P, UTRASRT Y TACACS SMSAERASAES, Cisco Enterprise

NFVIS L show running-config tacacs-server ap<$HIEIL :

nfvis# show running-config tacacs-server

tacacs-server host 192.168.1.1
key
shared-secret "example!23"
admin-priv. 15

oper-priv

nfvis#

YNER show running-config tacacs-server ap<RYHIL /9 \CRIUGER TN, NIK[S
F8 TACACS HNEBIAIELIRE,
2B GUI iERE., BEFEEE > T > ©2 > AFAG. NREINBALET

EXT TACACS+FEH, BAKKREDZZRIRERIRM.

SR
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-
sa-nfvis-g2DMVVh

https://www.cisco.com/
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https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-34746

5. BrakTooth: BEFiIfZSNLZLER

imRtid
2021 £ 9 B 2 B, MRARRTHKE TRV PSR/ BrakTooth IZ %
EiFhE, XLERmEENIEFR. B, BMNUSMESAHTERT25 SoC HiERy 13

MEFCHAE, FEEEEHIaRETDZIRBRSESIBFUTAIIEX,

R

MRARED, XERBREDGFET 1,400 MRANS HEAEROARL BT
e, BEEIRAIBERND T BT KRGtk (SoC) . BT REREHEYE BT LKimr~fa. ZRMWAY™
mEAEREFI. BRIRRRS. FECTRRMETWAS. SMRE (5. Bil) |
FKERARESE. BE. WEMTIRE (WRREEEETER - PLC) SEEMIRE. 5

MY % 2R &N R -
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Vendor SoC QID(s) Listing(s) Count
Intel AX200 127398 17*
Texas Instruments CC2564C 87924,126789, 117855 14
Cypress CYW20735B1 169362, 112768 1
Bluetrum Technology AB32VG1 115952, 131655 201
Zhubhai Jieli Technology | AC6905X 91274 341
Zhubhai Jieli Technology | AC6925C 110839 376
Zhuhai Jieli Technology | AC6366C 136145 173
Actions Technology ATS281X 124400, 124265 47
Qualcomm WCN3990/8 96248, 116819 22
Qualcomm CSR8811/CSR8510 | 30846, 58778, 70941 92
Espressif Systems ESP32 116661 (ESP32 Dual-Mode Stack) | 28
Harman International JX25X 84803, 62232 63
Silabs WT32i 49552 48
Total Listings 1423

FHgIRLE, BLE 20

HED

miRnEc 7 CVE RS, B 4 NRREESE

fii CVE. BrakTooth J&i@5IFEIT:

1. ZRIMAF=my IR

£ 3

TGN,

CVE ID(s) Device(s) State(s) Target Layer(s) Impact Type Violated
8.1 V1 Feature Pages Execution CVE-2021-28139 | ESP-WROVER-KIT Feature Exchange LMP ACE / Deadlock | [V.1] PartE, Sec. 2.7
8.2 V2 Truncated SCO Link Request | CVE-2021-34144 | AC6366C_DEMO_V1.0 After Paging LMP Deadlock [V.2] PartE, Sec. 2.7
8.3 V3 Duplicated I0CAP CVE-2021-28136 | ESP-WROVER-KIT Bounding LMP Crash [v.2] Part C, Sec. 4.2.7.1
8.4 V4 Feature Resp. Flooding CVE-2021-28135 ESP-WROVER-KIT After Paging LMP Crash [v.1] PartE, Sec. 2.7
GLELTARRIED JBL TUNES00BT
CVE20ZISITI7 | yiaomi MDZ-36-D8
8.5 V5 LMP Auto Rate Overflow CVE-2021-31609 DKWT32I1-A Data Rate Change Baseband Crash [v.2] Part B, Sec. 6.6.2
Cve20z1-31812 BT Audio Receiver
8.6 V6 LMP 2-DH1 Overflow Pending DVK-BT900-SA After EDR Change Baseband Deadlock [V.2] Part C, Sec. 2.3
8.7 V7 LMP DM Overflow CVE-2021-34150 | AB32VG1 Many Baseband Deadlock [v.2] Part B, Sec. 6.5.4.1
8.8 V8 Truncated LMP Accepted CVE-2021-31613 BT Audio Receiver Many LMP Crash [v.2] Part C, Sec. 5.1
XY-WRBT Module
8.9 V9 Invalid Setup Complete CVE-2021-31611 BT Audio Receiver Feature Exchange LMP Deadlock [v.1] PartE, Sec. 2.7
XY-WRBT Module
8.10 V10 Hest Conn. Flooding CVE-2021-31785 | Xiaomi MDZ-36-DB Host Connection LMP Deadlock [v.1] Part E, Sec. 2.7
8.11 V11 Same Host Connection CVE-2021-31786 | Xiaomi MDZ-36-DB Host Connection LMP Deadlock [v.1] PartE, Sec. 2.7
.12 V12 AU Rand Flooding CVE-2021-31610 AB32VG1 After Paging LMP Crash [v.1] Part E, Sec. 2.7
Ezs;g;g:ﬁ CC256XCAFN-EM Deadlock
CVE 202134143 CYW920735Q60EVB
AC6366C_DEMO_V1.0
8.13 V13 Invalid Max Slot Type CVE-2021-34145 | CYW920735Q60EVB After Setup Complete Baseband Crash [v.1] Part E, Sec. 2.7
14 V14 Max Slot Length Overflow | CVE-2021-34148 | CYW920735Q60EVB After Setup Complete Baseband Crash [V.1] PartE, Sec. 2.7
8.15 V15 Invalid Timing Accuracy CVE-2021-34147 | CYW9207350Q60EVB Timing Accuracy LMP, Baseband Crash [v.1] PartE, Sec. 2.7
Pending Pocophone F1 (WCN3990)
Pending
Intel AX200
8.16 V16 Paging Scan Deadlock Pending Intel AX200 After Host Connection | LMP, Baseband Deadlock [v.1] Part E, Sec. 2.7
A1 Accepts Lower LMP Length NA All tested devices Many Baseband Non-Compliance | [V.2] Part C, Sec. 5.1
A2 Accepts Higher LMP Length NA All, except ESP32 Many Baseband Non-Compliance | [V.2] Part C, Sec. 5.1
A3 Multiple Encryption Start NA Xiaomi MDZ-36-DB After Encryption Start LMP Non-Compliance | [V.2] Part C, Sec. 4.12
A4 Ignore Role Switch Reject NA Pocophone F1 (WCN3990) | Role Switch LMP Non-Compliance | [V.2] Part C, Sec. 4.4.2
AS Invalid Response NA Intel AX200 Feature Exchange LMP Non-Compliance | [V.2] Part C, Sec. 4.3.4
DVK-BT900-SA
A6 Ignore Encryption Stop NA CYW920735Q60EVB After Encryption Start LMP Non-Compliance | [V.2] Part C, Sec. 4.2.5.4

[ 2. BrakTooth j@i@5IZ=
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WRARER T RAN=MEEREZE, EPETENRESSEWIEM (IoT) &
& FEEREHRIT.

o EHReRFERBHERABHIIT

BrakTooth J@iEt, H==ANBEA CVE-2021-28139, S0 T &R ESP32 SoC, iX
B—RIURAA. RI0FERY SoC fRu=HlEs, &Rk Wi-Fi fIXUEIES, ERTIWEL)
%, SeexEiRE. TARE/NIEFENIRES. BT ESP32 BT ER=HFAGE,
SHEETUET RIBERFRISEEZINEN 8 MNFHHHMEREEE.

o ZECAHMMEREFHHH DoS

RRARKIBLF/RET AX200 SoC FNEiEAY WCN3990 SoC HinfTHNIRSEERE!

BVEREIERNEZMK DosS,

I
X

fih BT SR STE—ZRFREIENM (CVE-2021-31609 1 CVE-2021-31612-%
ERBAR LMP EUEERTEEM:; CVE-2021-31613-2MrH9EUEE: CVE-2021-31611-25h
FERRAEM: LUK CVE-2021-28135. CVE-2021-28155 #1 CVE-2021-31717-IHREIARES

ih) . RAAXERATSEEFER, BRREFIFIFLRMATRE.

BRy Espressif (5Rk#2) . Infineon (Cypress) (2% (FEEHiHr) 0 Bluetrum
Technology (B5iFEHY:) A N TIEEERFRIRE, B Intel (34FR) . Qualcomm

(7=1@) #0Zhuhai Jieli Technology (FREARFIRE:) EERERESFFRINT .
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SoC or Module Vendor BT SoC Firmware or SDK Ver. Vuln. / Anomalies | Patch Status

Espressif Systems ESP32 esp-idf-4.4 V1V3-4/ A1 [10] Available

Intel AX200 Linux - ibt-12-16.ddc V15-16 / A1-2, AS | Patch in progress
Windows - 22.40.0

Qualcomm WCN3990/8 crbtfw21.tlv, patch 0x0002 V15/ A1-2,A4 Patch in progress

Qualcomm CSR8811/CSR8510 | v9.1.12.14 V6 /A1-2 No fix

Texas Instruments CC2564C cc256xc_bt_sp_v1.4 V12 / A1-2 No fix

Infineon (Cypress) CYW20735B1 WICED SDK 2.9.0 V12-15/ A2,A6 Available *

Bluetrum Technology | ABS301A V06X_S6645 (LMP Subver. 3) V7NV12/ A1-2 Available *

Zhuhai Jieli Technology | AC6925C unspecified (LMP Subver. 12576) | V8-9 / A1-2 Investigation in progress

Zhuhai Jieli Technology | AC6905X unspecified (LMP Subver. 12576) | V5,V8-9 / A1-2 Investigation in progress

Zhuhai Jieli Technology | AC6366C fw-AC63_BT_SDK 0.9.0 V2Vi12/A1-2 Patch in progress

Actions Technology ATS281X unspecified (LMP Subver. 5200) | V4,V10-11/A1-2 | Investigation in progress

Harman International JX25X unspecified (LMP Subver. 5063) | V4 / A1-2 Pending

Silabs WT32i IWRAP 6.3.0 build 1149 V5/A1-2 Pending

3.5/
3.2 0n

) A REF RN TIRES

5k, HARARBENEF BT SoC, &R mAVNE AR T BrakTooth iEiEAY

PoC , LMtEHMGEIREFHIRIE.
RIS
2R mE. S HEMR
BT SoC Vendor BT SoC Dev. Kit / Product Sample Code

Bluetooth 5.2

Intel AX200 Laptop Forge15-R N.A
Qualcomm WCN3990 Xioami Pocophone F1 N.A
Bluetooth 5.1

Texas Instruments CC2564C CC256XCQFN-EM SPPDMMultiDemo
Zhuhai Jieli Technology|AC6366C AC6366C_DEMO_V1.0 app_keyboard
Bluetooth 5.0

Cypress CYW20735B1|CYW920735Q60EVB-01|rfcomm_serial_port
Bluetrum Technology |AB5301A AB32VG1 Default
Zhuhai Jieli Technology|AC6925C XY-WRBT Module N.A
Actions Technology ATS281X Xiaomi MDZ-36-DB N.A
Bluetooth 4.2

Zhuhai Jieli Technology|AC6905X BT Audio Receiver N.A
Espressif Systems ESP32 ESP-WROVER-KIT bt_spp_acceptor
Bluetooth 4.1

Harman International [JX25X JBL TUNES00BT N.A
Bluetooth 4.0

Qualcomm CSR 8811 Laird DVK-BT900-SA vspspp.server.at
Bluetooth 3.0 + HS

Silabs WT32i DKWT32I-A ai-6.3.0-1149
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TREN
BREOHNEELEE THFRFRIRRE, SoHNEEEFAWT, BRMNYEE

(Texas Instruments) EEEERE. BNZHMWBRSE] BAMATN T RITEHT.
BrakTooth PoC T&iisE:
https://docs.google.com/forms/d/e/1FAIpQLSdYGKfZrimQfGMM9JWUNIdtsjT

KfBDia8eg0ObCJX UPNsD4A/viewform

SEHE:
https://asset-group.github.io/disclosures/braktooth/disclosure.html#x1-
150008.1
https://www.bleepingcomputer.com/news/security/bluetooth-braktooth-
bugs-could-affect-billions-of-devices/
https://threatpost.com/bluetooth-bugs-dos-code-execution/169159/
https://thehackernews.com/2021/09/new-braktooth-flaws-leave-millions-

of.html
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0x02 FERLEH

1. BNZRERMH Hive SR

MiTIE

Hive 2 2021 & 6 BEXHIAYEANERZRIBRIBIRZERK. EEEEE,
ZRAKIEE BRI AT SRBE, THRES R ETTEMERIHASIIARRS, Hiaxd
HZBMNCERERFERANVNEIER TXA. BRI Hive 2R Go i555R5ER, A
IESHIFAIIRE, ATLARPIEINES M. ASCHATHERRG Hive #9 TTP, FHXIH

Payload BT TR TIZRNAR., BEAXAES, Hive {HAEEK, H Hive Leaks [k _E7)

HT 21X 30 RAFE.

CEI=)
A=

BTSRRI Rz ERKCEAERFXIET BiraIsE, LARN SRRk,
{8 Hive AAEHPZ—. 2021 F£8 B 15 H, ABiHEFR Hive WHZEMAI—RETTIE

Memorial Health System &2 7THE. £ER, ZERKERN —ERAZIEETHSKE
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7.
BB A HPEMXBEEAIRE B rAVB R L AT sE 2R T eV S

RIER, KRN IETENEAR 7R EENEEN P ERAEREEIRE LITE
B4, {8 Hive ROBRFARMOL, XE—NANRMERBIZREGIE, SEEZREHS

TR, RIAKEER 7N, NGEREH TEZLISMEAFIE,

Community Information
About Cyber Attack

FOR IMMEDIATE RELEASE ----Augu
an information technology
August 15, 2021. As a resu

ers 1o restore
. v enforcement has also been
notified.

Memorial Health Systems X FEZE4 LRI AT AERE

Hive

Hive & "Hiveleaks "2—MBEXIBETAIEIZREIK, T 2021 & 6 BIREVRLHIL. Hive
{EFEENZRRES, (MIIBITNETS THIRE R e EBNRR NS HEURE
& XEMIEBAZEERE, EETERHERGREEANEM, BAZEER
HIGESBERE AR ZIBRIALE, Hive RUTRISHERRRAAIIRT, EHEM

MIZEEMuL LA T SN RETRER. 5 AT, HiveLeaks Wufh £H 30 Z’RAF.,



VSRC BRERS2ERMEDN

v Venustech Security Response Center

H

HivelLeaks

N i n g bo Encrypted at
Dechang 28 sz
Electric 17:16:30
Machinery
Manufacturing
Co., Ltd.

It is committed to the R & D and production of electric
motors and household vacuum cleaners. Its products
are mainly oriented to European and American
markets. It has passed UL, CE, CCC certification and
meets the requirements of RoHS and reach directives

09

Hiveleaks MGmfERIMZEE M ZAIERITHIRS

FA I REICHERVAUREMEERRNRRE, (BFNEDTLS Hive TEBRIEIER

ANHITHSD, FERNARMNNSRRETER, LISBEMBEEZES.

BRARSR

ox

MRBE S ATeESBRTAE. Cobalt Strike AYIEBEEEEETE, BB TN
PR FHRHEIR, LEESIIEAIA, XL beacons (REHFAM, FEKELEEZRER
MR AESIERE. S &M A%RE5 Hive Payload,

RIFRERNIEZREER ConnectWise, ConnectWise 2—1MN&iZHR T2 B8 TE,
EEREHS IR ED LA, 1ZTEHEI8E%E Cobalt Strike ;2HMINAY
MBI ANIE RS,

—BE#N, EEEREEE consves.dll (MinDump) B9 EEEEIE rundll32.exe,
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\Windows\system32\cmd.exe /C rundll32.exe

\Windows\System32\comsvcs.dll MinDump 752 Isass.dmp full

ItE5h, WDigest RILABHRELISSIFRTFRAS EIEETRE.

\Windows\system32\cmd.exe /C reg add

HKLM\SYSTEM\CurrentControlSet\Control\SecurityProviders\WDigest /v

UseLogonCredential /t REG_ DWORD /d 1 && gpupdate /force

ADRecon FHETHEALIARH—L T HMNBHHRBIAGENER (AD) Kix

ADRecon 22—\ FHRIITE, E7EEY. EHEFIMES AD IR,

Hive Payload

B FEREINT R, SANERSTIRESRBASCRREESER, B Hive fE
FRRYZ(tE 1B CHAIREIEIKY. Payload 2 Go iBEE4wEHRY, FA UPX 18, MREE,
BT Go M4 SHHEFMERUKIX RUBIE— N =RYBI B Er R T34 AT, IES
BEARFRIA/INEET 2MB,

FFRARIEAEFRA Go FI—LRAEME, Fal LB R RN ARED. 5—FHH,
Go LABEBEARRRMMER AP REMNHITR mEMESR, B Hive SLIIHEINAEAISHFER
ERIRE 7 Windows,

ZHMERRHRISIT R REHRSTHRAN, R EERRMEARS S FES R

HAEZzT. ARSI
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Flag ‘ Type ‘ Functionality
t Int Number of threads to run in parallel
stop String Regex for services to stop
kill String Regex for process to kill (case insensitive)
skip String Regex for filenames to skip (case insensitive)
no-cleanpolliDesc | Bool Skip clean disk space stage

Hive EhZEX{AHERRIIRE

XUIREERARRE L RZTIERN, BT &E—1NE no-cleanpollDesc, XZ2#)
RRHTIREIREMNER, AIEFTEEERMEEHSH— B swap.tmp B934, FHIEED
TRHBHBTSEMER. FAZBLFRA "cleaning space". BAEl, BATRAIEIZHR
1M, TECREREIBEPEMAIEM. A4 Windows X4, IEEXIRFAIEIIRTEE
MEFATREN—1 5%,

Go BEKHEERANSREH YR TREN, TERREES N ITIEES
RESZEXNSARE. BEEEREFREREOAPBIEEEE., mXMERT, Hive

FREREATH main () REGEHEIIY M encryptor, keys, winutils ] config,

google_com_keys_NewPrimaryKey
google_com_keys_PrimaryKey_ Export

google _com_keys_PrimaryKey_ Erase

google _com_keys_PrimaryKey_ EvaluateSpott...
google_com_keys_init

google com_winutils_AttachConsole
google_com_winutils_RemoteShares

google com_winutils_HardDrives
google_com_winutils_RemovableDrives
google_com_winutils_init

google _com_config_pubkeys_RSAPublicKeys
google_com_encryptor_NewApp
google_com_encryptor ptr_App__Run
google _com_encryptor ptr App__MountPoi...

google.com RXBRTHEENE
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B RES XL, FEASIMIF—1EA google.com NRET, #HiFEH
TitAREX LRI ER.,
TE¥IIAM encryptor.NewApp () TFRIBIZRIMGTHEEZ BT, FEREUENT 7 1RFEIRME

tnE. Bt BENFSHNEER, FENEERE. BRREESISE— I EEEFRF

#Y Onion g,

TREESES, BIIENEE Hive Leaks ihm HIFEMIHHEIIETE.

http://hiveleakdbtnp76ulyhi52eag6cbtyc<redacted>.onion/

FEINEENIT encryptor.(*App).Run() T, BR/ERNT:

1.App.ExportKeys(BRETHRER] go crypto BREY, TFBSRAERL RSA BYH, —MEHAXY
S,

2.MountPoints() 512 7 REIREAIRANEE, FEENIFTNEI—MIA (Go Hafsk
IMNUEEH) . XEEARZERES. AIpaliKassflintEt =,

3ARIE kill 157, BRI RITSRMRIENR AN CERIHE. MNREFRHEEEN
8, NIEEALATEGAME:

4 1RIE stop #r&, TEIIEERES Windows IREZIZHIEIESE, HEILRFERTIRE
HBRFMRIRS.

5. BRHGRRIE— M IESUE KB FMIPR, 3X4=79 hive.bat, BIT—NETRIHTE

MHEEE ERIBRE CRIZEH.
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timeout 1 || sleep 1

del "C:\Users\admin1\Desktop\hmod4.exe"
if exist "C:\Users\admin1\Desktop\hmod4.exe" goto Repeat

del "hive.bat"

K 72

6. BelE

HIEHAT.

vssadmin.exe delete shadows /all /quiet

del shadow.bat

7.7 HIA Go RIFATINEE, Hive BIFFRARIEZITT— Notify ) ERECRIIERIRERF
1TEHAER) WaitGroup, REBLAEHERE, XMREHSRIHEFANETT.
IMAEHNBZRFRIEZTIRE, ScanFilesORIREFR— M AHEIRIZNGIR, FREHE
BMNEE (BMAF) . A5, EncryptFilesOISr=ELAE, SMEAEMNZATIFERE—
MAFFHITINE., A Go WESLM 7 A, XX MMRWHIEENSE, SEBER
RUAT SN
9.&E, KT ARBERMNAFHHERIIZER.

EeRERFRESSINE ARSI XX (B C\windows) &,

(PT.ixt »

Your network has been breached and all data is encrypted.

To decrypt all the data you will need to purchase our decryption software.
Please contact our sales department at:

Follow the guidelines below to avoid losing your data:

- Do not shutdown or reboot your computers, unmount external storages.

- Do not try to decrypt data using third party software. It may cause irreversible damage.

- Do not fool yourself. Encryption has perfect secrecy and it's impossible to decrypt without knowing the key.

- Do not modify, rename or delete *.key.hive files. Your data will be undecryptable.

- Do not modify or rename encrypted files. You will lose them.

- Do not report to authorities. The negotiation process will be terminated immediately and the key will be erased.
- Do not reject to purchase. Your sensitive data will be publicly disclosed at
http://niveleakdbtnp76ulyhi5Zeagbcét:
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'HOW_TO DECRYPT.TIXT' l&&Z=i=

EeErlisr2EEEd TOR I35 Hive [JFMub, FRAMIEERE—ID &R, L

AT,

Authorization

Password

Hive ZE&EIFMub

B BGEERR I TIRSHIEIE, ARSI BRATEE. XN IFEEEES AR
HERIENZRIM "support "X, FEBREMMITILALERBENNNY, SREERE, FE

NSRRI EIFZRSE (FEEERT, SEBEFZLERN) .

&ie
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MEEXEEMEFRAREEIES, B, FMhNEREEMEE. BAR BHHH
MEDRIEEOIN, EENEHRYET, XEERE.

—BiT, REEERRG L RSRPIS N EREEOIEEES. IFS8RE
EEEREIEIHFEN NAS REMNFS, A —LHRNMETE2RIMNENER, TR
BBEERATEIFRESE . BAE—ERAIEHTRETFMMBEEZ TN, BNE
ERURE. EBERIREAINEWAETRERIRIMATE. B, TR EmenLiseep.

HAVEN A RUAMERBBIRRARIPRA, XERABY TEHSEE. EXAERME

[AOLN NN

loC

X{HIa%E

SHA1
67f0c8d81aefcfc5943b31d695972194ac15e9f2
edbalb73ddd0e32784ae21844c940d7850531b82
2877b32518445c09418849eb8fb913ed73d7b8fb
cd8e4372620930876c71ba0a24e2b0e17dcd87c9
eaalele2cb6c7bbecd05ffdf204999853ebbd54a
0f9484948fdd1b05bad387b14b27dc702c2c09ed
e3e8e28a70cdfa2164ece51ff377879a5151abdf
9d336b8911c8ffd7cc809e31d5b53796bb0cc7bb

1cc80ad88a022c429f8285d871f48529c6484734



VSR BHERZERmmc

V Venustech Security Response Center

3b40dbdc418d2d5de5f552a054a32bfbac18c5cc

2f3273e5b6739b844fe33f7310476afb971956dd

7777771aec887896be773c32200515a50e08112a

5dbe3713b309e6ecc208e2a6c038aeb1762340d4

480db5652124d4dd199bc8e775539684a19f1f24

Dc0ae41192272fda884a1a2589fe31d604d75af2

Hive.bat

C9471adc8db180a7da5a56966b156b440483856f

Shadow.bat

4714f1e6bb75a80a8faf69434726d176b70d7bd8

SHA256

aOb4e3d7e4cd20d25ad2f92be954b95eea44f8f1944118a3194295¢c5677db749

50ad0e6e9dc72d10579c20bb436f09eeaa7bfdbcb5747a2590af667823e85609

5ae51e30817c0d08d03f120539aedc31d094b080eb70c0691bbfbaadec265ef3

77a398c870ad4904d06d455¢c9249e7864ac92dda877e288e5718b3c8d9fc6618

e1a7ddbf735d5c1cb9097d7614840c00e5c4d5107fa687c0ab2a2ec8948ef84e

ed614cba30f26f90815c28e189340843fab0fe7ebe71bb9b4a3cb7c78ff8e3d2

c5fe23c626413a18cba8fb4ead3df81529c85f470577fb9c2336d6b692689d9d

88f7544a29a2ceb175a135d9fa221cbfd3e8c71f32dd6b09399717f85ea9afd1
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2f7d37c22e6199d1496f307c676223dda999c136ece4f2748975169b4a48afe5
fdbc66ebe7af710e15946e1541e2e81ddfd62aa3b35339288a9a244fb56a74cf
1e21c8e27a97de1796ca47a9613477cf7aec335a783469c5ca3a09d4f07db0ff
bf7bc94506eb72daec1d310ba038d9c3b115f145594fd271b80fbe911a8f3964
c04509¢1b80c129a7486119436c9ada5b0505358e97c1508b2cfb5c2a177ed 11
612e5ffd09ca30ca9488d802594efb5d41c360f7a439df4ae09b14bce45575ec
0df750bf15895d410c3f6ce45279ab0329¢c5¢723af38b99aadc9ab0bcdc9a71d

5954558d43884da2c7902ddf89c0cf7cd5bf162d6feefe5ce7d15b16767a27e5

Hive.bat

93852dbd3a977cf2662b0c4db26b627736ba51c0df627eb36b41fdbde093c3c3

Shadow.bat

D158f9d53e7c37eadd3b5cc1b82d095f61484e47eda2c36d9d35f31c0b4d3ff8

B

Cobalt Beacon: 176.123.8.228

MITRE ATT&CK

T1574.001 -EFHITARIEN : DLL ERIRFAEF

https://attack.mitre.org/techniques/T1574/001/
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TA0005 -BA1EIHTIEE

https://attack.mitre.org/tactics/TAO005/

TA0004 -#58UEF

https://attack.mitre.org/tactics/TA0O004/

T1486 -EEINZZAYS/NG

https://attack.mitre.org/techniques/T1486/

T1027.002 -BEERNXHESER: Rt

https://attack.mitre.org/techniques/T1027/002/

T1003.001 - OS ZilEs:f#E: LSASS RTF

https://attack.mitre.org/techniques/T1003/001/

T1007 -R&RSS A

https://attack.mitre.org/techniques/T1007/

T1059 -ap>FIRIAfER RS

https://attack.mitre.org/techniques/T1059/

T1059.001 -ap<HIRIAAERERS . PowerShell
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https://attack.mitre.org/techniques/T1059/001/

T1059.003 -ap$FOMIAERRRES: Windows Command Shell

https://attack.mitre.org/techniques/T1059/003/

T1490 -ZIFRFIRE

https://attack.mitre.org/techniques/T1490/

[k :
https://labs.sentinelone.com/hive-attacks-analysis-of-the-human-operated-

ransomware-targeting-healthcare/




