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VSRC Z£[E#z (2021-08-24)

0x00 FRERERLGTR

AEFEX TR 41 : Realtek SDK 8 BZ 4N & £iFiE; SonicWall Analytics iz
EABRITRR (CVE-2021-20032); ThroughTek Kalay P2P SDK If2UiBHTiRiR
(CVE-2021-28372); Cisco Small Business EHESImfeEAEHMITIRIE (CVE-2021-34730),

KEZLEHH 14 Trend Micro: PrintNightmare &S5,

R LGSR, AER2EM .
0x01 ERZLFHAFIE
1. Realtek SDK 8 B&E/MN%2FER

pEHE] oaGs

2021 £ 8 B 16 H, HIRARLTHKE T &5 HIRITE Realtek 2F#Y SDK AT
ANRERRE, RESHWINENEE S BRERRERERER (BRRS) . iE
NER @S SHUESIRATERSAE. XERREEDTIDT 65 NMREMNEE/IA

200 M=, FEMFHMASERR, SNIRm T HAHE RS HhaiRE.

FHElE S
EVIERRIURATIF S ERATVIRE P ERT LIEE] Realtek HHRE. ARAREDR, B
65 FIFHHIEERITRFAT Realtek RTL819xD #51R, {ZAEHRSCIN T ToEEN mINAE

HEEEP—IZEIEN SDK. FEZRMANREER 2, AMEERIX. FRITHERS.
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Wi-Fi shékeg. IP BENBIEENENK, EE2ERMITE,
ARARKERN 4 NERENT, HEl 2 NEREN CVSS #5881 (Bg)  BF24
iy CVSS 1459 9.8 (FFE) . BEFAXLRER, NEERSREER—NE, &E
BefpiEId BEAMIGIENR & .
e (CVE-2021-35392: i@id UPnP 9 Wi-Fi BifafiE e hXiaH

® (CVE-2021-35393: i&EiT SSDP 1§ Wi-Fi f&eafg S Xz

CVE-2021-35394: MP Daemon iZBr TE&SIEAN

e (CVE-2021-35395: =18 Web REZ/NER

ieE
Realtek SDK v2.x
Realtek "Jungle” SDK v3.0/v3.1/v3.2/v3.4.x/v3.4T/v3.4T-CT

Realtek “Luna” SDK &BEhrA 1.3.2

2B

BRIXLRACSEERORAPES. BNSELUTRAREFARER:
Realtek SDK branch 2.x: Realtek A~ 374F.

Realtek "Jungle" SDK: Realtek IEFEFFA4NT, FEMREHE

Realtek "Luna" SDK: F+4¢Z| 1.3.2a

TRk

https://www.realtek.com/en/cu-1-en/cu-1-taiwan-en
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ERRZ NG~ mIEEN T (PR D-Link, %5, BNE. GE%)
https://www.iot-inspector.com/blog/advisory-multiple-issues-realtek-sdk-

iot-supply-chain/

SEEE

https://www.iot-inspector.com/blog/advisory-multiple-issues-realtek-sdk-iot-
supply-chain/

https://www.realtek.com/images/safe-
report/Realtek APRouter SDK Advisory-CVE-2021-35392 35395.pdf

https://www.theregister.com/2021/08/16/realtek_wifi_sdk vulnerabilities/

2. SonicWall Analytics imi2(XiE3HiTiRHE (CVE-2021-20032)

iyl R
CVE ID CVE-2021-20032 RS 18 2021-08-10
x B RCE = o=}
2RI A = SEE
WEHERE B At
FFPRE FreRti iR
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PoC/EXP RAFF EEFIA

iy

mRERE

SonicWALL Analyzer 2 SonicWALL #EHMR BAREDITRASEZ—, X
SonicWALL Bk f, Analyzer 27 IT BT ARRMEIHFIHLENARES TS
TEEMRS, NEEEERAD TSRS L ERI8EN.

2021 88 B 17 H, SonicWALL kfakens, 18E7 SonicWall Analytics Ffy—
MR UIBAITIRIR (CVE-2021-20032) , E CVSSv3 ¥4 9.8,

FF SonicWall Analytics On-Prem (7t ) B LERR A< Java Debug Wire Protocol

(JWDP) EMZ£EE#EIR, RESHWIEATRENEE IR BIIRRERE LHTE

ISUA R

e

Analytics On-Prem <= 2.5.2518

REHEHIN

BRIRRACZEE. ENZRMRAFRETFERERRE Analytics On-Prem 2.5.2519
B EShRAN.

InBSEEREEE

BELLEXSSZ SRS A9 9000/TCP i AJ3IE).

iE: SonicWall Analytics/2.5 RERMARRZZANMERE , NI TARPREMNSES

B,
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TEGEE:

https://mysonicwall.com/

SEHE:

https://psirt.global.sonicwall.com/vuln-detail/SNWLID-2021-0018

https://www.sonicwall.com/support/product-

notification/?sol id=210809113238240

https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-20032

3. ThroughTek Kalay P2P SDK i=f2{{f3#{TiEiR (CVE-2021-28372)

FRE L
CVE ID CVE-2021-28372 i ] 2021-08-18
*x = RCE EF % ="}
szl = S EHE
WHERNE & A A =
AF3%E = FREiUR 7
PoC/EXP BEaTFF EEFRIA

FEnElE
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2021 &£ 8 B 17 H, Mandiant(FireEye)SEENMELZEFIEIRELZEF(CISA) &
VEIREE T — BB L 2TRiE(CVE-2021-28372, CVSSV3 957 9.6) . ZmiEH
ThroughTek Kalay P2P SDK srE9i=f2XFBHITIRIRE, 808 T #E A ThroughTek
Kalay loT =FEiE=AIEMISE.

ZmEE Mandiant ZIMABIFARART 2020 XA, e TE LR ALRE
ANEYIEMiIZE. ThroughTek R~ ¥ S LB 8300 A NEEKIREFIED 11 {2898
R HE P EEEREGLEIER. Sae%) LIS IEFInRE (DVR) M.

FRIOF LR RN R I & BE R ITSERT SR, A SRR, BN E SR,
I EHZIMREFHITHERE. WEMENE—EEEETFAFPH Kalay BE—RR
fF (UID) iZAmRfFFaLABIE = TIER1E, b IEE R LUFER RPC (2 fEERA)

IRERTEEEIRR.

Kalay
Network
A
|
I
I
Registration Server
1. Attacker
spoofs request to
register victim’s
camera on the
Kalay network
using its UUID
Mobile Application Attacker Device
(Remote Network 1) (Remote Network 2)

Kalay thil2LSEF R TEE (SDK) RO, ERAETERRKY (0%

HESREIN FRFERF) FEARIASYIERIR S, AIEEREEHH. BT Kalay iR HRIGIREH
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&R (OEM) MEHBEREIIAHEE ZRIEKR, FIERTEREZ RRAT A

FEmRIAERITEER R,

TG

AThRASEY Kalay P2P SDK SZittiiEg/ :

® 315 REBRIRA

® A nossl #FERY SDK fRA

® RMfEF AuthKey #HT |0TC EEZHNREEML

® (HEF AVAPI BRTIAZA DTLS #HlHHNS&EEF

® {3 P2PTunnel 5 RDT 1EHRAVISEENF

BBV

B#i ThroughTek B&fT SDK B B#INSE LT A RAHESSFH:

® NER(FEH ThroughTek SDK v3.1.10 LA ERRA, {EFFE AuthKey 0 DTLS;

o HNER{FEA v3.1.10 ZEIMIBKRA ThroughTek SDK, BIEEFEE v3.3.1.0 5

v3.4.2.0, FREF AuthKey #1 DTLS,

BRZSEY
o RERVHBEEHRFREFUAFHINSREFR, FHRRE(IIFEM BRI,
o iIEHRAMBINITEREETIIXEC G, FISEHSENEIRE.

o ISEERENANIERRERIGIE, WEMERME (VPN) -, F#fR VPN 2&

FThRZ,
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TEGEE:

https://www.throughtek.com/please-update-the-sdk-version-to-minimize-

the-risk-of-sensitive-information-being-accessed-by-unauthorized-third-party/

SEkE.

https://www.fireeye.com/blog/threat-research/2021/08/mandiant-discloses-

critical-vulnerability-affecting-iot-devices.html

https://us-cert.cisa.gov/ics/advisories/icsa-21-229-01

https://securityaffairs.co/wordpress/121226/hacking/kalay-cloud-platform-

critical-flaw.html?

4. Cisco Small Business IEHZSi=i2{CtaiTiRmiE (CVE-2021-34730)

R
CVE ID CVE-2021-34730 i A1 2021-08-18
x RCE Z % ="}
TiEFIF = ST EHE
WHERE { o] Rt =
FF3ZE 7 FR AR 7
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PoC/EXP RAFF EEFIA

iy

FHE e

2021 £ 8 H 18 H, Cisoc Rfa&Lens, 887 Cisco Small Business RV ZE%Ii&
FPRUITEUIBHAITIRIR (CVE-2021-34730) , E CVSSV3 ¥43799.8 (FE) .

FFXHENRT UPnP ((EFIRNHEEDA) MEIGIEAZ, Cisco Small Business RV110W,
RV130. RV130W R RV215W BREHESH UPnP [RBSHFERSRAE, KEEATLIESRZ
FHNKBRIEEERY UPnP iERKFI ABILLREIR. BRI RIRRAYIEE§EE LA root A3

FBHERS LHTERBESEIREENINE, MNMEMELEIRS.

FeE

WMREET UPnP, ILRESEMLLT Cisco Small Business RV Z%IHHEE:

® RV110W Wireless-N VPN Firewalls

® RV130 VPN Routers

® RV130W Wireless-N Multifunction VPN Routers

® RV215W Wireless-N VPN Routers

iE: UPnP BRSS7E LAN #0 EBGAEA, £ WAN =0 EBUAZER. tNRE LAN 1

WAN #20O0E52E7T UPnP, NiZIEEAZZEINE.

TREY
BF Cisco Small Business RV110W, RV130. RV130W %1 RV215W BE&LAHiE 4

A, Cisco HARRMIKGEFHRIES LLREIE,
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2 )
LB S RZR NAIIREERLURR. EEREN LAN EOEZEA UPnP &S
UPnP 2&EH, BHITLITEE:
15777 web EIRRE, EEEARRE > UPnP”,
EPEASIRE (WRRNETERASRE, WiRELELERAT UPnP) |
TEGEE:

https://www.cisco.com/c/en/us/products/collateral/routers/small-business-rv-

series-routers/eos-eol-notice-c51-742771.pdf

SEGEEE

https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-
sa-cisco-sb-rv-overflow-htpymMB5?

https://software.cisco.com/download/home

https://nvd.nist.gov/vuln/detail/CVE-2021-34730
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0x02 FERLEH

1. Trend Micro: PrintNightmare IZHENS S

i

PrintNightmare imREE&#AY Windows $TENfE & B2 RiRE, €% CVE-2021-
1675, CVE-2021-34527 . CVE-2021-34481 #1 CVE-2021-36958, 1ZimiEE Print
Spooler BRSZSHIINIBHITIRIR (TEMAM) , SRS TZRSHFTE Windows hR
7

FESARARBERE TETARLIASI (B TCP MiRSEEERa, SMB) /Y
ZMiRENATME, BYERAENREERIINREFRLSTEDY (MS-PAR) |, M
RpcAsyncAddPrinterDriver, BJLATERRSS2SFNLEuG EFIF PrintNightmare, TmiiFE$]

ENEFimfEi (MS-RPRN) RUATLAHEFE RpcAddPrinterDriverEx SCHE impacket,

FEARXH, BAID=T PrintNightmare AISCIRLARANAEIER#ESRH: Vision One™
M Cloud One™EFr=mitalliZimiE, LBEERS (FIITENEELEREFRSS) TR
RXRERETmRNZEXE. BENE inRICRSRENASAERMIEYT, e ER

EHEBAIDT ARBEBE 2 T FBEEE, LAEMZBMIHER.,
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AR

PrintNightmare R9RJIEIZAN T :

® 6 A 8 H:{Fh6 BLREEHMI—&P7, B8 THIEEaIERFRS FHINR
&7+ (EOP) iR, ZimiRMAmc/H CVE-2021-1675,

e 6 A 21 H: E—EREkEIAEmxiE 8T (RCE) #1 EOP iFif,

® 6 H 29 H: EBARE RCE 7] EOP #LSISIFAIARAREINMEATFT PoC,
EAEIIRUASEEINRERS 6 AxeEHHEESNREER. 25, ARA
GERT PoC, (EE(IEEWEHIHREHMIERSIEET.

e 7R1H: —H0 day mRAATFHKEE, FMEKGEIRCH CVE-2021-34527,

® 7 H6H:#ikkfT CVE-2021-34527 Hym4MMT (BB RELET—384 RCE,
B, Z4hT REELET DLL A9RERSCHL, 40"\\server\share\",

e 7H7H: IRARRE T X—IKE, RHRE TEARZHU (UNC) FRREER
AIFZEC\?AUNC\", MAREAR"\\", aILASRITIZAN T,

e 7H15H: IKKE, £ PrintSpooler fRZHAEM 7 — 1l EOP IFiE, %
HiRg CVE-2021-34481,

e 8 H 10 H: Microsoft BT CVE-2021-34481 H &7 T4NTLABSLE R

H.

CVE-2021-1675 was
classified as an RCE
and EOP.

A zero-day flaw was

assigned as
CVE-2021-34527.

CVE-2021-1676
was edin

ed in the

AUGUST
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1. PrintNightmare @iEFIEFI#N T FEARTEIZR

iE:8 B, MEEHEE T —&% Windows JENEELEERIRSS R, 20 CVE-2021-
36936, CVE-2021-36947. CVE-2021-34483 #1 CVE-2021-36958, Er CVE-2021-
34483 SRR, HESAnEiBHiTimE
BEEEANTIIARE PoC/EXP, FA TELLIFMNEA T HAIXT PrintNightmare BINIZS,
FETXH, BE T BRPNMEREERENER (100) , LIRBEESERE Vision One

#0 Cloud One FEENANRIPE XILGRRAIKE.

Print Spooler Service
Print Spooler fRSZ (= FFIARSAREEBHITSITENEXRANES. HEHTENRS SR L,
Spooler £=EFTENE Fin 2 FHAIFTEDRASY. FEFTENZ i L, Spooler BRSSRINFERERFA

FHIED API, RN FRERFAUTENEIL, FRSEAIXRIHZSTENRASISEF TENARSS =5,

Print Spooler Properties (Local Computer) X W spoolsv.exe:3380 Properties - a X
GPUGraph Services Threads TCP/IP Seauity Enwonment Stings
General |ogOn Recovery Dependencies Image e formance Performance Graph Desk and Network
Image Fie
Service name Spooler Spodler SubSystem App
-
Display name Prnt Spoolerd
Version 10.0.1776). 1697
Description This service spools print jobs and handles interaction A ST Thw s 3 93035 1900
with the pnrle' lf you tum off this service, you wont , Path
ha 3hla tA Aard Ar saa e i Ardbare C:\Windows \System 32\spocisy, exe Explore
Path to executable Command ine:

C:\Windows \System 32\spooisy exe

C:\Windows\System32\spoolsv exe

Startup type Automatic v
Explore
Verify

Service status Running

g to Front

Stop POV | ¥l Process

You can specify the start parameters that apply when you start the service WusTott St
from here Data Execution Prevention (DEP) Status: Enabied (permanent)

Address Space Load Randomizaton: HohEntropy, Bottom-Up
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2. Print Spooler fRs%

HTEE Spooler [REBAVHHTS, FAEER Sysinternals B9 Process Explorer, EAH
THFISE ("spoolsv.exe") LIGRERPR (BP SYSTEM FIFRINUR) i&17. ZARSETE
ZHILIZ N L 2iwE, ©fi15 Print Spooler SMANNEFTENHIREFERFEX. AINFIEX
WRRSREBERR LHTAE, BTZRSASUSRSIRIET, BT HBEBERR
PR,

Bal, ELNEIEMETIRFIAXNERINTSR. ATFZNEEETNERN, BEE
HLEMMEERERFNRNAFHIIT, BAKXSENRE (EEHIssfFTenRS=:) £
BOANBR TIRBEEEHA spooler iRSS. FIARR, WEETUERF LHITRB, BiZzH

TS B IR BRAYE G A.

LS
HAIMEREI— DS R BERSREA A, FAERTTPIFEANE TEN], LM

SIERIBHESE,



\I5RL' BIAE et 22 i Rl

v Venustech Security Response Center

Attacker

Call RpcEnumPrinterDrivers PhntSpeciorionss

and exeoutes the
“malicious dll”

Return path of device driver

)

spoolsv.exe

Call RpcAddPrinterDriverEx

pDaraFile:\\allacker\shars\rnalicious.dl!
pDriverPathi\Path of returned devi

pConfigFile C:\\Windows\System32\
Attack-controlled winhttpdiNx00

share

rundll32.exe

Copy malicious dll from attacker
share to Spooler driver folder

malicious.dll O

Call RpcAddPrinterDriverEx C:\Windows\System32\spool\

= drivers\x64\3\malicious.dll

pDataFile:\\attacker\share\malicious.dll
pDriverPath:\\Path of returned device driver

pConfigFile C:\\Windows\System32\spool\
drivers\x64\3\malicious.di\x00

Code

Command and Reverse shell execution Privilexs
control assystom escalation

3. PrintNightmare jwiE#H

X3 Spooler BRSSHIFIFRTLAR S /9LA T LA :

1. Print Spooler lR53AYRIAEMIZEEFIA.

2 ZENS[TREETTHE SMB H= FAPEE DLL X4,
3.DLL MR ERIME L.

4.DLL 324 Print Spooler ARSSHNEFIHAIT.

5.9N58 DLL {448z $&i=, Print Spooler fR$Z1&E RS,

6.57F DLL{CRS, WMZREap<nizsl (C&C) HiRFR.

NREVABIR TARBFA Print Spooler [RBAISMHHTICR, HJENEEREHF

LT PowerShell s$EHE:

$logs = Get-LogProperties 'Microsoft-Windows-PrintService/Operational’

$logs.Enabled = $true

Set-LogProperties -LogDetails $logs
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EEREAASINE NAREFRS B R A EIEMRERY, LRIRARIEE.

] Event Viewer
File Action View Help

|5 -Il-

PowerShell-DesiredStateConfiguration-

: PrimaryNetworklcon MName Type Mumber of Events  Size
| PrintBRM Admin Administrative 642 1.00 MB
v [ PrintService Operational Operational 1,922 1.00 ME
§—| Admin

& Operational

B 4. NS NAERMRS BE

AU PrintNightmare B, BATMRBIZZBENRF LICRT AT ES. NEE
ZEIRY SMB HEFREVER DLL HHBEANBIRRFRIRAE, 2 DLL )R EANEI—
NHBRIIREFFR (5 "spoolsvexe") , AREHIENMNES EMERE] "Load Image"#

£, —B DLL MHINEEHES, BEABRMaSmiiT,

Process Name PID  Operation Path Resutt
mspoolsy exe - CreateFile ‘share\msfvenom dil SUCCESS
re=spoolsv exe - CreateFile “share msfvenom dll SUCCESS
mmspoolsy exe " QueryBasicInformationfile % “share \msfvenom dll SUCCESS
mspoolsy exe * CloseFile ‘share\msfvenom dil SUCCESS
e spoolsv exe +* CreateFile “share \msfvenom dll SUCCESS
respoolsy exe . CreateFile Mapping \ ‘share \msfvenom dll FILE LOCKED WITH ONLY READERS
mspoolsy exe - Query Standardinformation... ‘share \msfvenom dil SUCCESS
mspoolsy exe * ReadFile ‘share\msfvenom dil SUCCESS

“share msfvenom dll SUCCESS
are\msfvenom dll SUCCESS

= spoolsy exe - CreateFileMapping

& 5. MIXEEESIRY SMB mh3REUERS DLL 34
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{5 Event Properties

& Event {&b Process & Stack

Date: 7/10/2021 6:06:02.8589823 PM
Thread: 5424
Class: File System
Operation: CreateFile
Result: SUCCESS
Path: C:\Windows\System32\spool\drivers\x64\3\New\msfvenom.dl|
Duration: 0.0007-648
IDesired Access: Generic WritE Read Attribute’
Isposition: Uverwritel
Options: Sequential Access, Synchronous 10 Non-Alert, Non-Directory File
Attributes: A
ShareMode: None
AllocationSize: 0
OpenResult: Created

{; Event Properties

& Event {p Process £ Stack

Date: 7/10/2021 6:06:02.8605127 PM
Thread: 5424
Class: File System
WiriteFile
SUCCESS
C:A\Windows\System32\spool\drivers\x64\3\New\msfvenom.dll
D.0001220
Offset: 0
Length: 4,096
lPriority: Normal

El 6. EZEE TN LEEKEERI DLL

ZI P ER R -

RER O

1.SMB HZ=hfy DLL B&#2Xt "RpcAddPrinterDriver "#1{T 7—XiEMH, HEN
"pDataFile",

2 [E1R " %windir%\System32\spool\drivers\x64\3\"#1 54 DLL,

3.1E"%windir%\System32\spool\drivers\x64\3\New\name_of dlI>.dIl "&:3TH—
RIS IR,

4. — B "WriteFile " % {F % B LB B W E @ 8 B
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"%windir%System32\spool\drivers/x64\3 <name_of dlI>.dIl",

5.DLL FR#8BFERTE HiASE R AVES R,

Foms Pots DAvers Securty Advanced

board a
talled printer d
« Windows > System32 > spool » drivers > xB4
Name Processor Type
12345670 64 Type 3 - User Mode
5 x64 Type 3 - User Mode # Quick access ¥ .
: 5 stvenom.di
Kyocera Classic Universald... x64 Type 3 - User Mode B Deciton s
Microsoft enhanced Point... x64 Type 3 { Driver Properties X
enhanced Point... x8 Type 3
x54 Typed{ Name 12345670
. x4 Type4{ Version: Type 3 - User Mode
w4 TyPe41 processor 64
Remote Desktop Easy Print  x64 Type 3
Language monitor:
Default data type: |
Driver path: C:\Windows\system32\spooh DRIVERS\64\3
Add... Remove... Description File
Config File winhttp.dil
Data File msfvenom.dil
P Driver File UNIDRV.DLL

l .

7. MR 0 &, —B"WriteFile"##{F5eh, DLL MIEBRTEEARAERIZH

BiRER 1

1.52RNER O f5, DLL ERIEEEE"%windir%\System32\spool\drivers\x64\3"E&2
&,

2. 971 Print Spooler fR&ShnZ; DLL, Ei#f4T "RpcAddPrinterDriver "JEF, 1§
£ "pConfigFile "9 &R0 DLL FYAHBERTR,

3.24 DLL 172 "spoolsv.exe "HifNEAT, WWERZE "Load Image "#{E.
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Forms Pots Davers Secumty Advanced

Installed printer drivers:

(Ve

Name Processor Type
12345670 64 Type3
12345671 »64 Type3-
Kyocera Classic Universald... x64 Type3
Microsoft enhanced Point... x64 Type3-
Microsoft enhanced Point... x86 Type3-
Microsoft Print To PDF 64 Typed -
Microsoft Software Printer... x64 Typed -
Microsoft XPS Document ... x64 Typed -
Remote Desktop Easy Print  x64 Type3 -
Add... Remove...

T

4; Event Properties

& Event b Process

Home Share iew
J o= A X De
Pinto Quick Copy Paste y ¢ R
decess U}
Chipboard Organize
« v A4 || « Windows » System32 > spool > drivers

User Mode Name
User Mode # Quick access ¢
U | msfvenom.dil
Us Driver Properties X
Us
Us Name: 12345671
Us Version: Type 3 - User Mode
Uz Processor: 64
Us

Language monitor:

Default data type:

Driver path: AW 32\ DI 3

Description File

Data File msfvenom.dll

Driver File UNIDRV.DLL

-

Print Spooler gSS= 0%k DLL

£ Stack

» x64

Date: 7/10/2021 6:25:37.7441178 PM

Thread: 1608

Class: File System

Operation: SetRenamelnformationFile i

Result: SUCCESS

Path: C:\Windows\System32\spool\drivers\x64\3\New\msfvenom.dl|

Duration: 0.0000796

IReplaceIfExists: True |
FileName: C:\Windows\System32\spool\drivers\x64\3\msfvenom.d|

ﬁ Event Properties

ﬁ Event

@ Process

£ Stack

Date: 7/10/2021 6:06:03.1453873 PM
Thread: 1232
Class: Process
Operation Load Image
Result: SUCCESS
Path C:\Windows\System32\spool\drivers\x64\3\msfvenom.dlI
Duration: 0.0000000

Image Base: Ox7ffb66230000

Image Size: 0x6000

)
-,\’ :s' y :‘ \
L — o / =

N
fol

» 3
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9. EMER 1, MZ=ZEIAY DLL HINEREHFE spoolsv.exe ",

{3 Process Explorer, AT LIBRIHBERIKE, RANHABERNINE., =
"spoolsv.exe "MNEGEEAM DLL A, rundll32 £#147i% DLL, #R#E DLL B9IE (FBXFhS
NT, BIBAREEIRME—NRE shell) , “cmd.exe" M rundll32.exe SRR, T
“rundll32.exe” X ZM"spoolsv.exe TRE LM, TRIBHIZKES, 2HT)HF0 IT BRI

RSEEMRIRR. XEAET4E/VEINESHTEE.

—] g spoolsv exe 6.243K 18316 K 5648 Spooler SubSystem App
= _'jrundll32.exe <0.01 5540 K 12304 K 668 Windows host process (Rundll32)
BN cmd exe <0.01 8.640K 7652K 2176 Windows Command Processor
B conhost exe 6.532K 11.412K 6252 Console Window Host

10. AL "spoolsv.exe "HIEIREES

LK E7E Print Spooler fRSSHiNE; DLL BF, 7EFJEMHARSHISEEEFMEREILLT
F4 1D,

1.2 DLL #&=UEERAY, MWEMER "Microsoft-Windows-PrintService/Operational "
WMZRESEM 1D 808, IXEFABRFMEE A DLL AYEEFE, BB Print Spooler NEGE
B DLLKW. X1EH ID 2— " SrEEAMER, REFAEEFFE PrintNightmare JEiERY

FA BT .



VSR BHERTEEuRMmmep

v_ Venustech Security Response Center

{28! Event Properties - Event 808, PrintService X

General Details

e print spooler failed to load a plug-in module C:
nightmare.dll, error code 0x45A. See the event user data for context information.

Log Name: Microsoft-Windows-PrintService/Admin

Source: PrintService Logged: 7/2/2021 3:48:09 PM
| Event ID: 208 | Task Category: Initializing

Level: Error Keywords: Print Spooler

User: SYSTEM Computer: ECZAMAZ-EMKSN7T

OpCode: Spooler Operation Failed

More Information: Event Log Online Help

Copy Close

& 11. 44 1D 808

2,247 Print Spooler sRRIE S HT— MATHTEDHIRAERRS , RTIEEEIEHE 1D 316,
BATEILIEATS BT DLL XIS, FESTRAAVRRIIRAEE (N5 0) 1

.

4] Event Properties - Event 316, PrintService X

General Details

Printer driver Totally Not Malicious for Windows x64 Version-3 was added or updated, Files:-
Imxdwdrv.dil, nightmare.dll, nightmare.dil. No user action is required.

Log Name: Microsoft-Windows-PrintService/Operational
Source: PrintService Logged: T/2/2021 3:48:09 PM
I Event ID: 316 I Task Category: Adding a printer driver
Levek Information Keywords: Classic Spooler Event,Print Driver
User: SYSTEM Computer: EC2AMAZ -EMKSNTT
OpCode: Spooler Operation Succeede

More Information:  Event Log Online Help

Copy Close

- B 12. =F 1D 316
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Trend Micro F=@mi&iN
Trend Micro Cloud One-Workload Security
BENHEREY Cloud One $5#lE, BREATER:
1 F LIRS IR
2.AEMERER, MU 1011017 -- Microsoft Windows - Print Spooler Failed
Loading Plugin Module (PrintNightmare)
346F "TIBRT. "RINEIRLRSE (IPS) &R
a. i) 1011016 -- @I TCP 1R%5IHY DCERPC AddPrinterDriverEx &
b.#I 1011018 —i@E SMB #9iR5IAY DCERPC AddPrinterDriverEx &
4 ES
IXEARRBEBERN T i LEA R, FAFAE ESXMEREIRISE. F{J7E Vision One

FREEF X EAGIIER,

Cloud One-t&ill
% Print Spooler RSIALFSIIEIRA DLL B, SMREFHEEMA 1011017 -
Microsoft Windows - Print Spooler Failed Loading Plugin Module (PrintNightmare)”,

HF BRI Microsoft-Windows-PrintService/Admin”, =% ID 3 808,



VSR BHERTEEuRMmmep X

v_ Venustech Security Response Center

General Tags

General Information

Time: July 22, 2021 05:13:27
Computer. DC1.hack.loca

Event Origin:
Reason:

Description:

Agent

1011017 - Mic

oft Windo

The print spooler failed to load a plug-in module

Rank: 50 = Asset Value x Severity Value = 1 x 50
Severity: High (8)
Groups: windows,Print-Spooler.

Program Name:

Event: DC1.hack.local: The print spooler falled to load a plug-in moduls
error code 0x45A. See the event user data for context informatioft

Location: Microsoft-Windows-PrintService/Admin

Source IP:

Source Port
Destination IP:
Destination Port:
Protocol

Action

Source User
Destination User.

Event Hostname:

Original Event:

WinEvtLog: Microsoft-Windows-PrintService/Admin: ERROR(80!

SYSTEM
bc1

WinEvtLog: Microsoft-Windows-PrintService/Admin: ERROR(808): Microsoft-Windows-PrintService: SYSTEM: NT AUTHORITY:
DC1 hack.local: The print spooler falled to load a plug-in module C:\Windows\systerr

g Plugin Module (PrintNightmare)

error code 0x45A. See the event user data for context information

ID:

Status:

808

ERROR

Command.
URL:

Data

Systemn Name:

Rule Matched:

Microsoft-Windows-PrintService
DC1.hack. loca!

LCARA

B 13. & ERA9 DLL fik HEEEMN,

HWEEMZEEZHYUENERENNZE SMBv1 B SMBv2 MigBNER,

PrintNightmare g9 MS-RPRN #1 MS-PAR sSLHl<ft% IPS EHHE.

General  Tags Data

General Information

July 22, 2021 05:35:4¢
Time Juty 2
Computer: DC1 hack locs =P
N ger
Event Origin Agent
) 1 ERPC AP verEx Cal
Reason 10m Jentified DCERPC AddPrinterDriverEx Call Over SMB Protoc X
Ac Detect Oy Reset
Action Detect Only: Rese A B
Direction Incomeng Flow Connction Floi
Flow Connecton Flow Rank 100 = Asset Value & Severity Value = 1 x )
Rank 100 = Asset Value x Severity Value = 1x 100 Intertace 2376226 €768
Interface 0237:622 g

Interface Type
Packet Type
Protoco ce
Packet Type Flags ACK PSH DF =1
Protocot TcP
Fiags ACK PSH DF=1 pource
P
[Source MAC
P Port 1255
MAC |
Port 59280 D:Qm:mon
[Destination i)
e Po 4978
MAC Packet Data
Port a45 Packet Size s

2\spool\DRIVERS\x64\3\msfvenom.dil
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14. PrintNightmare sCIlf4%4 Cloud One IPS {4,

Iteoh, ZHfEwiE FeUEERY DLL pIREIGENNEEERE, REERHREIRSH R
K, SORRXHEEIRS SEBRRMERERIFME™ (SPN) —i2, SETSSCRTInRS
BUEEATFSLME, FHiRYE SPN 4EP AR RCH TR .

General Tags

Computer Information
Computer DC1.hack.loca

Origin Agent

Threat Information
Detection Time July 22, 2021 05:35:46
Malware Trojan.Win64. METERPRETER.AE

User Information

Major Virus Type: Trojan

Infected File(s) C:A\Windows\System32\spool\drivers\x64\3\New\msfvenom.dll
Action Taken: Quarantined

Scan Type: Real Time

Malware Scan Configuration: Advanced Real-Time Scan Configuration

15. BEERMAREEIEEREABEIEE].

Trend Micro Vision One™ Workbench App
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Summary

Highlights

Suspicioss Outhownd Traffic From Priat

- Oistain

Maitormed DLL Plugin Loaded in Pt Spooier
o =
5 d Module:

delhackiocal

B e | bk ol

16. & MFIERISAE Trend Micro Vision One Workbench _E&IIARIEEHibRE

ummary

Beta - Possible PrintNightm.are Exploitation
Detection

PrintNightmare Microsolt Windows
Vulnerability Exploit Detection

oot

: [l san
Suspecious DLL Created in Print Spooler Driver

yriamic- ik

hackloca

Malformed DLL Plagin Loaded In Print Spooler
Service

- Shared Modules

19:18:08
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17. {5 Trend Micro Vision One Workbench BREFZEZHHY PrintNightmare i

i

&% Vision One Workbench BiRIRESD#HT (RCA) , FAIBEHZERfKE, Hep
*msfvenom.dll "£ Print Spooler f§55 ("spoolsv.exe”) BllE, BE/SLER T rundli32.exe
", BHYT T EERI DLL,

HiT/E, B—M Print Spooler [RSBHFHIEZINEENEMNMEE, ZHBIE—
e 4444 ERIFAY meterpreter {MEFER, 1E3K/8 meterpreter BEIEG, FIULHK

— SRS (“amd.exe”) shell Fi=17'whoami”,

& 18. &R Vision One TIEEHIHTENKLE

RCA RERIEB N USREBES ZREAWTERIE. flIl, MR "msfvenom.dll "5
IR (OAT) f8XKEX. WNEl 18 A LA, "EFIENRatEEFIREE

P {432 IR AT %E DLL "F] "7 Windows S {4RPEFAIEREE DLL", 21 LEFR.
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HANEREER T DLL KEHR{E, ZEIRTERERNTREHINES. HEFR,

N “First Seen”, “Last Seen"f1ZSfY"Signer"=EL, AILAERAME T ## DLL R9TTEUE.

19. & Workbench FEZINEHIIFERESTBETREATDRNEERFAPIIZELL

LN

RCA &7 7 M Print Spooler fRSZHAIETHITIERF "rundll32.exe "MEZIAYER. M
B&EH, FATTLULTHEIIUTRE:

1.AHYTFER "rundll32.exe "3EB "spoolsv.exe”,

2MEMZFR—NIEE "rundll32.exe "AIHILEE,

3EMEREIHISERNAY 4 B80S, “rundll32.exe”REH T cmd.exe”,

4EMZRE "cmd.exe "WVE, IGEEIEITY "whoami”,
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20. \ETHTSZE rundli32.exe " IRERICRASERD

Trend Micro Vision One™-Hunting Queries
73T M PrintNightmare SMEHRSHREBER 10C, LIT#EBRHY Vision One I ERE
HREHR:

1.7£"%windir%\System32\spool\drivers\x64\3\New "NHEIRIS{4FH 6l DLL X

eventSubld:101
(objectFilePath:\\windows\system32\spool\drivers\x64\3\New

objectFilePath:*.dll) AND NOT (objectFilePath:winhttp.dll

objectFilePath:unidrv.dll)
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21. {#/ Trend Micro Vision One EZEEE0IFER DLL U4

2. )\ Print Spooler fRESHF=4HIAEEHTE
eventSubld:2 (parentFilePath:spoolsv.exe

processFilePath:rundll32.exe)

B 22. SHKkH spooler [RSZAITEEHTE

3.J8E Print Spooler service fUFHFEAYHILERE

eventSubld:204 AND parentFilePath:spoolsv.exe AND (processFilePath:

(*cmd.exe* OR *powershell.exe* OR *rundll32.exe*))
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23. SHRBEINPIARFRFHNERR

4 NSTHEEZ \\Windows\\System32\\spoo\\drivers\\x6A\\3\\'1& U =R {4
E{4ZFR: "MALWARE_DETECTION”

MAFEER: \\Windows\\System32\\spool\\drivers\\x64\\3

24. M\ Print Spooler ARSSIKFNFERFFEIKERIIG

5.83 Print Spooler BRSSNEAHE$E1RA0 DLL
E4EHR: "LOG_INSPECTION_EVENT"

MM FR:*PrintNightmare*.

& 25. 7£ Print Spooler fREPEHIENEIRA DLL
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it

PrintNightmare JERESEHIAFHRENRER LR ARSHRZBIGEE, MFZE
RAMKERISUIESNT, H PoC ERMANZIMHIELES, 21 Metasploit 1258 (MSF)
Mimikatz $TH, It5h, FIA PrintNightmare SR RIS ARG E B TIRFHRFIE
EREIEILER, EZITEAILASEEL RCE FIAHSURIEFT, FRERERE, BAEER
FEz). Bal, PrintNightmare E#Z M EBIETWRFAIA, W#HZIHE Vice Society,
Conti (L) #0 Magniber,

EF Print Spooler BRBIEAZEL Windows WA EEUARBR, FHEEASHEUIA

BRI, RILERSZHRESTAEFA. 2R Active Directory (AD) IMZHTF

FOFTENARSSES) EIREBESNR.
BT EEHRIS T, LAKRAD Trend Micro Vision One #1 Cloud One Z2Z#f9%%

o, TEARBEENIMGNFHELEXFR, SRR RIFBFRIE.

palll

BERZLEN

o NETNFT, EHIEHRRY. BENERER, WRNAEFERNIY, LR
RiFRZimEF A,

o EERFAIMBAYGIEFEE], (EXFHXIERES, KRV ERN RimORSS, B
EREINIRSS (W0 SSH. RDP %) |BEZIAM, LURIRGH.

® Ff5 Oday imAEFIEERMY, R mChd ERER N EAEXRER.

o BERFEFINIREIER, BRZEZINENGFISR/IMURER, FPFZAER

R RIFERRIRBRE.
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o CRREERERENEIREN.

o TEHIEMHEUE WREFENIUERSER MRAERBGEE.

o (FARH. SEMNEMBIRER, KEMEILSS Y, DIRERRKGE.,

o iSRRI NEESHE BN L, BSEITREHANRE,
LI 2B SRATIESR.

® MRTHTREH,

Rt
https://www.trendmicro.com/en_us/research/21/h/detecting-printnightmare-

exploit-attempts-with-trend-micro-vision-one-and-cloud-one.html




