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VSRC &4 F# (2021-06-08)

0x00 7 fIRiFLHA

AJE T BRI SE 2 A P81 PLC IR HATIRI (CVE-2020-15782) ; Cisco
6 H 2%

KR LARHHIL 1A Kaspersky: JSWorm & HAFEAL 71T

WYL ELRR, AR 2Bt

0x01 BEEZALJRRMAFIR
1. PEI'TF PLC mFEMMBIATIRME (CVE-2020-15782)

PLCCH] g A28 AR 1| 28 ) J& — A 1] 9 TV IAEE B FH T B i e i R E L T R 4
ERH M IR A S, B AR PT R S IR EH] . BN R AR
S RAEMTR S, BT AR i At R ) A R R A WU B % s A P i

2021 ££ 05 H 28 H, Claroty KIBFFEN S ATT s | Siemens (P4175) PLC Hi—4
RS HATIRI (CVE-2020-15782) , 3 CVSS ¥F4r M 8. 1. REEINZS i TCP ¥l 102
R R v A %R TR S8 PLC CPU Hr ) PLC Y48, 7852 (R4 I N AE X I8 5 N Bk
PSS, mZGREPATE RS, HaZIwiR TR 2l 5t S R A A .

Wil B T AEZE VT R4 PLC BT BEIRTR, LARAS PLC AR & AL E Ui
() B PR I AR AT S AR, I H FH s I V] et 4 AR A A

- 2 REA
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Affected Product and Versions

Remediation

SIMATIC Drive Controller family:
All versions < V2.9.2

Update to V2.9.2 or later version
https://support.industry. siemens.com/cs/ww/en/
view/109773914/

SIMATIC ET 200SP Open Controller CPU
15155P PC2 (incl. SIPLUS variants):
All versions

See recommendations from section Workarounds
and Mitigations

SIMATIC ET 200SP Open Controller CPU
1515SP PC (incl. SIPLUS variants):
All versions

See recommendations from section Workarounds
and Mitigations

ants):
All versions < V4.5.0

SIMATIC S7-1200 GPU family (incl. SIPLUS vari-

Update to V4.5.0 or later version
https.//support.industry.siemens.com/cs/ww/en/
view/109793280/

SIMATIC 57-1500 CPU family (incl. related ET200
CPUs and SIPLUS variants):
All versions < V2.9.2

Update to V2.9.2 or later version
https.//support.industry.siemens.com/cs/ww/en/
view/109478459/

SIMATIC S7-1500 Software Controller:
All versions

See recommendations from section Workarounds
and Mitigations

SIMATIC S7-PLCSIM Advanced:
All versions < V4.0

Update to V4.0 or later version
https.//support.industry.siemens.com/cs/ww/en/
view/109795016/

TERW

HET Siemens CMBR 1IN, @S E 7 KAT N %2 E W KN T+ 5T

TR

https://cert-portal. siemens. com/productcert/pdf/ssa-434534. pdf

S

https://cert—-portal. siemens. com/productcert/pdf/ssa-434534. pdf

https://claroty. com/2021/05/28/blog-research-race-to—native—code—execution-
in-plcs/

https://securityaffairs. co/wordpress/118367/ics—scada/cve—2020-15782-
siemens—plcs—flaw. html?

https://cve.mitre. org/cgi—bin/cvename. cgi?name=CVE-2020-15782
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2. Cisco 6 A& /&4 IRIF

2021 £ 06 H 02 H, Cisco KA %ant, 1BH 74 Webex Player. SD-WAN HfF A
ASR 5000 FRFNERAFH )2 A 224l Bk mT LAd e R X L s 4 T AR BRAE 32 520
M1 R G EHATAE AR

FEA KNG 2 1) fE IR, CVE-2021-1503.CVE-2021-1526 A1 CVE-2021-1502 #f#& Cisco
Webex 1 (1 Y AE IR IR, CVSS P340 7. 8. BT X sk iilkg st (ARF) B Webex il
#30 (WRF) ) Webex sgifil| SCAFrP BB IGIEAN R, B v) LIS I BE R B 1~ A B A 1)
M RIEER ARF B WRE SCHRIFI5 5 P T RSO RA X i, e S8l
A8 HT H A5 L BORLBRAE 32 52 W ) 2R Gt L AT AR AR

CVE-2021-1528 /& Cisco SD-WAN #fF CLL Hf)—AMEAURIE, CVSS W 7.8, HT
SE SR R XA VA E A SR )0 RS AR (R U7 ), e ied B 473 B0 IE f A M Bt 2 mT Lad e 1 FH 32
SO Z 48 T AR RE SR A BEie i, e BERE A root FI P IBUIRSAAT #RAF -

CVE-2021-1539 FI CVE-2021-1540 #& Cisco ASR 5000 RFH At (Star0S) FHALLFEH
A, CVSS P339 8. 1 A 6. 5. T AR E 0 CLT w4 MIAFIRAAL, Bl ml bod
i 7] 52 S AL £ R IR SSH 18 SRRF A i, e & &ad Sy 3o ik (1) i AR I i 2 e

Geid TACACS #ZAUEK nocli AL, IFFAERFLMIN B AT CLT drds

CVE-ID e it 2w =2 TR 5

Windows #1 macOS JiK:

Cisco
Webex Network Recording

Player fz41. 4 JRAZ B

CVE-2021-1502

Cisco Webex Player

AEZACHEH | Windows A1 macOS Jik: Cisco

17 Webex Network Recording

Player K 41.2 JRAZ R

CVE-2021-1503

Cisco Webex Player

Windows F1-MacOS Jik:
CVE-2021-1526
41.5 lRASZ A Cisco Webex
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Player

CVE-2021-1528
R

1) PR 1

PR $ETH

iZ47 Cisco SD-WAN # 4R A
20. 4. 20.5 [LAF = e
SD-WAN vBond Orchestrator
Software
SD-WAN vEdge Cloud Routers
SD-WAN vEdge Routers
SD-WAN vManage Software

SD-WAN vSmart Controller

Software

CVE-2021-1539

BB IR

CVE-2021-1540

TACACS #%

e

nocli #ZAL

20

iZ24T Cisco Star0S fRA
(21.16 Z A, 21. 16,
21.17, 21.18, 21.19,
21.19.n, 21.20) JLLR Cisco
77
ASR 5000 Series Aggregation
Services Routers
Virtualized Packet Core -
Distributed Instance (VPC-
DI)
Virtualized Packet Core -

Single Instance (VPC-SI)

TN

HET Cisco CAMER TIXEIRIA, BWSHEIT Lt KN

SH %

https://tools. cisco. com/Security/center/publicationListing. x
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https://tools. cisco. com/security/center/content/CiscoSecurityAdvisory/cisco
—sa—asrbk—autho—bypass—mJDF5S7n

https://tools. cisco. com/security/center/content/CiscoSecurityAdvisory/cisco
—sa—webex—player—kO0f8zVT

https://securityaffairs. co/wordpress/118564/security/cisco—webex—player—sd-

wan—asr—5000—flaws. html?

0x02 FFREeHH
1. Kaspersky: JSWorm Ei&IXKMIEZ /T

N4

LR VER, SRR B S — BER AN, TATIAE T — P AL
M 2017 SEBZ A KRR (W0 WannaCry. NotPetya il Bad Rabbit) JF4h, RZ#IR
A G M DA R Bl S A big-game hunting CRAUFARIFAE, BIEFXT A
YRGB SR, I BB R BRI 2 =) 55 i 2 222015 7] 23 LS.

FEFLAF LU, IXFh i 55 2 S 1 Bl 4R 22 A4 i Jo 39« T ARS8 2R SR A I 55 A
H R B HIIRE SR H bR (R, MEEMER, e m— 8RRk e —
AN R IR BU et v B A8 9 — AN A A R gl . EAS SO, AT 7 — 2N
JSWorm HIh R BAFHI K SRS
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FER

JSWorm #hZAKMELE 2019 4FEHRIL, MIBHHE, AR 4 NAF 45,
Nemty. Nefilim. Offwhite FIFLE LA

AL AN — 3B HORAT T 2 AR, RSB IRE TARES S R4 & Ty
AN B B S5 AN R T

FEFEY, BAINE T BB HAE I — L8488, LURAHR AR ARTERF A (TTW) R
oy R EI AR RO EED |, BARZSIERIFA AT, (AR EhREE JSWorm i
AR AR ) B AR

Apr 2019: Aug 2019: Mar 2020: §§ May 2020: Jun 2020: Nov 2020: Feb 2021: Mar 2021
JSWorm Nemty Nefilim Offwhite Telegram Fusion Milihpen Gangbang

B T AARRE SN, R A T RN SOE — BELAE B i AR, Il AN E
R ITE

2020 SERAFB, TFRN REERHRIZE S M C +HEBON Golang, MkITIH7E 4 HE
G HR, M. Mo s AR B AN A AR (] B ks ool s bk A FRATTAA 151X 2
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AR Lt i 2l
BRI R IR AR DU 2 Ja R — 28B4, 4140 Nemty, 2l — N 404 jsworm

ARt NAERG 4B B AR 1 o

I gonna present you new Ransomware - JSWORM.
Functions:

* Native C++.

* No passes.

* Encrypting just a part of file.

* Ransom note in each encrypted folder ( exception Windows )

* Multy-threaded ( for each disk there is one thread )

* Delete shadow copies, stop services ( sql and etc ), kill tasks ( sql and etc ), clear logs.
» Self-delete after all tasks.

« Random 256 symbols password.

What you need:

« Traffic ( rdp, vnc, push, botnet, spam, exploits ).
* Two abuze e-mails ( I can advice you cock.li or tutanota ).

Conditions:

* I give you build with your e-mails.

¢ The first income must be within 2 weeks.
 Work 70/30, 70% yours, 30% mine.

* Income pay to your cryptowallet.

* Decryptor after my 30%.

Contacts:

« Jabber: jsworm@exploit.im

FLH JSWorm 2844 1) B A%

7RI
M 2019 6] 2020 4 F2F4, JSWorm #E/E NAIE RaaS 4L, FHi@id LA 7 XL

-

RIG A TR A
Trik {8/ F%
R AR K P sl
57 3 A3 5l

M 2020 E_EFFIFAR, 3k RaaS $OCH], 155 BB # 5% M S AT R AT 4% - Ak
PERH], FIAa T E A THESS RIS #s im i (Citnix-ADC) A2 4xf) RDP.
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BARG TS

AV DTSSR RKI T E 2, FOVENTRZ, BI04 1 SWorm
FIRH)— e A2tk b, F IR S AR A B R 3 B DK B 1]

2019 4E 5 H: JSWorm

ZAEASE JSWorm BRI LRI AZR L —, SEREERMEAR, A E N
JRAS . AR C +IFR, FFIEMS Visual Studio F1HEATH 1.

BRI AN, EEAT I A5 LR KR IEAEIB AT IR A IR 9% < SR, DL KPR FE
AR I e] F T I BSOS . A, EMBRETA R G R A EIA, 2 RGIRE R
IR F A &

0 T =

A 256 RLEFEAM Blowfish BRI [ 52 B SO SCAFETINES . B RAERL T3
AT TFRA I MR =5 R (R A ). P 44 L 1508 MAC BBl AN P 415 (G AR 1) 7

B .
GetUserNameA(Buffer, &buffer_size); // Username: user
std::string::string(username, Buffer);
GetMacAddress(mac); // Mac: D@:0@:CO:FE:EE:EE
mac = v@;
VolumeSerial = GetVolumeSerial(vl4); // Volume Serial: 3141592653
buffer = std::string::append(VolumeSerial, v15, _mac);// 3141592653D0:00:CO:FE:EE:EE
std::string: :append(buffer, v1S, username); !/ 3141592653D0:00:CO: FE:EE:EEuser

FHE R
RIG, AR ZEHEFR Y “ JSWORM PUBLIC KEY” 45 d . ez b, #iR%eITk
HATEE “ JSWORM PUBLIC KEY” /& L3R Blowfish 28] 5775 “ KCQKCQKCQKCQ” #EAT
XORIZH., I LA Base64 gt E BT, H% A (AR RN H AR, FEXFPIH LT, (4 “public”
— 1A R = L.
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gmemcpy ( >, "KCQKCQKCQKCQ™, sizeof( ));
=e)
[4] = ©;
[5] = @;
sub_7D4F64(ve, & )
if ( )
{
do

{

if ( >= 0x10 )

3

if ( [5] »>= ;xleu )
*( +i) = ' [i] ~ key[i % 12];
+4i;

while ( i < )

5 “ KCQKCQKCQKCQ” 4T XOR

NI RIS, Hr AR T 785 MAC Hih

Blowfish key: “53385773534FE:ED:00:DE:AF:00user”

XOR Z JGHIA%H:  “5xpi” tfxvb\x05\x14g\x06\x15gsaq\x07\x14q\x02\x17qsa>049”

i3k Base64 JEHIAEH:  “NXhwaX50Znh2Yn8FFHEGFXF zYXEHFHECF3F Y T4wNDk="

H R SChAS (1) Blowf i sh ¢ FH SRR 54> 32 T3 (S0 RTINS, i 2w LU 10 75
AT, IXATRER N IR SCAF (RN B, i fr) Mol s 7 =t Sl A

TFRNRAES T Blowfish GRS, X FHE SR, gl n
TAERT TN 5% SR

EXXHANBEHRTMEE, ZEFBEEEFTS. AWM RA

7. [ID-...][mail@domain. t1d]. JSWORM “¥445¥RInEIScE 44,

i BRia

BRI A P T T B P R AE e SR T o 0 HHEAT Base64 i AN
AN AL IE I, T 7 SO AT LAORAT 52 353 B0t » Bl 2R AR R IR 22K 1 I
S48, AT AR SRS LA A B EE A R B
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20194E 7 A: JSWorm 4.0.3

MD5: 5444336139b1b9df54e390b73349a168

JSWorm [ EiCHE AN EE R RRAS, A BEME S LART RRAS AR B A R o

AR AL 2 IS TS S A A X AR P RS T By IR AEAE I DL R & 1 R G o
HAERAT I : RU (38D , BE (AR R , UZ (B2Z0lmif) , KY CGHEARFHHHE

TG (BEEWIR) » TK CHESE) , KK (G E) , UK (BR21E)

if ( (GetUserDefaultLangID() & ©x3FF) != LANG_RUSSIAN
|| (GetUserDefaultLangID() ©x3FF) == LANG_BELARUSIAN
|| (GetUserDefaultLangID() & ©x3FF) == LANG_UZBEK
|| (GetUserDefaultLangID() & ©x3FF) == LANG_KYRGYZ
|| (GetUserDefaultLangID() & ©x3FF) == LANG_TAJIK
|| (GetUserDefaultlLangID() & Ox3FF) == LANG_TURKMEN
|| (GetUserDefaultLangID() & ©x3FF) == LANG_KAZAK
|| (GetUserDefaultLangID() & Ox3FF) == LANG_UKRAINIAN )

Qo Q0 RO RO QO RO QO RO

s - e S

SR, PTRERE IR P B XAMRAR B R ERGE S RIEIEI R A2
o IRFAUFAIEGE T R2A, FATTLERIE AR = (RET) , X
ADEBSARMRIEN RG LEAMELEH ., R AR ==, ieXAR M, K
2P i 3% N LI e S

SR AR A R e 4T SR A — AN 44 9 <ID> ~DECRYPT. hta f HTA S0, Hrfr<ID> RSB & ot
SYECHIME—S2 3 1D, 1% HTA SCHRESCIEINE e UG Ja 8, IR i A n 2 8 shig 47
i

reg add HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Run /v “zapiska” /d

“C:\Users\user\JSWRM-DECRYPT. hta”

reg add HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Run /v “zapiska” /d

“C:\Users\user\JSWRM-DECRYPT. hta”
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JSWORM 4.0.3

Your files are corrupted!
Identificator for files: [347TLNV

E-mail for :d Sune{@pr il.com

Backup e-mail for contact : supportdoctor(@protonmail.com

Free decryption as guarantee!
Before paying you can request free decryption of 3 files.
Total size of files must be less than SMB (non-archived).

Files shouldn't contain valuable information (accept only
t\jpgipng).

Attention!
Don't try to decrypt it manually.
Don't rename extension of files.

Don't try to write AV companies (they can't help you).

JSWorm 4. 0. 3 FIE: 4 15 B

g 75

RASTRAT JSWorm £ H] RSA FJ WinAPT  SEHLAN AES 1) H %€ CSEBISKANE S JSWorm
AR 128 iz (IV) Al 256 A CE8D HIBENUE, XLEREHUENR T74F: a. .. 2, A... Z,
A0... 9. RSA APIHRANFEFN R A AL

db 'BgIAAACKAABSUGExABAAAAEAAQBANHPIdGGanQOPD9jYrShdFuf2D17swZcYPWIGN®

; DATA XREF: .text:00551DA8To

; RsaEncrypt+29io ...
db 'YGBNFJgBkjMCkRNUybsmgiTCtFSPIRmPQCtY7ro3EayvLZTmPsCDOoK1rEvH7v3a5"
db 'OIaixelzqmb6lrRpupfcolL6F7AASbiaHBH+NYMf7ymhvrlgtQeV5C1ShlsYDHWuI+t®
db 'WOeeB8I4jHgv5pECe7/YhkwRaSuurzOZFoB+SaRieFtL5t7iV0r7q7i668cXoR/0S"
db 'SRnJAkSjM8+aKyTs4/QQdRSwdOtZ3t7I0VFHOBk2USBSUHKpZKmNKrla2vciAMZtz"
db 'U70GKSxWygcVdY8/bu@8hSorqgh+0INvHVVVIJRBU11InSz7vDTICbOASVCMBG502R "
db 'atsuMdR17fdySArLzdmFFYFELx1FNv8RvfKNgNAUUIBiAIxH8T4vRaZ7bTro9dJliBy"
db '1@pnJwa5GQqtKR18o+nynYfQzZjDdaG5¢cBjlslaPa/1tkinTHAvDWDCz5YJSprSmH®
db '89/fmhOzsptESdCNxwuh6QuUAGF74Lgdhhf2rA6RIFVOLRruCaNjnLmmCzjY47iaXK"
db 'P6C@z58013jRUBWQ+tTPaPVgkpjdh739p8Rd1MZaPIeHe62131pNBfq9YIGSUBNGi "
db 'fqyK2YNHvwC3S7j3uFDOQkPt7Si4t1VFjTNAFiQ/KSOSrK/TEqQGQgPt8xvtw==",0
align 4

JSWorm 4. 0. 3 H{di ¥ RSA A 4H

i FHIXAN ], JSWorm %8 AES Z4HAWia kA & (1V) FHKdH Base64 hd:
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if ( !CryptStringToBinaryA(pszString, ©x2C8u, CRYPT_STRING_BASE64, @, &pchbBinary, @, @) )
ExitThread(0);

pbBinary = (BYTE *)malloc(pcbBinary);

pbData = pbBinary;

if ( !pbBinary )
ExitThread(®);

if ( !CryptStringToBinaryA(pszString, ©x2C8u, CRYPT_STRING_BASE64, pbBinary, &pcbBinary, @, @) )
ExitThread(9);

if ( !CryptAcquireContextA(&phProv, @, szProvider, PROV_RSA_FULL, @)
&& !CryptAcquireContextA(&phProv, 0, szProv1der, PROV_RSA_FULL, CRYPT_NEWKEYSET) )

ExitThread(®);

1

if ( !CryptImportKey(phProv, pbData, pcbBinary, @, @, &phKey) )
ExitThread(@);

pdwDatalen = 0;

v3 = 49;

if ( !CryptEncrypt(phKey, @, 1, ©, @, &pdwDatalen, 8) )
ExitThread(0);

if ( !CryptEncrypt(phkey, @, 1, @, g_rand32_and_16, &v3, pdwDatalen) )
ExitThread(0);

pcchString = 0;

if ( !CryptBinaryToStringA(g_rand32_and_16, pdwDatalen, CRYPT_STRING_BASE64, ©, &pcchString) )
ExitThread(0);
= (CHAR *)operator new[](pcchString);

if ( !CryptBinaryToStringA(g_rand32_and_16, pdwDatalen, CRYPT_STRING_BASE64, vl, &pcchString) )
ExitThread(®);

JSWorm 4. 0.3 #1/f) WinAPT RSA N

ZJG s EXAME SIS IR B R BAF U <KID>-DECRYPT. hta H, {HIXMEA S ER H
K, BUNEN T XAENES, &—A HIML VR .

<html><head><title>]SWORM 4.0.3</title><HTA:APPLICATION APPLICATIONMNAME
padding-left: 18px;"»<h3 style="padding-left: 15px; padding-top: S5px;">»
<l--

bcxofackKhoDAITACTIZSRA+BWDAP pOVUInwrdYgcPFpIGhEz36TANPgjIPq2t+23
f£/2d95nolC V5450l 91WTXSqIBEgo889TE6MIbbGDAL UNXKTXIHTQz F5CMMI3 Ay U
EPTUR2xx1wd7naGbRinC318VwdosbsYLabiP /Q+AsKowl3Wk5x3W8LHqCRzThbRx>
Qow75iDuB+npCapronVlne7BzVe5tPvpzMb2Vjj8Chz LKIYKPou+dTGIdWS /SokV
¥+TWhTXg9Ygk9Cqadq+FSFXFqpGlzPc/ugS@elzmmgKuztSI9aldunBpsDxfSRa3
FQuulS5udViomulSpwgkkilU70]xaNQYi0cqv7viHreBldciQalll@gswSmRmge51
MAB3NK3oPmIhN8UiShpWlsg3L+0BokE4A17AREVMCWEUMS ]/ ZvIoFK3 /UBIUThy 5w
LICinmEg5SN38uguaShlxd2GEBhvABMKNTKnwlM2VBdwlalA3VgSeEC6EFReMEIN0C
sfce5DhgIwXROQtQboQB7 zyGNTkgI jOFDMTUIMT281dyPBDS jNmMI+b+dyBUHK3 ¢
cz3WYhMPeQ9d5ZNyzhzQTOmeZ67FMIU/FNy@8+xDWKh1gKKN j8sud+d9oUXX+mTs
FQr12E3V2Cm955e20Y5vk5Ta/b0EIE]gcpI24MmtETE=

-->

- hta L SR E

AT BN AR, BRI R S T AR AR M AES Y
) [ 52 SRR, A SRR TV, @ R 52 S SO AT I

GEART—HE, AT AL, KCd RART 16 A mas. msE, SCr4 5% n—
MY R A, B m AT Z AT B A b R & . (Filenamed. [ID-

NQH1J49] [doctorSune@protonmail. com]. JSWRM” .

4m

R R
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£ JSWorm HIIXANAR A, IR E R EME R W TN SI7E LLRT ARcAs th A sk . (HZ,
P8R ] LSBT B . I F2E U IR TV RIORRENLEUE R B E B i B R A 224, B
FVFIFFEN OB 0 A R EE R AR TV, RIS TR, T AR 2 L

fi o

2019 4£ 8 H: Nemty 1.4

MD5: 1780f3a86beceb242aa8lafect6dlc0l

JSWorm A1 Nemty Z [AJAAESZRALAR K . ARIGIRATHI 04T, B I & 3 7T e I ROT
IREE TABATIR SRR, WIRER Y T B IEWF I N S B sk, DR Dy i e figp o3 Al
JSWorm F) JULAN SR AR 1 52 3 7 Be 6 AN AT 9t i b S A AT T P Bl

EABEA R CHIF R, ENS Visual Studio RFEIZIT — AN IMIRHTH

Ty, AFE-AFARIRIEEE. FA R (B, IR ARAA A . RSA AL A1 URL
) fH RC4 JREMD i AL 4] “ fuckav ” N, F7E Base64 HkAT4RIL.

| @ _NemTY_ _-DECRYPT.txt - Notepad - o

File Edit Format View Help
[---=== = NEMTY PROJECT ===---

[+] Whats Happen? [+]

Your files are encrypted, and currently unavailable. You can check it: all files on you computer has extension .nemty
By the way, everything is possible to restore, but you need to follow our instructions. Otherwise, you cant return your data (NEVER).

[+] What guarantees? [+]
|It's just a business. We absolutely do not care about you and your deals, except getting benefits.

If we do not do our work and liabilities - nobody will not cooperate with us.

It's not in our interests.

If you will not cooperate with our service - for us, its does not matter. But you will lose your time and data, cause just we have the private key.
In practise - time is much more valuable than money.

[+] How to get access on website? [+]

1) Download and install TOR browser from this site: https://torproject.org/
2) Open our website: zjoxywSmkacojk5ptn2iprkivgSclow72mjkykSttubzxprjjnwapkad.onion/pay

When you open our website, upload this note, follow the instructions and you will get your files back.

NEMTY DECRYPTION KEY:

Nemty 1.4 M4 15 0H

BB, B AR O T B S R R L A RS SR, @I HITP R
http://api. ipify. org, $KFILANER TP bk, @M http://api. db-ip. com/v2/free/,
e 2 EH WE S, A% RSA-2048 SiF NS, KA EIINEELAEGH —4
JSON iy, SRV, RAEERIPE B4 1A 3L RSA 255 N=, FF-4EJ “NEMTY DECRYPTION
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KEY “fRAFAE EIC KR

General”: {
Ip": "o e 5
Country": "dslamiian i,
ComputerName": "DESKTOP- i
Username"”: G
0S": "Windows 10",
isRU": false,
version": "1.4",
CompID": "{&iiiii v s i
FileID": " NEMTY iiiiiiy o)
UserID": "5d66999133e3e27b60dcal56",
key": "Qb3LfIjHvAQdQZPZr37Cj1LHFX9AnUkh",
pr_key": "BwIAAACKAABSUOEYyAAgAAAEAAQBSI+@1uDLSXPqSSC

R
C:\\": |
DriveType": "FIXED",
TotalSize": "29GB",
UsedSize": "28GB",
FreeSize": "1GB

FEIEIE RSA TN 2 BTUSEEHIAE B

TXAN G5 P ) — BN R ) 1 T3«

® isRU: 5@ HIHAME IP M e HEHFEF RGN FTEEL — &P, A
WP, WP e, B e, B,

® version: AIFRFFIINHRIA.

® ComplID: HEEEGHLAIME— 1D,

® FilelD: RFUCHRIMFEFI =4 RS 1D,

® UserID: BXEAM ID, TEARIFEAH L.

® key: MT N base64 HifG 4] CHAE FCHHR)

® pr key: baseb4 ZALIFAFT RSA-2048 £xif 4] CEAE R 3CifFid)

75

AR T B AL T 2 A ) RSA-8192 A8, FRATTKHAR 9 RSA A4,

BIER FHRING EHATIN, ZARSIEA L T — X RSA-2048 258 % 4, HALEH N L1
BV pr_key. KRILZAN, BXEAR T —A 256 BIRIZHY: XY SET ABS I E E X
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G AT —iR A .

256 {7 2 H1A pr_key HHTFE RSA APIINE HARFAEL SR+

TEMNEGAZ FHH SO, Nemty 1.4 WA —A> 128 Aiffy 1V, FHAEHFA1Z IV 1
256 (%Pl F T AES [ H 8 SCE XS SO N BTN . TV &1 A 3% RSA F 9N,
BT Jan % 1y SCA v

BRI S Ear 4, DA g4 « . NEMTY <> 7, Hoephid o2

REYL 1D, B FileID.

0 e

8 JSWorm [ Lt FUHIAR R —FF, Nemty 1.4 Hhnas 5 M SCIE AR 58 3R Towk I, AT
DUH 3o YR 0] 32 5 2 1R SO R AT o

1. F T A2 B B PRNG S A 22 42 )

2. RSA 2 1HH A MR GAE A TR -

IR —ANREG, WK 256 A28, T pr key W] AR AR ZANERFERIK S

HNE pr_key, Al AR IV, SRIGAEHT 256 RO AN IV i 52 3538 BT A

C&CIEfE

ZAEAM https://dist. torproject. org/torbrowser/8. 5.4/tor-win32-0. 4. 0. 5. zip
N TOR 75 7 iy, MR S AESZ RGNS BB 3. ERE 30 B (RAREEBATIT K&
NSRS IR 18] A BEZEHE S TOR M%), ATy S (5 R RO B RE A 2R i 1) C&C
k%5 2%

z joxywbmkaco jkbptn2iprkivgbclow72mjkyk5ttubzxpr j jnwapkad. onion

Nemty 1.4 uses HTTP GET with URI /public/gate?data=

RIEBIIRSS T 1015 B 5 B0 s P ORAF 1045 B ARTR], At B & B3R JSON Z5

Nemty HIHE R



VSRC BRERS2ERMEDN

v Venustech Security Response Center

“Nemty” XA HR—EAHHIE] 2020 5 3 H o i) i0— BRI A BRA Y 3. 1.

QRN AR, KB T LIRS E Nemty . X EEARPATEAR K mutex 4
FRAT C&C Hiuhik, 80 1 LI AT HERE . 15 LRSS R BR G R A O DI RE, BGd T B Ik To ke
ERINEEOR, T e U WA ST

BRPHT B B, XA R T R A S (G ) gt AT, AP AT B
5, WATREZE N T IR FEN A S e e — 2o R B A S AVHE 2 ], LI O na i i )

513C.

Nemty 2.4 FEA {745 5

2020 3 H: Nefilim

MD5: 5ff20e2b723edb2d0fb27df4fc2c4468

RLE 2020 4 3 H, TFRN AR S AFE SN Nefilime 7E Nefilim 55 —4
AR LI A, XA R 43 KR A T A FFR#E I JSWorm Fil Nemty A8 fk— 2
I A 3t RaaS 757 sUF ARy 5 B AR KB ST A8 B 70 S IR N & 1. H Ja Bt
TFHIREE XS % 320 H ) B bR, JRAERZ T 1 2 N AT N D8k MRS 8, IRk
M2 EH

ARG AR 1 BraRBhTheE, BlnstiEdalt. MERGHEIA. 5 C&C #1T
AE . ZARGIEF BT T SO 0 5 A i k) SOAF o AR A D R U AT &
B, BB T PAT B S =05 T BRI B R AT .

Nefilim &M C++FF &1, F Nemty —#£7EMS Visual Studio H1%wi%, Nemty F¥1/5 AR
A& (2+) I NefilimfRADEAREARR &, XALRATIARAE R WA R e

AR B & 1 — M FRAR R 755 SR AR A7, RCABEEH REME— I X 31 o
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if ( !CryptAcquireContextA(&g_provl, @, ©, lu, @xFO@00000) )
goto LABEL_2;
string::f(v5, "sosorin :)");
1 4_key = operator new[](duDatalen);
16| v1 [el;
17| if ( v7 < ex10 )
19| v2 = (v1 + dwDatalen);
0 = vs[e];
1| if ( v7 < ex10 )
if (v3t=v2)
{
4 = ey - v3;
do
{
*(v3 + va) =%
vz +1);
i%
while ( v3 I=v2);

1f( !CryptCreateHash(g_provl, CALG_ SHA o, 0, &g_shal)
|| !CryptHashData(g_shal, rca_k atalen, @)
|1 1CryptDeriveKey(z_provi, CALG_ Rca g_shal, 1u, &g_rcd_key)

ExitProcess();
39| }
40| operator delete[](rcé key);
41| string::f_16(0, v5, 1);
a2}

HFEI A B R FE ) 22 Nemty 2.6 (141dbb1££0368bd0359972Fb5849832d) ;

HEAMURT 745
JRAI LA N The o

56 *(v12 + v13) = *vi2; =y 33
57 12 = (v12 4 1); (] propre 34
ss 1 (7] FindFite: 35
59 while ( vi2 1= vi1 ); A cretea 36
50 3 \épnm—ss a7
61 aes_key = operator new[](16u); 7] thread | 38
62 aes_iv = operator new[](16u}; (7] Process 39
63 CryptRand16bytes(aes key); (] swing_ a0
64 CryptRandi6bytes(aes iv); [ sting a1
65 bufl = operator new[](256u); [#]sting_ 42
66 f2 = operator new[](256u); [F] string_ 43
67 Rsakncrypt(aes_key, bufl); [F] string_ a4
68 RsaEncrypt(a r, buf2); (7] sting_ 45
69 GetFileSi le, &FileSize); (7] string 46
70 if (i =.Quadpart <= 640000 ) \ésmng, a7
71 { Flstring_ a8
72 ytesToRead = FileSize.LowPart; [F] string_ 49
73 ointerEx = ::SetFilePointerEx; [ string_- 50
74 fer = operator new[](FileSize.LowPart) [7]sting 51
75 SetFllePnlnter‘Ex(l File, @i64, 8); [Flstring_- 52
76 ReadFllE( File, 1 BytesToR|[F]sting_ 53
77 AES_CBC(a¢ nNumberO{F] string_ 54
78 : :SetFilePninterEx(r (7] string_ 55
79 WriteFile(hFile, lpBuffer, nNumberOfBytesTo|F]suing 56
80 } [ string_ 57
81 else [F] string_ 58
82 { (7] string_ 59
a3 et ointertx = ::SetFilePointerEx; 7] sub 40z 60
84 = operator new[](smeaeul: (7] string. 61
a5 SetFllePolnter-Ex(l Fn , 0i64, 9, 08); 7] string_ 62
86 HeadH.lE(\ ! r, sfweaeuJ &Number0) v 63
87 AES_CBC(ae er, saeeeeu)‘—lmng’ 64
88 +1SetFilepointertx(hFil 8); \‘lm.m..x 65
89 WriteFile(hFile, 1pk 640000u, &Numbe . 66

e

5 Nemty ANF], Nefilim BEAZE B TFBEHEER,

FRIRI AR, H R R 1.
Bal)GE, ZERR R G

UUIRAE HIAE, BRI H 3 R SR EAT I

1 X % SO HEAT I B e A

Lo 12/ if ( !CryptAcquireContextA(&g provl, @, @, 1lu, CRYPT_VERIFYCONTEXT) )
7] DropRe. X ‘ = A
7 FincFie 13| goto LABEL 2;
al 14 f_0(v5, "ya chubstvuu bol' gde-to v grude, i moi rani v serdce ne zalechit'");
7] crypira g ; T. ;
15| rcd_key = operator new[](dwDatalen);
7] process 16| vi = vs[el;
= 6 = 5
7] thread 17| 17 ( v7 < ox10 )
7] process i e
Fsong_ o i e O
7] string_ 2 = vs[ol;
L£] string. 21 if (v7 < ex1e )
7] string 2 e
7] string_ 23 if (v3 1=v2)
Torna_ | 24 {
7] string_ 25 va = rca 5
) sting, 2% do
[ strng < {
Fstring_ 28 S(v3 » V4 = %
Aswing_ | ® 29 A (635 1)
7)string | 3
7] string. 31|  while (v3 1=v2 );
'Y‘Jslnnq7 }
7 string if (ICryptCreateHash(g_provl, CALG_SHAL, 0, 0, & shal)
7] string. || !CryptHashData(g_shal, rc4_key, dwDatalen, @)
Flstring_ 35| || !CryptDeriveKey(g_provi, CALG_RC4, g_shal, 1u, &_rca_key) )
3] sring 36| {
7] string_ 37|LABEL_2:
7] sring_ 38| ExitProcess(e);
7 sub_40z 39
7] string 49| operator delete[](rcd_key);
ﬂsm..g: 41| string::f_9(@, v5, 1);

i

Nefilim

RV, SRR G  BE BN FEA TR #GR UL, S s P1E

if ( hFile )
{

GetFileSizeEx(hFile, &FileSize);
if ( (14 * dword_40F978 + 32) > 1 )

{

aes = operator new[](16u);
aes_iv = aperator new[](16u);
Cryptnandmbytes(m ey}
CryptRand16bytes(aes
bufl = operator new[](256u);
buf2 = operator new[](256u);
RsaEncrypt(z key, bufl);
RsaEncrypt(a » buf2);
GetTickCount();

if ( dword_ders7s > 4 )

{

string::f_0(v32, "oh how i did it??? bypass sofos hah");
string::f_9(@, v32, 1);

}

SetFilePointerEx = ::SetFilePointerEx;
::SetFilePointerEx(hFile, Filesize, 8, @);
SetLastError(e);

WriteFile(hFile, bufl, 256u, &\u fBytesliritten, @);
if ( GetlastError() != ERROR_INVALID HANDLE & GetlastError() != ERROR_WRITE_PROTECT )
{

::SetFilePointerex(hfile, (Fil: .QuadPart + 256), @, @);
WriteFile(hfile, buf2, 256u, & fBytesWritten, @);
::SetfilePointerEx(hfile, (Filesize.QuadPart + 512), @, @);
if ( _time6d(@) )

{

string fv3z, L how tD fuck all the world?");

YN
H .SEtFllEPDlnter Ex;

TFEH AR A A Nemty 2.6

(141dbb1£f0368bd0359972fb5849832d)

£i: Nefilim

R LA AT AR AN

F2H WREA S, ERREAEITH A AZAELK
Zhas LR ZEF IS WARRME 7 248, WA ARG NIAKNHE B,

o I, BT LS EREN — AN SO AR,

TS UG B T BE S R T AL WL SR o 7 F Bhik B Rk
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TN, B AUUE A — iR -

JIiE YN

A ERE S WS EE G Y RSA-2048 A4, TEANBIEEAZEH SO RN,
Nefilim £ —A™ 128 SLAE IR —A> 128 /() IV, IFFE AES CBC HExX CBRY 4y 20 e Hets
) TN AE. FHIM IV i RSA EFHIINE, I RAELEIN SRR

BN RS S E R 44, A H RSP R 4. NEFILIM.

I8 103 A NEFTLIM-DECRYPT. txt IEAMRAFAEGALHL ) H o, SR & 5#h R A1k
ZA LT RIS

|| NEFILIM-DECRYPT - Notepad — a X

File Edit Format View Help
All of your files have been encrypted with military grade algorithms.

We ensure that the only way to retrieve your data is with our software.

We will make sure you retrieve your data swiftly and securely when our demands are met.
Restoration of your data requires a private key which only we possess.

A large amount of your private files have been extracted and is kept in a secure location.
If you do not contact us in seven working days of the breach we will start leaking the data.
After you contact us we will provide you proof that your files have been extracted.

To confirm that our decryption software works email to us 2 files from random computers.
You will receive further instructions after you send us the test files.

jamesgonzalesworkl1972@protonmail.com
pretty_hardjob2881@mail.com
dprworkjessiaeye1955@tutanota.com

Nefilim SBCHIEE 857

2020 4£ 4 A : Offwhite

MD5: ad25b6af563156765025bF92¢32df090

& AFRA Nefilim SEE5CR Offwhite, SREERMF MRS Dt —BAEBE DL/ = A2
(R RN T SEBX — B bR, FER N R 4E IR STL A, JHBML T A LEER CHARRY
B, EASRIE R IHRR I Nefilime B T ATE Lchif g ohaeshs A —MERER
FIZh BRI BIA ARG, BER B BRSO AL BRI L A AN “scam. jpg” o
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Offwhite A= BRI BELR,

2020 4£ 6 H: Telegram

MD5: 004£67c79b428da67938dadecOalelad

Offwhite Fl Telegram A4k [B] 122 AR/, ARES)LFAHE, FEXHILE TN SCAF
J&4 (. TELEGRAM) . W4 ZZHE4FK (TELEGRAM-RECOVER. txt)  PAK NI APT BREL 4 FR

B 9ty HEX FR7ER o

2020 42 11 A: Fusion

MD5: £37cebdff5de994383f34bcef4131cdf

AR DA Go i 5 9 5 1 IERBAT_E LRI, DAHTIIARR R CHIT 50,
XERERREH 7 AT RE SR,

A, SRR LR B R R A 7 50 AL Ty 30, DLRA eSSk, DR — it
XA EREA, RITZANFEAIR LR JSWorm SR B
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SEE B, R HBE g ) PR B TS DX ool M B X e T o B ik A I, X
R MHEERIRIERESR, SCRFERATEB, Rl Fusion M'E MIFE# Z AIFFERK R .

BEAh, ARLARTHI AR IR —FE, Fusion BEFFHRE — M AT S8 BN IR FR (FTRE
AT IR RRAE .

hnE 75 =

R R A RO AS 128 ArBENLEL (IV A8, H TR 77 07 GOM B A
F AES IS0 dn RSO/ T 1. 6MB, U HEAN SCAFREAT IS s A SRS, WAL
AT LU 3R -

®  320KB HI{E S M N .

®  320KB Bkid CAINE) .

® RN 320KB HLNE .

® ~—/ 320KB #kiL .

o DISERHE, ERICIERE.

REWRAE, WREARI, WA —FponE, BREUSE NI,
—AEAILRSA BN BIRE T, HTnE IV AMEYME. — BN, AT
INBEEAS I SRR o

aBeginRsaPublic db '----- BEGIN RSA PUBLIC KEY----- ',0Ah

db 'MIIBIjANBgkqghkiGOweBAQEFAAOCAQ8AMIIBCgKCAQEA4ileoxoqqU3ulURadZPI1K " ,B8Ah
db 'MRZCWsnzkXNyuxYZFPDc4hREn+5k08njounS2nRpgVTrbwMMy9bulSHOGbGGECuUi',8Ah
db 'gYNxSY2xiQ9tQLDDug7RAiINCwIdInzxwkzzg+@KX+ChbQQOVMbV+FjiApEOJousD',0Ah
db 'I9x+J1thhCGIt4o0aNMV/Fnl8mLwsRLYKEC+TpBPioBoxmhNB9Rc7xu08Mi6dg/Tf',0Ah
db 'w2A49xaCvUUvaliCyD7@IAKU12v2VerKObl/HbkaOzg0OvVdubekEscf9eXmOBEZS' ,0Ah
db 'Sfgozun79apNaiPeVW5rvrPxhAySF400Yio+yjKwMYGnt7XCAEByzNVaegoBo3sR',B8Ah
db 'OQIDAQAB',@Ah

db '----- END RSA PUBLIC KEY----- ',0Ah,@

Fusion f# FH [ RSA A%H

WJh, “FUSION ” fT#BEXHRIRE. 2fG, ¥ EHS “.FUSION 7 BN 44
b EFEAREE T T — A EEBR T AU (FUSTON-README. txt) :

By
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Two things have happened to your company.

Gigabytes of archived files that we deemed valuable or sensitive were downloaded from your network to a secure location.
When you contact us we will tell you how much data was downloaded and can provide extensive proof of the data extraction.
You can analyze the type of the data we download on our websites.

If you do not contact us we will start leaking the data periodically in parts.

We have also encrypted files on your computers with military grade algorithms.
If you don't have extensive backups the only way to retrieve your data is with our software.
Restoration of your data with our software requires a private key which only we possess.

To confirm that our decryption software works send 2 encrypted files from random computers to us via email.

You will receive further instructions after you send us the test files.

We will make sure you retrieve your data swiftly and securely and your data that we downloaded will be securely deleted when our demands are met.
If we do not come to an agreement your data will be leaked on this website.

Website: http://# i i net
TOR link: http://i 5204520574 ondon

Contact us via email:

idahaines2026@tutancta. com
kristenjones25@tutanata. com
Jjoycepmills@protonmail.com

Fusion % A 4 SE 4

2021 4£ 1 A: Milihpen

MD5: 226e6ee60adad9fc8eecd1da750dd66

i Milihpen 22K HH L, JSWorm SR G MMt & ke 2 S TR Hr A,
s E PR I T 5 — PR WK MG S o X AMEAR UL R CH++IF R (% Nefilim AL
AR 5 AR Golang (% Fusion) .

R, PRI T FEIhRE. PATREE. a7 OB MR P . thAh, R
4 78R T SRR — BRI R R, RER “Nephilin” —ilfE 5.

A D BAEAS HBT A B EIC R B 6 5 X 7T RE AR 5 (K T 2 50 5 3 41
eI RE .

B ' C\1\e226ebeebladad9fcBeecd 1da750ddb66.exe

Getting all settings...
Creating mutex...
Importing public key...
Getting argument list...
] Starting all threads...C:\1\
C:\Documents and Settings\

C : \MinGIW\

C : \MinGW\bin\
C:\MinGW\include\

C: \MinGW\include\ddk\
C:\MinGW\1include\gdiplus\
C: \MinGW\include\GL\

Milihpen HJ$2HH & H &R
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UL A —FE, SRR R AE %4 . B3lJE, Milihpen f#HT 7RSS E
A PP g B PO i B A o G ELZS R BL JSON A% AU, B8 DU 7B

//mutex name
“mutex”: “MILIHPEN”,

//encrypted file extension
“ext”: “MILIHPEN”,

//ransom note name part
“nt name”: “-INSTRUCT. txt”,

//master RSA public key (base64-encoded), redacted
“pub”: “UINB. .. Bnum9ew==",

//ransom note text (base64—encoded), redacted
“nt content”: “VHdvIHRoa...wuY29t”,

//skipped file extensions

”

“whiteext”: [“.exe”, 7.dl1”, 7.1nk”, ”.url”, ”.log”, ”.cab”, ”.cmd”,

”

7.d117, 7.msi”, Z.mp3”, Z.mp4”, ”.pif”, 7.ini”]
//skipped directory names
"whitedir”: [“windows”, ”“programdata”, “program files”, “program files

7 7 ” ”

“appdata”, “$recycle.bin”, “all users”, 7.7, 7..”, "rsa”],

//dynamically imported API function names
“"winapi”: [“MessageBoxA”, “MessageBoxW”, “BCryptOpenAlgorithmProvider”,

“"BCryptGenRandom”, “BCryptImportKeyPair”, “BCryptEncrypt”]

1
J

FEfEMT TECE P RMEZ )G, Milihpen 1 T —4> mutex, M 1 24724, HF4kEEL
5 Nefilim MEILH] JSWorm ZZAAAH R RIZAE BEAT B E . WIRIREL T ar AT 2, RS S
AT A HRE . R, EREPRSCRAT I S, eRITEEREN
—ANSR AR, IR AT I MR BH RIS E, RS SEA AT Eh 4%
PR EH AN .
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18| do

19

20 V6 = (v5++)["\"mutex\":\"MILIHPEN\", \"ext\":\"MILIHPEN\", \"nt_name\":\"-INSTRUCT.txt\", \"pub\":\"UINBMQAIAAADAAAAA"
21 " AEAAAAAAAAAAAAAAQABI FpIEBLVESKRuUUWYI+0iFV7nX3XurT35vPt7X11gPuZFZVhfiAJTEXCbsOy2f68iB60pVAAYNSi0THhQgdn21"
22 "GFIT3V11£23187c0dkwpQQpdufIBTggYHeEX04HNFnLSUIOELEK13c1VXNS10peyYIo+kncDjQr1GR/R2VRLEA/bzkh119HVEEISBI04+"
23 "72C53ZHWgAPPX3vPrOfyU9UjeCRS0jD31nCLxd77coDf jttmshmKy1f2cEz5k4VeCqiWb jMVPOShRFTTOVAZIY9)4Fuw8SHFKbKPG2GF"
24| "GMfzqHj4U1PZVCnBI3ZWE4SQRNDfUFtIyHaaMtUKTOBnum9ew==\", \"nt_content\":\"VHdvIHRoaW5ncyBoYXZ1IGhhcHB1bmVk"
25 "IHRVIH1vdXIgY29tcGFueSANCjO9PTOIPTOIPTOIPTOIPTOIPTOIPTRIPTOIPTOIPTOIPTOIPTOOPTOIPTOIPTOIPTOIPTAIPTOIPTEI"
26 "PTE9PTOIPTOIPTAIPTAIPTOIPTAOPTOIPTOIPTOIPTRIPTOIPTOOPTOSPTOOPTOSPTOIPTA9PTOIPTOIPTA9DQPHaWAhYN10ZXMeb2Yg"
27 "YX1§a612ZhQgZml sZXMgdGhhdCB3ZSBKZWVtZWQgdmF sdWF ibGUgb3Igc2Vuc210aXZ1IHd1cmUgZG93bmxvYWR1ZCBmemIt IH1vdXIg"
28 "bmV@d29yayBebyBhIHN1Y3VyZSBsb2NhdG1vbiaNC1doZwWagewd1IGNvbnRhY3QgdXMgd2Ugd21sbCBOZWxsTH1vdSBob3cgbXViaCBk"
29 "YXRhIHdhcyBkb3dubGIhZGVKIGFuUZCBjYWAgcHIvdmlkZSBleHR1bnNpdmUgcHIvb2Ygb2YgdGhl IGRhGEEZXh@cmFjdG1lvbidgDQpz"
30 "b3UgY2FuIGFuYHX5emUgdGhlIHRS cGUgb2YgdGhl IGRhAGEEd2UgZGI3bmxvYWQEgh24gh3Vy THA1YnNpdGVzLgaKSWYgeWd1 IGRVIGSV"
31 "dCBjb250YWNRIHVZIHd1IHdpbGwgc3RhcnQgbGVha2luZyBoaGUgZGFoYSBWZXIpb2RpY2F sbHkgaWdgcGFydHMUDQo9PTOIPTOIPTES"
32 "PTO9PTAIPTOIPTAIPTAIPTOIPTOSPTOIPTOIPTOIPTEIPTOIPTOSPTOSPTOSPTOSPTOIPTOIPTOOPTOIPTAIPTOIPTOIPTOIPTOIPTAS"
33 "PTOIPTOIPTOIPTAIPTOIPTOIPTOIPTOIPTOIPTAIPTAIPQOKV2UgaGF2ZSBhbHNVIGVUY3]5cHR1ZCBmalx1cyBvbiB5b3VyIGNVbXB1"
34 "dGVycyB3aXRoIG1pbG1OYXISIGdyYWR1IGFsZ29yaXRobXMuDQpJZiB5b3UgZG9ul3QgaGF2ZSBleHR1bnNpdmUgYmFja3VwcyBoaGUg"
35 "b255eSB3YXkgdG8gcmvocmlldmUgeWd1ciBkYXRhIG1zIHdpdGggb3Vy IHNVZNR3YXI1LgOKUMVZdGOyYXRpb24gb2YgeWd1ciBkYXRh"
36 "IHdpdGggb3VyIHNVZnR3YXJ1IHI1cXVpemVzIGEgcHIpdmFOZSBrZXkgd2hpY2ggh25seSB3ZSBwb3NZZXNzLgOKPTOIPTOIPTOIPTAS"
37 "PTO9PTOIPTOIPTAIPTAOPTOIPTOSPTOIPTOIPTOSPTRIPTOSPTOOPTOSPTOOPTOIPTOIPTAOOPTOSIPTOIPTAIPTOIPTOIPTOIPTOIPTES"
38 "PTOIPTOIPTOIPTAIPTOIPTOIPTRIPTOIPT@IPTAIPTONC1RVIGNVbMZpcmOgdGhhdCBvdXIgZGVicnlwdGlvbiBzb2Z0d2FyZSB3b3Ir"
39 " cyBzZWSKIDIgZWS]cnlwdGVkIGZpbGVzIGZyb20gcmFuZGItIGNVbXB1dGVycyBobyB1cyB2aWEgZW1hawuDQpZb3Ugd21sbCByZWN1 "
40 "aXZ11GZ1cnRoZXIgalW5zdHI1Y3Rpb25zIGFmdGVYIH1vdSBzZWSkIHVZIHROZSBOZXNOIGZpbGVzZLEgOKV2Ugd21sbCBtYWt1THN1cmUg"
41 "eW91IHI1dHIpZXZ1IH1vdXIgZGFOYSBzd21mdGxSIGFUZCBzZWN1cmVseSBhbmQgeWd1ciBkYXRhIHROYXQgd2UgZG93bmxvYWR1ZCB3 "
42 "akixsIGI1THN1Y3VyZWix5IGR1bGVOZWQgd2h1biBvdXIgZGVtYWSkcyBhcmUgbWVoLgOKSWYgd2UgZG8gbmo@IGNvbWUEdGBEYWAgYWdy "
43 "ZWVtZWS@IH1vdXIgZGFOYSB3alxsIGI1I1Gx1YWt1ZCBvbiB@aGlzIHd1YnNpdGUUDQONC1d1YnNpdGU6IGhOdHAGLY9jb3IwbGVha3Mu™
44| "bmveDQpUT1IgbGluazogaHRAcDovL2h4dDIINGF5Z3)zemllamdub25pb24NCEOKQ29udGF jdCB1cyB2aWEEZW1haWw6DQptYXI rdXNw"
45 "ZWlycmVyZWEXNzdAdHVOYWSvdGEuY29tDQpnalW9tYXrdXNuaWVsc29uQHR1dGFub3RhLmNVbQOKbWFya3VzcGVpcnllemVhMT c3QHBY "
46 "b3RvbmlhakwuY29t\", \"whiteext\":[\".exe\",\".d11\",\".1nk\",\".url\",\".10g\",\".cab\",\".cmd\",\".bat\""
47 "\ dIIN", N ms AN, \ " mp3\ ", \ " mpa\ ", \ "L pif\ ", \ " ini\"], \"whitedir\":[\"windows\",\"programdata\",\"pro"
48 "gram files\",\"program files (x86)\",\"appdata\",\"$recycle.bin\",\"all users\",\".\",\"..\",\"rsa\"], \""
a9 “winapi\":[\"MessageBoxA\",\"MessageBoxW\",\"BCryptOpenAlgorithmProvider\",\"BCryptGenRandom\", \"BCryptIm"
50 "portKeyPair\",\"BCryptEncrypt\"]}"

51 - val;

52 6

53

54

55 *(_OWORD *)v12 = 0i64;

56| A 0i64;

® 57| g_json = Parselson(v4, (int)vi2);
58| if ( !g_json )
59| {
60 Log(“"[-] Failed to parse JSON... exit\n");
61 Sleep(5000u);
62 ExitProcess(1u);
63 }
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File Edit Format View Help
hwo things have happened to your company.

Gigabytes of archived files that we deemed valuable or sensitive were downloaded from
your network to a secure location.

When you contact us we will tell you how much data was downloaded and can provide
extensive proof of the data extraction.

You can analyze the type of the data we download on our websites.

If you do not contact us we will start leaking the data periodically in parts.

We have also encrypted files on your computers with military grade algorithms.

If you don't have extensive backups the only way to retrieve your data is with our
software.

Restoration of your data with our software requires a private key which only we
possess.

To confirm that our decryption software works send 2 encrypted files from random
computers to us via email.

You will receive further instructions after you send us the test files.

We will make sure you retrieve your data swiftly and securely and your data that we
downloaded will be securely deleted when our demands are met.

If we do not come to an agreement your data will be leaked on this website.

Website: http://
TOR link: http:/

Contact us via email:
markuspeirrereal77@tutanota.com
giomarkusnielson@tutanota.com
markuspeirrereal77@protonmail.com
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MD5: 173ab5a59490ea2f66fe37c5e20e05b8
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CORPORATE LEAKS

HOME ACTIVE FINISHED ABOUT CONTACT

About

This website will contain information that was downloaded from corporate networks that
were breached and failed to negotiate with us. The information will usually be leaked in
parts, so the company has a chance to stop the leak before all the information is

released. All companies have our contacts, other ways to contact us are listed here.

Wik 2 ) DI

“contact” TUHIF T HCeti & 240 I T e 0 oL T 0 Pk
CORPORATE LEAKS

HOME ACTIVE FINISHED ABOUT CONTACT

CATEGORIES

Active (44
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kaspersky
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1 SHE 21.39%
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8 [ 4.98%
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10 o ORERE 2.99%
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@ Engineering & manufacturing @) Professional & consumer services Finance @@ Energy & utilities
@ Healthcare @ Transportation @@ IT & telecommunications @) Food & beverage @) Construction

@ Teutile, clothing, leather & footwear
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MD5: a20156344fc4832ecc1b914f7delad22

JSWorm 4. 0.3

MD5: 5444336139b1b9df54e390b73349a168
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MD5: 1780f3a86beceb242aa8lafecf6dlcOl

Nefilim

MD5: 5ff20e2b723edb2d0fb27df4fc2c4468

Offwhite

MD5: ad25b6af563156765025b192¢32df090

Telegram

MD5: 004f67c79b428da67938dadecOalelad

Fusion

MD5: f37cebdff5de994383f34bcef4131cdf

Milihpen

MD5: e226e6eeb60adad9fc8eecd41da750dd66

Gangbang

MD5: 173ab5ab59490ea2f66fe37c5e20e05b8
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https://securelist. com/evolution—of—jsworm-ransomware/102428/
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