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0x00 FRERERLGTR

AEEEXTRELL 7 4 Juniper Networks SBR imf&iEHiTIRIE (CVE-2021-
0276) ; &t& FortiManager & FortiAnalyzer 22 HiTiRiE (CVE-2021-32589) ;
BE & itk & =2fTEWIAERETTRR (CVE-2021-3438) ; Linux Kernel Zit?
PBRIEFHRER (CVE-2021-33909) ; Redis imi2iBHiTRRA (CVE-2021-32761) ;D-
Link DIR-3040 f8HZ8&5 1% 2iFiHE; Oracle 7 BN &R2RIA,

ABERLEHH 1A 58T macOS B TCC FFERAR.

RIEU LR, AEREEEIH.

0x01 FEEZLFERTIFE

1. Juniper Networks SBR izf2f{i3#1TimiEA (CVE-2021-0276)

B
CVE ID CVE-2021-0276 S A 2021-07-19
x B RCE F % ==
JLAER A = SIS EE
WHERE & A Rt =
RAFXE 7 Fr R %
PoC/EXP TEEFFI A &
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FrEIE S

2021 €7 B 14 B, Juniper Networks K7 &\, E Steel-Belted Radius Carrier
Edition (SBRIZEMNR) FHFRE—MNEEABHITRIRE (CVE-2021-0276) , H CVSS ¥
599.8,

FE{EizEmiEd SBR EEAFIEIREMMSERITREE, SEFAFIAIE. REHESRE
[BRBIFRRETLZLREE. EECEREBREERNMIRSKE, AEENERIR,

HTFEET EAP (BIF BIAUEMY) BDIAIERY Juniper Networks SBR ARfZfE—1
EF P XinHiER, NEETLUFIALRRAEGENSIES, S5 radius SFP
PHERRIR, MMIERIELRIRSS (DoS) BimizfthsiHiT (RCE) .

RIFIALLRRE SHEERMER (BELEIZER) HIaMNERSPEEEEXK,
BEiZmRIEEEEE EAP HER Tracelevel IRE N 2 BHEINEE T EAP Bl
IERY SBR.

<SBR _Installed_Directory>/JNPRsbr/radius/radius.ini

[Logging]

LogLevel=2

TracelLevel=2

EnhancedEAPLogging = yes

IEE
8.4.1 bgA: < 8.4.1R19
8.5.0 fxA < 8.5.0R10

8.6.0 hRA: < 8.6:0R4
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BB

B RE& s, N RITEIHZE SBR Carrier 8.4.1R19, 8.5.0R10. 8.6.0R4 &
BEERA.

TR

https://support.juniper.net/support/downloads/

Sk

https://kb.juniper.net/InfoCenter/index?page=content&id=JSA11180&cat=SIR
T 1&actp=LIST

https://threatpost.com/critical-juniper-bug-dos-rce-carrier/167869/

https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-0276

2.7%i& FortiManager & FortiAnalyzer izi2Xi31TimR (CVE-2021-32589)

eyl R
CVE ID CVE-2021-32589 £ 1<) 2021-07-20
*F B RCE = =
2RI = = INEAH
WHEEFE = Bl =
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AP % S %
POC/EXP HRATF FESFFIFD &
RS

2021 &£ 7 B 19 H, Fortinet (Ki8) Afakens, 1EETH FortiManager #
FortiAnalyzer frpg—/MefeAg TR (CVE-2021-32589) , iZimiEiI CVSS 195
7.5,

FortiManager 2 Fortinet XEIN—MEFERIRE, TLUBIEETEREIEHE
A9 Fortinet Network Security i&%%, FortiAnalyzer 2 Fortinet ASRIEFHEDHTHER

2, BALULCER Fortinet IREBFIE=771RBNAETHEEEE, AEFRE—EILAY.
SF—TLEES TSR,

HF FortiManager # FortiAnalyzer Y fgfmsd <P F2hFIE Use-After- Free i
iH (SEFRE—RRFRCATH, EEEREFERZRNTR, SHIl UAF, XETsESE0E
FEiR) , RESHIRIFITENEETIUEZEBFRER fgfm inQREEERKE
fbRICRR, &EZREIELL root SMHBUTIESNRE.

BEFEEEAIR, FortiAnalyzer ERY FGFM BUARZRN, RSB E4ES LS

F3: 1000d. 1000e, 2000e, 3000d, 3000e, 3000f,/3500e, 3500f, 3700f, 3900e,

BREN

BRILRACZESE, BiNSE PRIETFHERER:

e ZRMhRAS IEEhRA
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FortiManage

FortiManager 5.6.10 &

LUThRAS.

FHxZF FortiManager

5.6.11 BYEERRA.

FortiManager 6.0.10 &

LAThRAS.

FHZ%ZF FortiManager

6.0.11 EKEEIRA,

FortiManager 6.2.7 KLA

ThRAR.

F+4%ZE FortiManager

6.2.8 EREShRA,

FortiManager 6.4.5 KA

ThRAR.

F%Z| FortiManager

6.4.6 S EShRA.

FortiManager 7.0.0 fk

FHZZ| FortiManager

., 7.0.1 HESRA.
FortiManager 5.4.x hig
/
7,
o SRR fEShRA

FortiAnalyzer

FortiAnalyzer 5.6.10 X%

LUThRS.

FZ| FortiAnalyzer

5.6.11 HESRA,

FortiAnalyzer 6.0.10 X

LAThRA,

F4RZE FortiAnalyzer

6.0.11 EREEIRA,

FortiAnalyzer 6.2.7 KLA

ThRAR.

HZZ| FortiAnalyzer

6.2.8 EESMRA.

FortiAnalyzer 6.4.5 KLA

TR,

FZF FortiAnalyzer

6.4.6 EESIRA.
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FHZF FortiAnalyzer
FortiAnalyzer 7.0.0 R,

7.0.1 SESIRA,

EEREE
{FRLL NS TE FortiAnalyzer 1825 _F2Z5F8 FortiManager Iigg

config system global

set fmg-status disable <--- ERIAZEFT

end

TR

https://www.fortinet.com/cn

SEkE:

https://www.fortiguard.com/psirt/FG-IR-21-067

https://us-cert.cisa.gov/ncas/current-activity/2021/07/19/fortinet-releases-
security-updates-fortimanager-and-fortianalyzer

https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-32589

3. B8 & 5 & ZEfTEiARIRFARR (CVE-2021-3438)

PR
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CVE ID CVE-2021-3438 B 8 2021-07-21
x B LPE E % B
2RI A ) FISEE

WESHE {38 o] At )
FFPxE v FrERtiiR {1
PoC/EXP TEEFHIF &
RER

202157 B 20 H, SentinelOne ~FHZ#E 77 HP. Xerox #1 Samsung ¥TED#13K
SERFHAIMAI—NFET 16 FAIAMSPRIERIRE (CVE-2021-3438) , ZimESE
TENEERENHELAR, 2 CVSSiToh 8.8,

FF SSPORT.SYS IKaiEFrpir & XighimE, IEE A LR BILtRRESEIA T
RIRIEF. fEFRR, FERERKIEFSEHSITENRE—ERE, AERAERER
[E#% Windows fiNék. BIEEFTENHIRERZEIBINRERIRR T, ZimBEthaIsesinm, B
TFEAFRE,

FRINRI FALIRRRYIEE RE RIS SRIEF S SYSTEM HIERIZIEH MEfTiE, FHel

UZiERr. 85, BX. INEEMiREdE, sEtiZE R AP RRAYEIK,.

Type: | Driver v Stattype: |Auto start v

Emor control: Nomal | Group: | ‘

Binary path: [\?7‘-‘.(:: \Windows\system32\Drivers\SSPORT .sys Browse...

User account: l l

Password: l oooooooo | O

Service DLL: IN./A ‘
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380 MELSHYBREFN=24TEN

Xerox® B205/B210/B215

Xerox® Phaser® 3020/3052/3260/3320

Xerox® WorkCentre® 3025/3215/3225/3315/3325

T ZRMRFTEN AL SSIRIESERENERNLZE NS,

BEHIN

BRittEREZES.

ETRBIIBEEAR, BNRSERER, BEXBAFSEEN A ASRETHERE
#, ARG R AR,

TEGEHE:

BE =&

https://support.hp.com/us-en/document/ish_3900395-3833905-
16/hpsbpi03724

AR

https://securitydocs.business.xerox.com/wp-
content/uploads/2021/05/cert_Security Mini_Bulletin XRX21K for B2XX PH30xx 3

260 3320 WC3025_32xx_33xx.pdf

SEkR:

https://labs.sentinelone.com/cve-2021-3438-16-years-in-hiding-millions-of-
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printers-worldwide-vulnerable/
https://www.bleepingcomputer.com/news/security/16-year-old-bug-in-
printer-software-gives-hackers-admin-rights/

https://thehackernews.com/2021/07/16-year-old-security-bug-affects.html

4. Linux Kernel ZithipRIZFREIE (CVE-2021-33909)

iR R ARE Y
CVE ID CVE-2021-33909 ] 2021-07-21
X B LPE £ % B
IR FEE
WESHE o] At
FRFXE FTERAN PR
PoC/EXP EXF EEFFIF
S

2021 &7 B 20 H, Qualys IAREIALAFHEEE 77 Linux WU RFEEF RN
—NAHRIGRIRE (CVE-2021-33909, tHFRA Sequoia) #1 systemd (PID 1) AARY—4>
HEIRSS A (CVE-2021-33910)

Linux Kernel ZHRINER (CVE-2021-33909)
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Linux PISTRAEHIFIE size t-to-int KBUEHERIR, BT fs/seq file.c JZBIE
HPRE] seq BHXHHE, NSEEESEE. MASALURSIREF, KHEETTLAERA
BEcERFIABLRRE, RERLUESZFNEN LIRS root R, ZREFMTE 2014 FLA
SREIVFRE Linux PIIZhRAS.,

RTEE

Linux kernel 3.16 - 5.13.x (5.13.4 Z&i)

Systemd(PID 1){E4BRSSiRiR (CVE-2021-33910)

systemd EEATEAZHET Linux ERFHREEH, SRET —INREFFIRSES
#2s, EA PID 1 BT EMNRFANERETS.

ZimiEH systemd v220 (2015 4 B) #23%h77410676c ("t IRTETEMRYE
IFFREZIE") SIN, R strdup(BiE/atEFR) strdupa(). EIHFRFNAEFER
HLARIRILRIRAE systemd gEia, NMEENRERRER (WZEER) [ SEUEBRRS. Z
RN T 2015 F 4 BZERMHIFAAE systemd hRAS,

FITER

systemd 220 — 248

Z2EN

BRIXERRCAEES. STRRNZIGEERS , B PoC EELTT, BINZFNH
FAFRIRFHRZE Linux Kernel 5.13.4 (F 20215 7 B 20 BA#R) SESIRA.

TEER:

https://www.kernel.org/

\
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SEEE
https://blog.qualys.com/vulnerabilities-threat-research/2021/07/20/sequoia-
a-local-privilege-escalation-vulnerability-in-linuxs-filesystem-layer-cve-2021-
33909
https://blog.qualys.com/vulnerabilities-threat-research/2021/07/20/cve-2021-
33910-denial-of-service-stack-exhaustion-in-systemd-pid-1
https://www.bleepingcomputer.com/news/security/new-linux-kernel-bug-lets-

you-get-root-on-most-modern-distros/

5. Redis i=f2ti3hiTiRiR (CVE-2021-32761)

iyl R
CVE ID CVE-2021-32761 B A 2021-07-22
x B RCE = =
IR = =7 I NEES
WEESHE = ()5 1Es =
FFPxE 7 R Rt R 1K
PoC/EXP ROFF BRI

FeHEIE S
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Redis E—/MNRRAIEMERE key-value #0ERE, SEHFSEEIRMS =M.

2021 £ 7 B 22 H, Redis RHBRENE, RFF T Redis 32 {IRAHHI—MTEN
WBiTiREIE (CVE-2021-32761) , iZimimAY CVSSV3 1A 7.5,

£ 32 fiiZ4E L, Redis BITFIELD apdfFERBEimtimi, EIIEMRIART proto-
max-bulk-len EEESEGFIEAHIR bit 69, WEETLMBIAE, HRHESIERSEIT

EHRUTICEE. ZRR(NEE 32 fIhRAR) Redis,

A RET |
Redis >=2.2 and < 5.0.13
Redis >=2.2 and < 6.0.15

Redis >=2.2 and < 6.2.5

REEBIN
BaittRRE&EE., ERAITEHRZE Redis 6.2.5. 6.0.15. 5.0.13 SFESRA.
TEERE:

https://github.com/redis/redis

SEE
https://github.com/redis/redis/security/advisories/GHSA-8wxq-j7rp-g8wj
https://github.com/redis/redis

https://nvd:nist.gov/vuln/detail/CVE-2021-32761
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6. D-Link DIR-3040 IR Z/MNLZ2FEH

piEpEL AL
2021 &7 B 15 H, Cisco Talos HIFARARAFKE T D-Link DIR-3040 E&H28+
HEZNZeRE, WEETLFRXLRmEES AR HEEE EHITESRRL. hiasRdE

B SHIRFERHR, BRXERER PoC EEANTT.

=y GHES

DIR-3040 2EF AC3000 ML EAMEEHES. Cisco Talos AN RIFENRKREIE:
® (VE-2021-21816 : Syslog {ERitHEEIRIE, CVSSiFHA 6.5,

® CVE-2021-21817 : Zebra IP HEEIEREEMERRE, CVSSiFDA 7.5,
® (CVE-2021-21818 : Zebra IP ERHEERERIDERIRE, CVSSIHEDA 7.5,
® (CVE-2021-21819 : Libcli @&iFEANRRE, CVSSiED 9.1,

® (CVE-2021-21820 : Libcli Wit iSm@EmiEZmLiRR, CVSSiEs s 10.0,

Hrh, CVE-2021-21816 1 CVE-2021-21817 A{SEMERE, Ti@TEBEMKIEK
fink , SRR EERENR BT, CVE-2021-21819 iZRElse SHUEEH SHUT,
WEATLABIY RIE—RF SRR IRER.

CVE-2021-21818 #1 CVE-2021-21820 #HiEImASERSRR, B8 IHAR, BIETIae
SEIEHIRS, EEURSEIEEERBE TR,

# 1L B, Bid ZoomEey %R, £ESEEIAEEZE] 20911305 4> D-Link DIR-3040

BXRRE, HPPEMISE -, BRSHRSHABRES.
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D-Link DIR-3040

.
B

W OR

§ ®

B

B
#H
3

2IKTOP10

| =S

X

——

e

ek

D-Link DIR-3040 [E{4 <= v1.13B03

REHIN

BRiXLRREZES, BRI D-Link DIR-3040 v1.13B03 %7,
TRk
https://support.dlink.com/resource/SECURITY_ADVISEMENTS/DIR-

3040/REVA/DIR-3040_ REVA FIRMWARE v1.13B03_HOTFIX.zip

SEE:
https://blog.talosintelligence.com/2021/07 /vuln-spotlight-d-link-html

https://supportannouncement.us.dlink.com/anneuncement/publication.aspx?
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name=SAP10228
https://www.bleepingcomputer.com/news/security/d-link-issues-hotfix-for-

hard-coded-password-router-vulnerabilities/

7. Oracle 7 BZ1MNZ£RKiA

iR R
202147 8 20 B, Oracle 557 7 BINMZE T, ARRMINZLTIIGT 342
1, &k Oracle Communications Applications . Oracle E-Business Suite, Oracle

Enterprise Manager #0 Oracle Fusion Middleware &2 = mmfldE14.

FHE S

Oracle Fusion Middleware S4MZ2iER

Oracle R A# T 48 ™NMERTF Oracle Fusion Middleware &£ ®E5, HbHF
35 NREZLHRZISPIRIERN AmiEr . Eh&iEE1> Weblogic Server Z2iwiR, 7~
ZBHIIERNBEE BT LAEE I10P B T3 MY AIEERIF A X LERFR , MfE Oracle
Weblogic Server H#iiTXIEai=HIiRSE. ™ERAEE CVE-2021-2394, CVE-2021-

2397 1 CVE-2021-2382, &fiIAY CVSS iF51579 9.8,

Oracle Communications Applications M EZ£iFR
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Oracle Itk AT 33 M™NEHTF Oracle Communications-Applications f9%%
&, HPE 22 NRRLERYSHIERIeITERAE. BEmERREesE CVE-2021-
21345, CVE-2020-11612, CVE-2021-3177, CVE-2020-17530 #0 CVE-2019-17195,

WHEEALUEE HTTP MURIEERIF R KA X LREE.

Oracle E-Business Suite MR LER
Oracle )RR T 17 ANERTF Oracle E-Business Suite 9285, HPE 3
NEEABEESHIERRITENA. BPh—MPRATERNRREA CVE-2021-2355
(CVSSiFH99.1) |, mmRIFIBEZRER, BXFRFRRE. W5, Oracle KMEET

4% CVE-2021-2436, CVE-2021-2359 #1 CVE-2021-2361 A 15 MNEfEimiE.

Oracle Enterprise Manager Z/0N&Z 2R

Oracle IXHAE# T 8 MNERT Oracle Enterprise Manager L8, iXLHHE
HAILEARZT SHIENER FnEF A, Eh—MPRATENRREA CVE-2020-
10683 (CVSSiFH9.8) , ZimRIFIRSERER, BXFERFRE., W5, Oracle &

18T E4E CVE-2019-5064 EHHETE 7 N L2iRiE.

Oracle Financial Services Applications Z2/MNZ 2K

Oracle It/ & T 22 NNMERTF Oracle Financial Services Applications FUZ £ &
#. HPE 17 ANRRLELE SRt heizfIA. EfrEEREeE CVE-2021-
21345 CVE-2019-0228, CVE-2021-26117 CVE-2020-5413 CVE-2020-11998 1 CVE-

2020-27218, IEETILUEN HTTP Y A EEE KK X LR,
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TREY
B#ai Oracle EAMIBXLZEEH, BINHAFPRIMES.
TEpEE:

https://www.oracle.com/security-alerts/cpujul2021.html

ERRIEE

B3 T3 il

1) A\ WebLogic ###HI8&, 7 base_domain FUECETEF, HN" &2 " 1EI-~IAHE,
AL TSR, HNEEHISREE.

2)EEE MRS I . weblogic.security.net.ConnectionFilterimpl, TEiEEbiktes
A 127.0.0.1 * * allow t3t3s, 0.0.0.0/0 * *deny t3 t3s(t3 1 t3s WY HIFF G i
AR A biaE),

3) REEFENSH, MUSTEL.

B Administration Console

@ ;e wam = ek we | Q

*T1 >base_domain

base_domainfgig &
BE &% B ®2 Web BER2 B

—MER  THiESE BUEAPYE @A LDAP  Mfs  HEE  SSLIIREmAE

Rz

TR TR, MBA] AR Stk WebLogic Server RIEIETRIEEIRE .,

BRESATCRER

oF] EEHEIRIRE: weblogic.security.net.(

EETEERR
127.0.0.1 * * allow t3 t3s, 0.0.0.0/0 * * deny
t3t3s
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Z<R3 IIOP 1Y

ik WebLogic #=#l&, base domain >fR55881ZE >AdminServer

ERRERE. FREEN, Hinskis AdminServeritiz &
3 R
M RTEN, REAAEE AR, il Y BEER | Wi HN ) B BE BE ' IR

s —mize | HTIP | jcom | mOP | iEE

base_domain
TR RiF

PN FEMETA AR, 50 LUE AR S 2440 TIOP (Internet ORB [E)EhiY) iw¥ . @ 1I0P, LAFEMEESHE N

rereree W 0 o B 0g FUH AL ERIOP”, (R7F, EEEM

herence $E8%
LT AL
L TremEs b R
RIS o
. e 7 ADLab
=-ARE

SEGE .
https://www.oracle.com/security-alerts/cpujul2021.html

https://us-cert.cisa.gov/ncas/current-activity/2021/07/20/oracle-releases-july-

2021-critical-patch-update

https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-2394

0x02 FEAREEH

1. &% macOS R TCC FFISTAIRIP

MiTHE
TCC EHERIFARSIERERZZNATNE, ERERIT ENSERSHRIFERES
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ZELBPHESRY. TCC AMEIEHEEBRBEN ZRIFIINVE, X2 TR TIRERE
BEYHRIRR. BRIES N Eo a2 TCC &g, EVF—MEEF/MERIRFIA. It

A, Automation NIt SRR, FESEFNAE]", FEREEE TISINER,

]

EEFE, RIFIRE EHSUREUELEHCRMEE, 53R R0F. FAREmA
THEH WK EIE . FHEFEm XTI IREURAYENE . N R AR ZRT. IRITRER.
EERMETHEUSARHITERMRE,

f&B) macOS, Apple BEAERIFRFEIEDEAT MBI, BHRE 2012 Fiife
OSX Mountain Lion HsEiE 7 iHIENE, ZIEREARA "E0E. RIEFlEH", &FR TCC,
MEBBETEE, BEE macOS HIEIRIEL, TCC BSBEIARR K, REFIEXLN AIEFAET
B, BRRJVFLRENEE CHISIESEIREIZIRE (ELiFEAERX) .

BEARSRTXYABIEANER, BRI TEEXEEINNISXE, HfIERF

KFEZEFH 1T SERHEE TCC IEEE(ER, Fud TCC A=,



VSR BHERZERmmc

v Venustech Security Response Center

FAFEETXLSUNEE, BREERRA LSBT 7 #SRSIRELIR AR =

WRE, FREMIET/FEERTEREIX—~.

fr4g TcC

Apple SFNTFEREIERMABIRR TCC HI8F, MERET "RIFNARERYER
#ERYEIA)". Apple £ 5 BRI a%EiEm+iE:

"Apple RENAEIRALMHIENBREFRLFABEAFHNAGE.... &
macOS MEFRFIRET, AP IRIFBRLNRREFLERLER, MAIRT
B IIRAR,

BEERT, FIBGCHRSFAMRF, TERAFE RARFIRE N TESEFA B

RY"ESRA" IR TE .
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< i Security & Privacy Q

General FileVault Firewall Privacy

77 Calendars )
Allow the apps below to access data like Mail,
Messages, Safari, Home, Time Machine backups, and

Reminders certain administrative settings for all users on this
Mac.
84 Photos
B4 Camera

Q Microphone

-|||[- Speech Recognition

@ Accessibility

Input Monitoring

'- Full Disk Access

Files and Folders

System Preferences.app 12t 7 TCC A9RIimH

H MDM f#R75 =451 Mac gt AT LUBI L B XA TR B S ISFARET. &
IRER T, XERFASE LENRAERPHRAFER. B2, BilaLi@d TCC £
EEFH T, XA SFE Big Sur RZERIMRAHFIEEZIL.

macOS 11 (Big Sur) KSR

sudo sqlite3 /Library/Application\ Support/com.apple.TCC/TCC.db " SELECT

client ,auth_value FROM access WHERE service==

'kTCCServiceSystemPolicyAllFiles' " | grep '2'$

macOS 10.15 (Catalina) &EERA:
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sudo sqlite3 /Library/Application\ Support/com.apple.TCC/TCC.db " SELECT

client , allowed FROM access WHERE service

'kTCCServiceSystemPolicyAllFiles' " | grep '1'$

TR ARAFPFIEERREM T /usr/bin/tccutil TH, BRTETMEE "EHEGFAR

EEE "HRENERESAHE, RAEKE—CRAIGE reset, BUIRFFEEFTRSEHA

PR TCC R, XM TERRREAN, mEMSEMRHA

tccutil(l) BSD General Commands Manual tccutil(l)
NAME
tccutil -- manage the privacy database
til command service [bundle id]
DESCRIPTION
cutil command mana he privacy database, which stores decisions the user has made about
her apps

One command is currently suppor

r the specified ce, caus s p gain the next time
e. If a bundle ide 2r is spec the se e Will be reset for

EXAMPLES
To reset all decisions about whether apps may access the address book

tccutil rese
tccutil reset All c pple.Terminal

April 3, 2012

tccutil BY spartan man Q@

==
«

= B & | X &£ &N KR O #H B O F

/System/Library/PrivateFrameworks/TCC.framework/Versions/A/Resources/tccd B

TCC.framework &18,



tced B PRIFRIEBR R 7 LR TCC RIFAYARSS

M—MBEZERFRAIA AR SCE PRI Mac, AMIFJLUR, SRR
(FONFRTERR) R TATFETREARS, Apple ABAIXMERRIRIHHSFAEHH S RIEFR.

(EFNBAIERERRN, S— SR MR BRI AR,

SRIGE: —AMTRFERNATHI
ZEHE Apple ABESLI TCC FERRRE, EEMEE 7 TCC URFETHD
EH: RRFEEHREAEE. £RAFEH, BMBEFTLURFRESIR, XEABREIRIT
REATECHIKE, MAREA. 20R Alice RIF&IRTHRIMEAYRER FEI4E,
XX Bob SRFARHAMES, 2 Bob BRAY, Kini§A8E118) Bob RYKEEL FHEIAR,
Z/, BAZEXHETFN, BRNR Alice 2— 1 EERAR, HBRATRHEES

[5# (FDA) , BBA Alice JLURESENILE Bob RIREFI FEI4R (LAREMARY) |
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A& Bob (HHEfBAF) RETHATCC, iEEE, MR Bob LE—MEERAF, A
SIERNTEIHERER. 2RIPINEER: CIUBE— T EESERSIRNAFRIEE, 7
RPN RFBATE AP SRR,

BARAXWRASERRRUTENTES, EEPE— LS YUTHARRER, Bl
FInEEERECHAERE.

2 Alice AECEF&iRH) FDA RPRES, FrEBFIEREIELinHE FDA IR, H
ZRE, Alice MUETECHIEMEALWERIRAN, T ARV,

SARFHIR, Alice TRIRBUEAITFIREIE RS TIRABR. 140 CVE-2020-
9771 AHREAIBREE, AVFEIRIAE 2 AAIARUERTEREIBE T LIS, IREEHEE—
THREHkE: BMEETLEES, EERIFEERAFEN. BN TERER
THEEVILBIT BLOG HOIEE+HEIFANER, BMs<e, FHURFER LA SRS

AipiRiR, FEEFTEEMRFRIEEE.

R R irER P AT LUSENE IR RATFAANEE

BRXANEERY"RE "ETRANGSITLIE, XN TENAERFETA, B

/usr/bin/tmutil #1/sbin/mount, F—NTERFEAIEEENRRNARMBIRE, -1
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TEISHRERERY apfs RIESXHRS. WIBE, BATRTLANISSERRYRER CiBsRRIFTE A
PR,

BEENREEEFXAZE— bug, BASHIEE (BEAAY, Apple FILIZR &R
HATF") . EERFIR CVE BRetpERASENaER FRIRXMER, M Apple AY
EEDERNERFEEHIPRIT A AJ8EEM. 3 Mac EIRRRRNE

HRRTFECERNANE, (FRRT TIERR (EERTEINAIAER) EEEE E

FrEEtRFEIEIRESD, BERECH.

i&#id Automation BI85

XMERAMIRTAR, EHEEE T BAFHE. RIERt, HUaE TR
Sz FRFEFFERRT LSRR FE 48R, iNSRIZR AR B aid, & I LA E = H,
BAERRABAILL, B2, NAEFESIERA— TCC RFEEER, B Automation

(Bzt) .

XEFRE—EM: Mac EE— M RAEFREEESEAEN, EARENERS
(RIFIREFHNSEHEEES: Finder,

HAIRJ LA Finder RINFERER (FE'FSFA"ETERY "Automation "HFlH) thEEE
HER, BMFAREER Finder BiiEHIN R FESRTHRERTFIH.

RTXMERME, EBRUIEIRE, BIEMMINKIET FDA fUR, BERIEb(IH

“E*

BT ERINAN (BIF2EE MDM fBRSxE). . REARITFNAIERFE " Automation'&

#&ehizdl Finder, MERGHTIXERRTE,
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@ < i Security & Privacy Q

General  FileVault Firewall Privacy

=

Files and Folders Allow the apps below to control other apps. This will
provide access to documents and data in those
. apps, and to perform actions within them.
@ Screen Recording
u Terminal
Media & Apple Music BBEdit.app
Finder
-]___! HomekKit

# Script Debugger.app

Bluetooth Finder

“f FastScripts.app
o DUETEE System Events.app

Finder
@ Developer Tools

Safari
m Apple Advertising

g Analytics & Improvements

~
[ Click the lock to prevent further changes Advanced... ?

Automation Finder i FBIEFE££2iA(a)

£ EEF, Terminal I &ERISE =75 Automation R FBFER: Script Debugger #01

FastScripts #BEA LRI (B Finder) , ERE( MEERINRSFABETIREET.
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< #i Security & Privacy Q

General FileVault  Firewall  Privacy

@8 Fhotos
Allow the apps below to access data like Mail,
s Messages, Safari, Home, Time Machine backups, and
Camera S o i
L certain administrative settings for all users on this
Mac.
Q Microphone
|||||| Speech Recognition
.&Jl Accessibility
Input Monitaring
"'-' Full Disk Access
Files and Folders
+
|Ui Screen Recording
| [1] Media & Apple Music
37 Kkt ; Advanced... ?

Automation FDA R JHIR FIfERFAE/~1E FDA &g

N EAmA, XZ2E7 Finder EERAHIERN FDA IR, HEIXENHEFEERET
T%$ Finder 9 Automation #=#l, ZETHXZMAITIER, XBEE—INEXR:

~ osascript<<EOD

set a_user to do shell script "logname”

tell application "Finder”

set desc to path to home folder

set copyFile to duplicate (item "private.txt" of folder "Desktop” of folder a_user

of item "Users" of disk of home) to folder desc with replacing

set t to paragraphs of (do shell script "cat " & POSIX path of (copyFile as alias))

as text
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end tell

do shell script "rm " & POSIX path of (copyFile as alias)

B2 Terminal RERBZFER|DEN, EWRCEIEHTEAREKET T
Automation 1R, EZimFHITLEREAEGIRE] "private.txt "MHHNAS. BT
"private.txt "R FRAFRNRE L, —NRELSE TCC RPIAE, AP SIEIHAE
INRRBENFREFRBIRE T FDA R, XM NHARNRSEERENEG, EELEAREX

HRY.

~ o0sascript<<goD
set a_user to do shell script "logname
tell application "Finder
set desc to path to home folder
set copyFile to duplicate (item "private.txt" of folder "Desktop" of folder a_us
er of item "Users" of disk of home) to folder desc with replacing
set t to paragraphs of (do shell script "cat " & POSIX path of (copyFile as alia
s)) as text
end tell
do shell script "rm " & POSIX path of (copyFile as alias)
t
EOD

This is a file containing private user data on the Desktop {omeKi
~ SW_vers # Script Debugger.app
ProductName: mac0s D Bivetooth @ Finder
ProductVersfon: 11.4 - 4 FastScripts.app
Buildversion 20F71 o
X System Events.app
@ Finder
Safari

Desktop 8 0 2 88 ,,

This is a file containing private user data on the Desktop. private.txt

Information
= Desktop Today, 4:24 PM
Today, 4:24 PM
Today, 4:24 PM

1BiT Automation Finder XJ FDA #{7/517]

REAE, X/NOENEEEIEEAITFNBEFBIT Finder, B, HITEEE
KiZENAR N ER:

B5%, 15 Finder By automation I F&inst RENEFEITS A A00EH: Faxy

BT automation IEEAERRBAVAGNAFRAIREELIXIHN T, BUEREIXEM. &
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ZHE, X2 "Al-In"89325, MRAFPEXEHIMSERRN, MWAEHELIE SR (HE
fiErr) FRLASBRIITIIARGIERIE.

B, LAXF75URT FDA #HT/E1 Jihaa SEIRSIEEAIEE. LUBERISTUR T FDA
HFEEERTR. B2, MITLEREEBIERTEE Finder (LR FDA &) RY

automation, REMTREMFEMREE T :

“Terminal.app” wants access to control
“Finder.app”. Allowing control will provide
& access to documents and data in
‘ “Finder.app”, and to perform actions within
that app.

? Don't Allow OK

—AMEERRY "OK "BeILA=H Finder, Fi REI2&E A,

BREENAEBIH WIRBFEETE)  EEnnABERH, £F Finder 77
RIS RIEEY, =N AERIIN OB 7 SR RPN EESE,

IIREBLEI EANHIHERIR FILIXFUIR, BPAXMBRAER (EILLXIHF
KiREIER, EHARFN) | BRIFERSRFIZRERN " automation "EIEHEEISRT
EHEZIRY tecutil reset A iBiEH,

Ris<: BIIXKE "RERT "1 A ERPRITFEIHITHRS.

TCC &

ZIHRIALE, FHRRIRIPREIRSEAR LEBRIRITSERY, (BRIt ZIMBEICE TCC
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SHIRTEIRIAE. & macOS Mojave ENRAFFAFRT, SentinelOne S5—MNESE] TCC 7]
LU SSH i, eSS MRRARRIARRE, E8REGIRITE,

BRI TCC S 27E 2020 5 8 B XCSSET BENAFIRZ EEthY. E2 Apple
R4 9 MRERY 2021 5 5 BIEETIXMSARIRRE, BEREHE] macOS 11.4 Bis
#HY 10.15.7 (RS L, BIATLFIA,

EZZHRENRR L, BREZEN:

1.8/E—HE TCC MIRBEBRADN AR, EXE, H(ISeIE— 1 FEhTS

R P SRERIN FRE LRSS R AEBRERATS

% osacompile -e 'do shell script "Is -al /Users/sphil/Desktop >> /tmp/Isout™ -

o /tmp/Is.app

2. BXANHHY Is.app" RKEEHEI—MBEIKE TCC paREN RN ERERE .

% cp -R /tmp/ls.app /Applications/Some\ Privileged.app/

LB RFERFIRE 1Y T2 SEFA ERAY RFA ISR PR SRSk 2555

HESRIAFRINARERIR (TRRERAR LI, BANSERHERRE) .

3 PUTAD N FER:

% open /Applications/Some\ Privileged.app/Is.app

BRERRINEETRSE, WEEWEEARTH TCC SIRAIBSR TEE 2 £,
RATENRIRIE TCC.db PRIV ARERIR, BRIFEREEEEERIEIEIN.

BRIZERRBER ARSI EARER T &im FDA BIR, &S, AR RSEEHIEGT
LAFIES/Applications SUHERRIRNE, FHRIERSHTERIEIVIEN, REIPE KRG

Xcode, Camtasia 1 Zoom, 1XLRFRTEFINRLEE, AIRESIREFN,
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B, JLAXSEANE B LRI BRERRF IR THEmD , FHE B ile8 LIEERE(].
XIERZ XCSSET BEMMHRITIEST: BB HHERD 7 — N E ERE R R iEtUR

RNBRERFIR, FHEEE CRNBERENT AN BEFARERE .

00033 PushLiteral 9 # ; String: 'us.zoom.xos'

00034 PushLiteral 10 # ; String: 'com.hnc.Discord'

00035 PushLiteral 11 # ; String: 'WhatsApp'

00036 PushLiteral 12 # ; String: 'com.tinyspeck.slackmacgap'

00037 PushLiteral 13 # ; String: 'com.tencent.xinWeChat'

00038 PushLiteral 14 # ; String: 'com.teamviewer.TeamViewer'

00039 PushLiteral 15 # ; String: 'com.upwork.Upwork'

0003a PushLiteralExtended 16 # ; String: 'com.parallels.desktop.console'
0003d PushLiteralExtended 17 # ; String: 'com.parallels.desktop.appstore'
00040 PushlLiteralExtended 18 # ; String: 'com.screenshotmonitor.SSM-App'
00043 PushLiteralExtended 19 # ; String: 'com.bohemiancoding.sketch3'

00046 PushLiteralExtended 20 # ; String: 'com.skype.skype'
00049 PushLiteralExtended 21 # <Value type=fixnum value=@xc> ; Decimal value = 12

XCSSET EEH AR R 27 7 BRI TCC APRAIN FERERSIR

RENZR, XMFRRENEEH AR LIRS AE. NRSEIEN, R
FE7¢t Finder, MAPEKZEFEIN, XE—NMEEMEE, 5 automation iIHk—#, X

REFEZAPREER, MAREHR—EE.

Lication Support/iCloud/Mail

a Content: o.plis & applet
» k com.service..re.bootcamp Macos > applet.rsrc
CPU - CPUTime Threads Idie Ws Gpy
9.4 8.90 5 2 0
5 07.63 a 490 00
474 3 4964 00
554 00
o 00 0
“Finder” would like to access files in your 3 00 446 clare
DESHEOE le inder (8856) ;
main.scpt
us 5
? Don't Allow oK Information
day, 5:15 PM
Memory Statistics day. 5:15 PM
e
7
et
et

cache. qSznWrox

component/Contents/Mac0S/AppleScript
/Librarv/Acolicaty
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XCSSET ‘ZEM4#FA Fake Finder App iA[a)S2{FR X1

IENFA I E LEISHAY, Finder ELEARE RN, FLABFRBRIEXET

Finder BaHEHA S ARANERINEE, Ni%ZBIES.

TCC HE RIS

KTFEATXS TCCRMAIAR, b T LrRE , BRE—MEE TR . BEXT Apple
FRFRAAEFHN—ENRRE, ©SELENRYAERIAR (FIMIKHE. X, T,
iCloud 3{43£) , {33 EHAZEILE,

BERFELIENRE, TCC HARER LLAFRUHRE UGB TCC RIPXI, RS

ARERR X LSRRI RN B NAI S,

+ ~ cd ~/Desktop
-+ Desktop 1s -al
1s: .: Operation not permitted
Desktop echo 'I can still read and write files to the Desktop and other protected areas' > ~/Desktop/newfile
-+ Desktop 1s -al
1s: .: Operation not permitted
Desktop cat newfile

I can still read and write files to the Desktop and other protected areas
-+ Desktop sw_vers

ProductName: mac0S

ProductVersion: 11.4

BuildVersion: 20F71

-+ Desktop

HEALUBAN TCC RIPX, FEREBANAY

XREE, FNNRAFLE 7 EHI—FAEEER TCC AP 2 E TR
%, WRBH AR LR IERER S E AR B s 2 B A IRRITEX ERIPX ., TCC A=
BELEERSAERXLEAE, XHAEEN Mac RASERFFENER, FILARERKH

TCC RIRMEMRERIZRIPRT "R2X",



\I5RL' BIAE et 22 i Rl

Venustech Security Response Center

&ie

HAIBLEET macOS AR (LHEEER) MIEAMBIUERT, MEZHRE
THIBANRE] TCC (RIFRIEER. BILAIFRE, XE "BiZK "KRERERE N TCCH
BRZERE. N, B4 Finder iBHFIHESENEIERS? AHAREEIRE
Finder ®9BaA{t (automation) RE£&IGAIEI]? BF, ATABDNESRERA—
ERRIERRE, TsEir EASER TR

XX ERHAIRMEEE R RS 2 S NiZE A RS, LUEA LR EREE

fRICEIEESER, UK (HFEREEN) AFEaBTRHE—RE LRMBFERT
A9 FDA E{RIFE CRIZIE.

HAVNE, TEGERATHTH—LRE, MEAFESMAKRESH TCC KR, &
X—mRL, BE—NECR, APMEEREANIZE THREFIS(E TCC R9sEN, B9

EBRRISEIEN T RIFEIEAZARE RN,

[k :
https://labs.sentinelone.com/bypassing-macos-tcc-user-privacy-protections-

by-accident-and-design/
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